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['nmaBa 1. BBenenue

1.1 Aemopckue npasa

3amperaeTcsi BOCIPOU3BOANTH JaHHOE PYKOBOACTBO B JIIOOOM BUJIE M KAKUM-JTHOO0 CIIOCOOOM, BKIIFOUasi CO3/IaHNE
TaKUX MPOU3BOJIHBIX MMPOIYKTOB, KaK MIePEeBOJI HIH epepadoTKa.

1.2 Ilpasuna mexuuku 6ezonacHocmu

Hacrosiee pykoBOACTBO NpeiHa3HAYEHO AJIsl 00ecIieueHNs YCIOBUH MOJIb30BaTENbCKOM IKCILTyaTalluu
000pyAOBaHMSI, UCKITIOYAIOIINX [TPOM3BOJICTBEHHBIE PUCKU M YTpaTy/TOBpeXAeHNne uMyniecTsa. [Ipasuna
TEXHUKHU 0€30I1aCHOCTU OTMEUYEHBI KOJOBBIMHU ci10BaMU «OnacHo» 1 «OCTOPOKHO»

OnacHo: [Ipenedpesxenue 100bIM U3 TaHHBIX IPEAYNPEKICHUN MOXKET MOBJIEYb CEPbE3HbIE TPABMBI WIIN
CMEPTE.

*  MoHTaX JOHKEH MPOBOAUTH KBAM(UITUPOBAHHBIN CIIEIIHAIIUCT, B MPOLIECCE MOHTakKa HEOOXOIMMO

CTPOTO COOJIIOIATh NEHCTBYIOIINE HOPMBI AJIEKTPOOE30acCHOCTH

=  Bo usbexanne PpHUCKa BO3ropanus WK MOPAKCHUA JICKTPUICCKUM TOKOM IICPE MOHTAKOM

o0opynoBaHNe HEOOXOIMMO XPAaHUTh, HE MTOJIBEPTast BO3JCHCTBHUIO IO M BIIATH.

= He CJICAYCT IPUKACAThCA K TAKHUM Y3JIaM, KaK paauaTopsbl, pEryjIsiTOPpbl MOIIHOCTHU U MPOLECCOPLI, TaK

KaK OHH 3HAYUTCIIbHO HAarpC€BarOTCA.
- H€06X0,HHMblﬁ HWCTOYHHUK NUTaHusA: 12 B MOCTOSHHOro TOKa UM MUTaHue OoT ceTh POE

- CJIC}IyCT TaK>XKeE y6eI[I/ITI>C$I B TOM, YTO BHUJIKA HAJIC’KHO BCTABJICHA B PO3CTKY

www.smartec-security.com
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* [Ipu ycraHOBKe 000pYyJJOBaHUS HA CTEHY WJIM TIOTOJIOK €ro He0OOXOANMO HAJEKHO 3aKPEIUTh

» Ecnu o6opynoBaHue paboTaeT HEIMITATHO, CIEAYET OOpPaTUTHCS K JHIIEpY. 3apeiaeTcsi CaMOCTOSTEIbHO

MIPOU3BOAUTH pa300PKy KaMephl.

Ocropo:kno: [TpeHeOpexeHue Jr00bIM U3 JaHHBIX MPEIYTPEKACHUN MOKET IMOBJICYb TPABMBI WJIH MIPUBECTH K
MTOBPEXKICHUIO 000PYA0BaHUS.

- Hepez[ HCIIOJIb30BAHUEM KaMEPbI HCOGXOI[I/IMO y6eﬂI/ITLC$I, 4TO HAIPsXKCHUE NUTAaHHUA COOTBETCTBYCT

TpedyeMomy.

= Henp3s XpaHUTb UJIK MOHTHUPOBATH 06opyz[013aHI/Ie IIpY OYC€Hb BBICOKUX HUJIM OYC€Hb HU3KHX
TEMIICPATypax, B IIbUIbHBIX WX BJIAKHBIX ITOMCIICHUAX, a4 TAKKE IIOABEPTaTh €TI0 BO3IICI>'ICTBI/IIO MOIITHOT'O

3JIEKTPOMATHUTHOI'O U3IIy4EHHUS.
= (Clieayer UCNOJIBb30BaTh TOJIBKO KOMIUIEKTYIOLIME U I€TAlIU, PEKOMEHI0BAHHbIE IPOU3BOUTEIIEM.
= Kamepy Hemnb3s1 pOHATH U IOJBEpraTh (PU3NYECKOMY BO3JIEHCTBHUIO.
= Jlns HaAJIeKalero 0TBOAA TEILIa CIEAYET Y4€CTh HOPMAJIbHYIO IUPKYJIALMIO BO31yXa BOKPYT KAMEPHI.

= HanpaBneHHbIN Ha MAaTPULLy KaMePBbI JIa3€PHbIH JIyd MOXKET MOBPEAUTH €€. MaTpully KaMepsl He CIIeAyeT

HCII0JIb30BaTh B IIOMELICHHUAX, I[1€ OHA MOXKET MIOABEPIaThCs BO3ACHCTBHIO JIa3epa.
= Jlns ynaneHus MbIIH ¢ KPBIIKA 00bEKTHBA HCIIONb3yHTE BEHTHIIATOP.

" Z{J’ISI OYHUCTKHU MMOBECPXHOCTH KaAMCPhI HCHOHLSyﬁTC MATKYIO, CYXYIO TKaHb. Crolikye MsATHA MOKHO
YAAJINUTb C IOMOIIBIO MSTKOU TKaHH, CMOYEHHOH HEOOJIBIITUM KOJIUYECTBOM MOKOIICTO pacTBOpa,

MOBCPXHOCTD 3aTEM CJICAYCT BBITCPETH HACYXO.

= He HCHOHBSyﬁTe JICTYUUC paCTBOPUTECIIN, TAKUC KAK CIIUPT, OEH301 UIn p3.36aBI/ITeJ'II/I, MMOCKOJIbKY OHU

MOTYT MOBPEIUTH MOBEPXHOCTh 000PYAOBAHUS

» He BbIOpachiBaiiTe ynakoBKy, 4TO B OY/AyIlIEM TO3BOJIUT UCIIOIb30BATh €€ JJIsi TPAHCIIOPTHPOBKH
o0opymoBaHusl.

1.3 Coomeemcmeue cmanoapmam EC

2012/19/EU (aupektuBa 00 Y THIH3aLUK OTXOIOB MPOU3BOJICTBA IICKTPHUCCKOTO U AJIEKTPOHHOTO
obopynoBanus): [Ipomykiuio, OTMEYEHHYIO 3TUM CUMBOJIOM, B EBpormeiickom Coro3e Helb3sl yTHIN3UPOBATh
KaK HECOPTUPOBAHHbIE OBITOBBIE OTXO/bI. [IpaBuibHAS yTHUIM3AIMS [TOIpAa3yMEBAET BO3BpAT 000py10BaHUS
MECTHOMY TTOCTABIIUKY TPU TMOKYITKE SKBHBAJIEHTHOTO HOBOTO 000pYIOBAaHUS JINOO YTUIN3AIUS

www.smartec-security.com
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060py):[OBaHI/ISI B CIICIMAaJIbBHO OTBCACHHBIX IJIA OTOI'0O MECTax. Z[OHOJ'IHI/ITCJ'ILHyIO HH(bOpMaHHIO CM. Ha
caiite: www.recyclethis.info.
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['naBa 2. Onucanue 000pya0BaHUS

2.1 Obwas ungopmayus

JlanHoe 00opya0BaHKe, YaCTh XOPOIIO TPOAYMaHHOU, SKOHOMUYECKH 3()(HEKTUBHOMN U HAJEC)KHON JTMHEHKU
CETeBBIX KaMep, CIOCOOHOH MOIHOCTBIO YIOBIETBOPUTH BCE BAIllM IOTPEOHOCTH B 000PYIOBAHUY IS
BuzaeoHaOmonenus. K cereBbiM kamepam, paboTarouM Ha BCTPOSHHOM ONepallMOHHON cucTeMe Linux jerko
MOJIYYHTH IOCTYII KaK B JIOKJIbHOM, TaK U TTI00aTbHOM CETH, YTO MO3BOJISIET YIIPABISATH UMHU C BEICOKOM
CTEIEHbIO HAJIeKHOCTH. BCTpOEHHBIE BBICOKOIIPOM3BOAUTENbHbBIE MOy I 00paboTku Buaeocurnaiza DSP
00ecrnevnBaT KaMepaM HU3KOE SHEPromnoTpeOIeHrne 1 BBICOKYIO CTa0MIBHOCTH paboThl. Peann3oBana
MOJIEP’KKa COBPEMEHHBIX aITOPUTMOB CxkaThs Buaeonzoopaxkenus H.265/ H.264/ MJPEG u nepenoBoii B
JAaHHOM 00JIaCTU TEXHOJOTUH IBYXNOTOYHOCTH ¢ HD-KkauecTBOM, YTO MO3BOJISET JOCTUYb HAMBBICIIETO YPOBHS
KauecTBa BUI€OM300pakeHUs IPU OTPaHUYEHHBIX CETEBBIX pecypcax. O60pyI0oBaHHE ABISETCS
NOJHO(QYHKIIMOHATIBHBIM, TOJIEPKUBAET THOKUI U BCEOOBEMITIONINI MEXaHU3M NIPUBSI3KU TPEBOT,
aBTOMaTHYECKOE MEPEKIII0YEHNE PEXKUMOB JIEHb/HOUb, HHTEIUIEKTyaIbHOE yrpaBienue Gpynkiusmu PTZ,
MacCKHPOBAHKE MPUBATHBIX 30H U T.II.

B mpakTudeckoM 1uiaHe ceTeBbie KaMephl MOKHO MCIIOIh30BAaTh KAK HE3aBUCUMO B JIOKAJTLHOU CETH, TaK U
OOBEIUHATD B CETh, POPMUPYSI MOIITHYIO CHCTEMY BUACOHAOIIONEHH. DTH KaMePbl IIUPOKO UCTIONIB3YIOTCS IS
obecrieyeHus1 0€30MacHOCTH B TAKUX 00JIACTSIX, KaK MHAHCHI, 00pa3oBaHue, MPOMBIILICHHOE MTPOU3BOJICTBO,
rpaxxaaHckas 000poHa, 3[paBOOXpaHEHHE.

2.2 Knroueswvie ocobennocmu

Cucremusie

e Bcerpoennsiit WEB-cepsep, momnepkka 6paysepos |E / Firefox / Chrome / Safari

e Bcerpoennas OC Linux, obecrieunBaromniasi BRICOKYIO Ha/Ie)KHOCTh PabOTHI

www.smartec-security.com
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e Pabora B pexxume 0e3 IIaruHoB

e Jloanepka aKTHUBAIMU BOIIPOCOB OE30MACHOCTH JJIsl HACTPOWKH KaMep
o Cosmectumoctb ¢ ONVIF Ipodgums G & Q& S & T

e Tpu ypoBHS npaB MOIb30BATENEH IS THOKOTO yIIPaBICHHS

e Kaptsl mamsatu MicroSD/SDHC/SDXC B kauecTBe JIOKaJIbHOTO XPAHUITHIILL

HN306paxkenue

e Bricokas uyBcTBuTeIbHOCTH 0.0010K

e Texunonorus ymuon UK-noaceerku

e 2Mrm paspeleHue

e Vmpasnenue auadparmoit P-1ris

e 3B 1 Super WDR Pro

e Jlognepxka HLC

e Jlognepxka BLC

e  ABTO UK-(QUIBTP JUI PEXKUMOB JI€Hb/HOUb

e KoppuaopHslii hopmat u300paxxeHus

Buneo

e H.265/ H.264/ MJPEG ¢dopmaTtsl cxaTus

o 70% ~80% ymeHsbIeHre noToka ¢ HacTpauBaeMbIM 10-ypoBHeBbIM H.265+
e Bo3moxHa OJHOBpEMEHHas! TPAHCISIIUS 3- BHICOIIOTOKOB

e Jloxneprkka ymMHOrO roroka Smart Stream

e DJIEKTPOHHOE YCUJICHHE CUTHAJIa

Ayauo

e Kopnexku G.711/AAC

e Tlomnepskka ayauo uepe3 BXo1bl/Beixo sl 1/0

www.smartec-security.com
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e UPnP npotokoun i mpoCcTOro yrnpaBjieHHUs KaMepoit

o Tlomgmepxka Milesight DDNS

e FTP 3arpy3ka, SMTP 3arpyska, 3anuce Ha SD kapty, SIP
e Ilognmepxka VPN

IIpoaBuHyTBIC GPyHKIMHU

e Jlerekuus newxenus, Macka npuBatHoctd, ROI, moteps cBsizu
o [lomnepxka MU ananusa Buaeon3o0pakeHUsS

e [lomnepxka QyHKINHU MOACUYETA JFOACH

o [lomnepxka Gynkuuu moacuera TC

o [lomnepxka GyHKINN OOHAPYKSHUS JTUI]

o [lomnepxka PyHKINU OOHAPYKCHHS KACOK

o Jloanepxka (PyHKIMH TEIUIOBBIX KapT

AnmapaTrHbie XapaKTePUCTHKH

e [lonnepxxka nuranus mo POE

e TpeBOKHBIC BXOJIbI/BBIXOIbI

e BcrpoenHbiit MUKpohoH

e CeprudunupoBannsiii mo IK10 Banmano3amuineHHbId METAIMYCCKUIN KO3bIpeK, IP67 yauuHoe

HUCIIOJTHCHUC

10
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Moaenb

STC-IPM3509A rev.3 Estima

Matpuua

KMOIM-matpuua 1/2.8" ¢ nporpeccrBHbIM CKaHNPOBaHNEM

MuH. ocBeLLEHHOCTb

LiBeTHOE nsobpaxeHue n 4/6 nsobpaxerHue 0,005 ntoke npun F1.4
YepHo-6enoe nsobpaxeHue: 0 ntokc ¢ BKNtoYeHHoW VIK-nogceeTkom

Lnpokni anHammyeckmmn

CBepXLUMPOKUIA ANHAMUYECKMIA AnanasoH

Kamepa auanasoH no 140 nb
ObbekTnB 2,7 ~ 13,5 mm npu F1.4, ¢ aneKkTponpyBoAOM aBToMaTU4eckoe yrnpasneHve guadparmon P-iris
Kpenex 14
Yron o63opa 115°~34° no ropusoHTanu (2.7~13.5mm)
OneKTPOHHbLIN 3aTBOP 1/100000c ~1 ¢
DanbHocTb UK noacBeTku no 50 m
Pexum geHb/HoYb ABTOMaTMyeckumn, ¢ MexaHn4eckum UK-cpmunbtpom
KomneHcauus 3acseTku BLC, HLC
Makc. pa3peluenve 1920%1080
MepBbIi NOTOK 60 k/c npu (1920x1080, 1280x960, 1280x720, 704x576)
BTopoin noTtok 60 k/c npu (704x576, 640x480, 640x360, 352x288, 320x240, 320x192, 320x176)
TpeTuii noTok 60 k/c npu (1920%x1080, 1280%720, 704x576, 640x480, 640%x360, 320x240, 320x192, 320x176)
CxaTve Buneo H.265"/H.265(HEVC)/H.264°/H.264 (MP/BP) IMIPEG
Bupeo Bo3moxHa ogHOBpeMeHHas TpaHCnsaumus 3- BUOEONoTOKOB
BuTpeliT Buaeo 16 kbut/c ~ 16 MbuT/C, ¢ NobbIM Warom (Bkrtoyas 512 Kout/c)
HacTpamBaeMmblIvi NOCTOAHHBIN CBR (+/-10%) /nepemeHrHbIn GutpenT VBR
HacTtpolikn nsobpaxeHus ApkocTtb/KoHTpacTHocTb/HackiweHHoCTb/Pe3kocTb
HanoxeHnne TuTpOB TexkcT, Aata, Bpems
LLlymonopaenexue 2D DNR, 3D DNR
MHTepderic BcTpoeHHbIn MUKPOdOH 1 ayanoBbIxos
Cxatve G.711/AACIG.722/G.726
Ayavo e 8/16/32/44.1/48KHz
BuTpent 16~256kbps
[IByxcTOpOHHee ayauno Oa
CeTteBol UHTEpPENC 1 nopt Ethernet 10M/100M
CeTeBoll HakonuTenb NAS (Mopnepxka NFS, SMB/CIFS)
MpoToKonkl TCP/IP, IPv4/IPv6, ARP, TCP, UDP, RTCP, RTP, RTP nosepx TCP, RTSP, RTMP, HTTP,
HTTPS, DNS, DDNS, DHCP, FTP, NTP, SMTP, SNMP, UPnP, Bonjour, SIP, PPPoE, VLAN,
CeTb YCTpPOWCTBO XpaHeHUst microSD/SDHC/SDXC kapTbl, Ao 256 I'b
PaclumnpeHHbIn dyHKLUMoHan HeTtekumnsa asmxeHunsi, Macka npmsatHoctn, ROI, AHTU-TymMaH
Mopnepxka SIP/\VolP [onoc n Bugeo-yepes-IP
[OerictBnsa no cobbITuio [ocTynHbl peakumn Ha JETEKLMI0 ABUKEHUS], MOTEPIO CETU U Apyroe
Peakuusi Ha coBbITue 3arpyska Ha FTP/ Otnpaska email/ 3anuck Ha SD-kapTy/ SIP-BbI30B
Mpodomnu ONVIF ONVIF G&Q&S&T
Pa6oyas Temnepatypa —40...+60°C
Pa6ouas BrnaxHoCTb 0~90%(Bbe3 koHaeHcaumn)
MuTtaHne PoE (802.3af)/ 12B nocTt. Toka +10%
OGuwee MoTpebnsiemas MOLLHOCTb He 6onee 6 BT

Knacc knumaTnyeckon IP66 / IP67
Macca 1.1«kr
abapuTbl ®143 mm X 108.4 mm
[apaHTus 2 roga

11
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. KoHTakTbl nogkno4yeHns
3 1 nutaHua 12B

KoHTakTbl nogkntoyeHus
TPeBOXHOro Bxopa/Bbixopa

Pasbem ansa
NOAKITOYEeHUs K CeTn
Ethernet (PoE)

NMpumeyaHue:

B kayecTtBe UCTOYHUKA NUTaHUSA ncnonb3yetca POE nnu 12 B nocTtosHHOro TOKA.

2.3 Cucmemnvle mpebo8aHus

Onepanunonnasi cucrema: Windows XP/Vista/7/8/10/Server 2000/Server 2008
III: 1,66 I'T wim MontHee

OnepatuBHas namaTh: 1 I'6 unu 6obiie

Buaeoxkapra: 128 M6 nnu 6osee

Hurepuer-nporoxoa: TCP/IP (IPv4/IPv6)

Be6-0pay3sep: Internet Explorer 8.0 u HoBee, Mozilla Firefox, Google Chrome unu Safari.

13
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I'maBa 3. IIporecc HaCTpOMKH

[Iponecc HacTpoiikK Kamep MoKa3aH Ha H300paKEeHUH.

NoakntoyeHue
K Cetn

[ocTyn K ceTeBom
Kamepe

HacTtponka 6a308bix
napameTpos

HacTtpoWkKa
NPOABUHYTbIX
bYHKUMMA

_ MapameTpsbl CeTtesble
BMAeo/ayamno napameTpsbl
->E I

[ 14
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bosnee moapobHO Tpoltecc HACTPOUKH PACIIMCaH B CIASAYIONICH Ta0nuIe

Sm @Jec

Hacrtpoiika

Onucanue

CcbliIka

MopkntoyeHue K ceTn

Moakniounte kamepy Yepes LAN
unn guHamudeckoe IP
noakntoveHune.

[ocTyn K ceTeBOM Kamepe

BosmoxeH poctyn no IP
agpecy, Beb6 6paysepy u [10
Milesight

HacTtpowka 6a3oBbix napameTpoB

Mocne nornHa Bbl CMOXeTe
N3MEHWTb HAaCTPOWMKM BUOEO, ayamo u
ceTn Ha HeobxoauMblie

HacTpowka npoaBUHYTbIX PYHKUUA

HacTpovite npoasuHyTbie
YHKUMM, TAKME KaK aHanuTuka
VCA v noacyeT noaen.

www.smartec-security.com
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['nmaBa 4. [logknroyeHue K cETH

4.1 Hacmpotika kamepwvl 8 10KATbHOU cemu

[ToakaroueHne kaMepbl K KOMMYTAaTOpy WIK MapLIpyTHU3aTOPY SIBIIsIETCS] HanboJiee pacpoCTpaHEHHBIM BUI0OM

HOAKIIOYCHUA. KaMepa JOJI2KHA UMCThb IP-az[pec, COBMECTHUMBIN C JIOKAJIbHOU CETHIO.

4.1.1 Ilooknouenue xamepuwl k IIK Hanpsamyro

[Tpu Takom crioco6e MOIKITIOYEHNS TOJTFKO KOMITBIOTEP, MOAKIIOYCHHBIN K KaMepe, CMOKET IPOCMaTPUBATh
n3zobpaxenue ¢ kamepol. Kamepe cienyer npucBouts IP-aapec, kK KOTOpOMY MOKHO MOAKIIOYUTHCS C

KOMIIBIOTEpA. 061113.)1 CXEMa I0Ka3aHa Ha CJICAYIOIIEM PHUCYHKE.

C. — — CeTeBol kabenb ~ ————— &
' vy

IP-kamepa KomnbtoTep

16
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4.1.2 Ilooknouenue yepes KOMMYmamop uiu Mapuipymusamop

Ha cnenyromem n3obpaskeHHH OKa3aHO, KaK MOJKIIOUYUTH CETEBYIO KaMepy B JIOKAIBHOW CETH C IIOMOIIBIO

KOMMYTaTOpa WIu MapiipyTu3aTopa.

CeTeBoii kabenb Q i / CeTegoit kabenb j

| | ] KommyTaTtop MapLpyTraaTtop

e ' (e

IP-kamepa KomnbtoTep

4.2 Ilooknouenue 6 ciyuae UCnonvb3o8anus OuHamuseckozo |P-
aopeca

lar 1: ITonkiarounTe CETEBYIO KaMepy K MapLIpyTH3aToOpy;
[lar 2: Ha kamepe Ha3zHaubTe IP-agpec ni1st moKaabHOM ceTH, MacKy MOACETH U IIJII03;

[IIar 3: Ha mapmpytuzaTope 3ajaiiTe nepenanpasienue noproB. Hanpumep, mopter 80, 8000 u 554. Illaru pst
NepeHarnpaBIeHHs MOPTOB PA3IUYAIOTCS B 3aBUCUMOCTH OT MOJIENIM MapIpyTuszaropa. Mupopmanmio no
nepeaapecalyuy MopToB CM. B PyKOBOJCTBE IOJIb30BATENsl MAPIIPYTH3ATOPA;

[ar 4: 3anaiite JOMEHHOE UMSl, IPEJOCTABICHHOE ITPOBAIEPOM IOMEHHBIX UMEH;
[lar 5: Hactpoiite napametrpsl DDNS B untepdeiice HacTpoiku MapipyTU3aTopa;

[Iar 6: IMoxkmrounTech K KaMepe yepe3 JOMEHHOE UMs.

CepBep AOMEHHbIX
ConocraeneHune UMEH

nopToB
- - CeteBoM I
E. —- . goTonol o = jjCeTes0N oy muun?[ —kabenb
L 4 —* “kabenb Sy’ «aGens ; )
IP-kamepa MapLupyTisaTop ¢ KomnbtoTep

anHammnyeckum |IP

17
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['maBa 5. JlocTyn K ceTeBOM Kamepe

5.1 Ha3nauenus |P-aopeca

CereBoil kKamepe clieyeT MPUCBOUTh aKTUBHBIHN IP-aapec, K KOTOpoMy MOKHO TOAKII0YNThCA. |P-ampec ceTeBoii
KaMepsbl 1o ymomdanuio: 192.168.5.190. ITo ymoadaHuiO UMs TIOJIB30BaTelIs - «adminy, maposb - «123456y.

Bl Mmoskere nzmenuts IP-anpec kamepsl depes npunoxenue Smart Tools wnu uepes 6paysep. [oxkiounte
Kamepy K TOMH ke JJOKaJIbHOU CeTH, YTO M KOMIIBIOTEP.

5.1.1 Hasuauenue |P-adpeca ¢ ucnonvzosanuem I10 Smart Tools

Smart Tools - 3To nporpaMMHBIif HHCTPYMEHT, KOTOPBI MOKET aBTOMATHYECKH O0OHAPYKUBATH CETEBBIC KaMEPHI,
MOJKJIFOUEHHBIE K JIOKAJIbHOM ceTH, 3a7aBath |IP-aapeca u ynpaBisaTe 0OHOBICHUSAMH NPOIIMBKH. PexoMenayercs
ucnoib3oBath 370 110 npu Ha3HaueHuu |P-apecoB HECKOIBKUM KaMepaM.

Ilar 1: Ycranosute Smart Tools (mporpammuoe obecrieueHre MOXKHO 3arpy3HuTh C HAIIETO caiTa);

Hlar 2: 3anyctute Smart Tools, nepeiinute Ha crpanuiy uactpymenra |IPC, 3atem BBequTe HHPOpMAIUiO 00
ycTpoiictBe, Brmouas |P-aapec, MAC-aapec, HoMep opTa, MacKy CETH U IIUTF03 BCEX CETEBBIX KaMep.
[TonpoOGHOCTH TTOKa3aHBI HA N300PAKEHUU HIDKE

www.smartec-security.com
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lar 3: BeiGepute kamepy mim Heckobko kamep no MAC-anpecawm;

Buvibop oomnoii kamepo:
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Buibop neckonvkux xamep:

1553550550 MECISED . M2IALE 15, AR DATRT

FLLELLELLE ME-03373- 3323311 30 AaTam

ple st LEu S FEE AR L]
ILCIIEITERR  1RLIBASDIN
KBRS LD 1552550550 MLCISEY L M21OSLS M. SLLAESLE.
ICCIABSENDukE  FALLSLSAEY FLLELLETT . M-3R 38220303 1o SLTATR-P
LCCRIFIASED LIS
WOCRIAIAE0E  LALLELEARE
LR
it
1ELIBEEE11E

15 AREER1 15

ELELELLY] MSCEIM-. 28220518 11 A3A481-Aoe
EEERELEL A E-CR - 32030009 1T ARIDTRT
PININEG ME-CITY- 222518 1. ALTOTE-rE
MRS 1 WE-CTET- . BEIEES D TN
FLLELLELLE WWL-2WITE.. 922433-11 31 aTLm

ISR IRRISRE ME-CIS05-. HAIO3-10 M. ART0TST

E A EHER2E XN E

e
Ak
B
Al
div
Frr.
A
et
A
.

Ilar 4: Ecnu BbiOpaHHas kamepa MokazaHa Kak HeaktuBHas (“'Inactive") HakmMuTe KHONKY aKTHBAIHMU
("Activate") uToObI 3a1aTh MAPOJIb MIPU TIEPBOM 3aIycKke. BbI Tak ke MOXKeTe YCTaHOBUTH BOIIPOCH! M OTBETHI JIJIsI
BOCCTaHOBICHUs napoiisi. Haxkmure coxpanuts (‘Save’).

[5) Mpumeuanne:

* [Taposnb go/mKeH ObITh UIMHHO# OT 8 10 32 CHMBOJIOB U COACPKATh KAK MUHIMYM OJHY LU(PY U OJHY
OyKBYy

* Heo6xoaumo ucnons3oBath Bepcuro Smart Tools V2.4.0.1 wiu HoBee.

WG FPR -
LTS ""::"""
M-CHATI R : STETTTe
WP Tk
178 E
"

ECIAFRR Frerrres
M3-CIRE PR

WS-

UE-DAMTEFE
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HIar 5: M3menute IP-az[pec WK Apyrue CETCBbIC NapaMCTpPhI, a 3aTEM HAXKMUTEC KHOIIKY «3MeHuTh)»

(Modify).

ICCG91IE  E2 MRTE2 IWI2NN 2400 1B214RTA
IECIE00EF R AT D] 80 IS52552400 B2 18ETA AT S

Hebwtrk Camers
MEhsOE i
ICCHAEN0ER BRSBTS A0 ZRI2THDADG 1SR 1GETA AT AAEH
ICCAAMNE. WIIET IS B0 IS0 WRISET ELEL ]

1CCI1E201:30 N2 ISETA24 30 ISS2t52400 1E215EED A.TAME
ICCEIEZERAET MR METIR 80 ZINZiNg 1SR 16RRY A TATrE

IECAE 46T TR EET161 80 ISS2E52000 B2 18E5T  US-CONED-FPE 70T

437AT20h
auliach-ad

ICCRE2TI0E 102 MR TN 4300 JFEAISA ML MW 1EANTI  US-CRETL-MR 42 T OER

ICCHGITI0EF P2 MRTI0N 30 ZOS2EA2400 VEZ1GET NS-COET4-PE

Adive
[~
Adie
actue
At
Adive
[ 2
Adie
Achue
L]

ICCIIEINA0 R SETHT a0 552552400 1BR218ET 407271

R R L wowart: Camera G 152 1987 11N 0

ar 6: J[BOIHBIM LIETYKOM 10 BHIOPAHHOI KaMepe Bbl MOXKETE HAMPSMYIO 00paIiaThCs K kKamepe yepe3 BeO-
opaysep. Otkpoercst okro Internet Explorer.

H3uik Pyccxui -

Smfjiec

Oo

3aNOMHHTL MeHs 3abbunm napons?

Bosnee moapo6HO 0 mpumenernn Smart Tools cm. B PykoBozcTse monb3oBatesst Smart Tools.
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5.1.2 Haznauenue |P-adpeca c ucnonvsosanuem opayszepa

Ecnu ceTeBoil cerMeHT KOMIBIOTEPA U KAMEPhI HE COBIIAJIA€T, BHIMOIHUTE CICAYIONINE TSUCTBUSA 11O
n3MmeHenuto IP-aapeca:

Ilar 1: U3menute IP-aapec komnbroTepa Ha cermeHnT 192.168.5.0, BEINOTHUTE ClIeNyIOIINE ABA TEHCTBUS:

a. [Tyck (Start) () ITanens ynpasnenus (Control Panel)[] Cets u Uutepuet (Network and Internet
Connection) ] Toakmouenue k cetu (Network Connection)[] Jlokanshast cets (Local Area Connection),
IIOCJIC YE€Iro ABAXKAbI IIEJIKHHUTE 110 OTOMY ITYHKTY.

Internet Protocol Version 4 (TCP/IPvA) Properties M
s —

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(™) Obtain an IP address automatically
i@ Use the following IP address:

F address; 192 .168 . 1 . 1D
subnet mask: 255 .255 .255 . 0
Default gateway: 192 .168 . 1 . 1

Obtain DNS server address automatically
i@ Use the following DNS server addresses:
Preferred DNS server: 192 .168. 1 . 1

Alternate DMS server:

[ validate settings upon exit

b.. Haxxmute «JlononaurensHo» (Advanced), a 3arem «Ilapamerpor IP» (IP settings) [ «IP-agpec» (IP
address) [ «Jlo6aButh» (JloGaButh) (cM. Puc. 3-1-9). Bo BcruibiBaromem okHe BBeaute IP-aapec B Tom ke
CerMEHTEe, UYTO M Yy ceTeBOW Kamepbl (Hampumep, 192.168.5.61, HO yuture, uto 3TOT IP-ampec He nomkeH
KOH(JIMKTOBATH ¢ cyliecTByroummu |P-aapecamu cetn);

22
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Advanced TCP/IP d

IP Settings | DS | WINS
IP addresses
IP address Subnet mask
192,168, 1.10 255,255,255.0
Add... Edit... ] [ Remove
Default gateways:
Gateway Metric
192,168.1.1 Automatic
[¥] Automatic metric
Interface metric; [ l

o< J| cancel |

s

IP address: 192 . 168 . 5 .61
Subnet mask: 255 .255 .255 . 0
Add Cancel

Hlar 2: 3anyctute 6paysep. B anpecHoii crpoke BBenute IP-aapec kamepsl 0 yMOITYaHUIO:

http://192.168.5.190

IIar 3: [Ipu mepBoM HCIIOJI30BAHUN HEOOXOAMMO 3a7aTh Maposib. Tak e MOKHO CO3/IaTh TPU BOMPOCA IS
BOCCTaHOBJICHUS TTAPOJISL.

23
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= Ilpumeuanmue:

[Tpu co3maHru HOBOTO TTAPOJIS OH TOJDKEH OBITh JUTMHHOM OT § 10 32 CUMBOJIOB U COJIEP)KaTh KAK MUHUMYM
OJIHY TPy U OJHY OYKBY

B ciyuae yrepu maposisi MOXKHO HaKaTh KHOMKY BoccTaHoBieHus (“forget password”) u coOpocuth ero nocie
OTBETOB Ha TPU BOMPOCA 3aJaHHBIX PaHEe.

Ilar 4: ITocne aBropusanuu Beibepute «Hactpoiikun— «Cetb» — «ba3oBeiity — «TCP/IP». OTtkpoetcst
ctpanuna «Hactpoiiku cetn» (cM. creayromiee n300paxeHue)

Smartec STC-IPM3610/1 rev.3 Estima

% Meaua > TCP/IP HTTP RTSP uPnP DDNS Email FTP
@ @ Cets ~
| 1Pva
|
@ PaELIJMpeHHb\ﬂ Tun o MCNONb30BaTh CTATHYECKMIA IP anpec Monyy4uTh IP afpec aBTOMATUYECKH
5 Xpanunuwe 1P afpec 192 .88 . 1 .190 Tect
&
(& Cobeirua > Macka noaceT 255 .255 .255 . O
& Cuctema > OCHOBHOM WINID3 192 . 188 .1 .1
OcHoBHOI DNS 8 8 .8 .38
| 1Pve
Pexum IPv6 Bpyuhyio
IPv6 Anpec
Mpedurc IPv6 0 (0~128)
OCHOBHOW N3 IPV6
| MmTU
MTU 1500 Bytes (1200~1500)

Hlar S: M3menute IP-agpec uinu gpyrue cereBble mapaMeTpsl. 3aTeM HaXMHUTE KHONKY «COXpaHUThY.

lar 6: M3menenue IP-anpeca no ymonuanuio 3aBepuieHo.

24
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5.2 Jlocmyn u3z 6eo-bpayzepa

CereByro KaMepy MOKHO UCIIOJIb30BaTh C OOJBITMHCTBOM IIPUBLIYHBIX ONEPAMOHHBIX CHCTEM M Opay3epoB.
Hocytm k BeO-uHTEpdeiicy kamep moctyneH B pexkume Plugin-Free. JlaHHBIN pekuM JOCTYyIIeH B Opay3epax
Chrome, Firefox, Safari u Edge ams Windows, MAC, i0S u Android. B nanHOM pekume BO3MOXKHO
UCTI0B30BaTh BUaeokoaeku H.265 n H.264. Tlo ymouaHuIO B 3TOM peKUME 0TOOPAKACTCsl BTOPOH TTOTOK
KaMephl.

|5 Ipumeyanmue:

. Jloctyn 6e3 UCTOIb30BaHUSI IUIATUHOB TOCTYIICH HauMHas ¢ Bepcun nporuBku V4X.7.1.70 (Tak xe
PEKOMEHIYeTCs HCIIOJIb30BaTh ITOCIICTHIO BEPCHIO Opay3epa).

25
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['nasa 6. J)KuBoe BuU1eo

6.1 JKusoe uoeo

ITocse ycmemHoro BXoza ¢ MOMOIIbi0 BeO-uHTepdeiica ceTeBoit KaMephl MOJIb30BaTeb MOKET MPOCMATPHBATh
KHUBOE BUJICO CIICIYIOIIMM 00pa3oM.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccmid v & admin v

BTOpOi noToK v CKpuiTh OGNACTs AeTexmM  ~

Ta6auua 6.1. Onucanue KHOMOK

Ne n/m IMapameTtp Onucanue

1 E

OHnaiiH

HaxxaTb 4N nokasa XMBOW KapTUHKU

www.smartec-security.com
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2 @ HaxaTb ons gocryna K cTpaHuLe BOCNpou3BeaeHUs 3anucen
ApxvB
3 HaxaTb Ans nepexoga Ha CTpaHULy HacTpPoeK
e
HacTpoviku
4 Haxatb ans Beibopa a3blka MHTepderica
@ English v
5 Moka3biBaeT MMs nonb3oBaTens. HaxaTtb Ans 3aBepLUeHns ceaHca.
6 ElTClpCIﬁ NOoOTOK - BbiGop noToka (nepBbIin/BTOPON/TPETUIN), KOTOPLIA ByaeT
OoTOOpaxXaTbCsi B TEKYLLEM OKHE BUAEO
7 Bbi6op onuuii (CkpbITb 06nacTb geTekuun/Bxoa B 30Hy/
MoknpaHue 30HbI/PacluMpeHHas geTekuus
aBuxeHus/NinHna nepeceyenus/MNMpedbbiBaHne/Moacyet
noaen/OcTaBneHHbI/nepemelleHHbIn npeameT/Moacyet
naen B obnactun) 4na oTobpaxeHnst UnNn cKpbITUSA
BblIOpaHHOro pervoHa B TEKYLLEM OKHE.
CKpbITh O0NACTE OETEKLHMA  «
8 ® 3Hayok nosiBrsieTcs Npu 3anucu
3anucb
9 M 3Hayok nosensieTca npu cpabaTbiBaHWM cobbiTus VCA
TpeBora
10 3Havok nosiBnsieTcst Npu cpabaTbiBaHUM COOLITUS NoacyeTa nioaen
i
TpeBora
11 = 3Havok nosiBnsieTcs Npu cpabaTbiBaHWM COOLITUS AETEKTOpa
4 OBUXEHUS
TpeBora

www.smartec-security.com
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Ne n/m Mapametp Onucanne
12 3Ha4yok nosiBnsieTcst Npu cpabatbiBaHNM COOLITUSA AeTEKL MM
™ Kacok
TpeBora
13
i .
3Hauok nosiBrisieTcst Npu cpabaTbiBaHUM NPOYNX COBBLITUIA
TpeBora
14 3anyck/ocTaHOBKa XXMBOro BUAEO
" >
OctaHoBka/3anyck
15 o HaxaTb Ans CHMUMKa TeKyLLero n3obpaxKeHns n COXpaHeHuUsi ero rno
ykazaHHoMy nyTu. MyTb No ymonyaxumio:
3axear C:VMS\+-1\ IMAGE-MANUAL
16
B W HaxmunTe, 4Tobbl HayaTb 3anMCb BMOEO W COXpPaHUTb €ro no
/ ykazaHHomy nyTu. MyTb no ymondaHuto: C:VMS\+-1\MS_Record.
MoBTOpPHOE HaxaTue ocTaHaBNMBAET 3anuChb.
OctaHoBka/3anyck 3anucu
17 Q Mpw BKMOYEHNN 3TOW PYHKLIMU MOXHO YBENMUYUTD ONpeaeneHHYo
obnacTb BUAeon3o0paXeHnst C MOMOLLbIO Koreca MbILLK
BkntounTtb macwtabmpoBaHue
18 . AKTUBMPOBATb TPEBOXHbIN BbIXO BPYYHYHO
[, ]
PyyHas akTuBauus Tpesoru
19 HaxmunTe, 4To6bl 0TOBpaxaTb n3obpaxeHns No pasaMmepy okHa
:_J AL;’;D ~
Pa3mep okHa
20 < HaxmunTe, 4ToBbl 0TOBPasnThL M306PaXKEHUs B NOMHO3KPAHHOM
— pexvme.
MonHbIA 3KpaH
21

HeTtekuusa niy

HaxmuTe, YTOObI BKIMIOYNUTb pexnm getTekumm nmuy

CrteHallloTonok

MN3meHeHne paGOTbI anroputma MW B 3aBMCMMOCTH OT YCTaHOBKU Ha
NOTOJIOK U Ha CTEHY

www.smartec-security.com
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Ne i/

ITapameTp

Onucanue

W

3ym: Perynuposka macliTabupoBaHus 06bekTvBa

®dokyc-/Pokyc+: N3meHeHne 3HaveHns okyca

Ouadparma-/ Ouacbparma +: Perynuposka gnadparmbl

BcrnomoratensHasi nHuumanusauusi okycMpoBky 1 06bekTBa
(paboTaeT ToNbKO ANs Kamep, OCHALLEHHbIX OO BEKTMBaMU C
ANeKTPONpPUBOAOM)

OTMEeTUTb ANS aBTOMATUYECKOW PerynnpoBkx anadparmbl (pabotaeT
TONbKO A5t KaMep, OCHALLEHHbIX aBTOMaTUYECKUM YrNpaBrieHneM
avadpparmoit P-Iris)

A —o

¥ ——0

ApkocTb: HacTpouTb SIPKOCTb M30BPAKEHUS.

KoHTpaCT: HaCTpOVITb KOHTpacCT V|306pa>Keva,

HacbiweHHOCTb: HaCTpOI/ITb HaCbILWEeHHOCTb I/I306pa)K9HI/IFI

Pe3ko3Tb: HacTpoutb peskocTb n3obpaxeHusi

2D DNR/3D DNR: HacTpouTb ypoBeHb LYMOMNOAABNEHUS.

HacTtpoiiku no ymonyaHuto: c6pocuTb M3MEHEHNSI BCEX
crnangepoB Ha 3Ha4YeHUsI N0 YMOMYaHWIo

www.smartec-security.com
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6.2 Peotcum oemexyuu auy

OyHMa 00HApYKEHUS JIUL ACTEKTHPYET JIUIA JTI0/IeH U 3aXBaThIBA€T X CHUMKH, YTO CHJIHO HOBBIIIAET
3¢ PEKTUBHOCTh MOHUTOPHHTA, 0COOEHHO MPHU MPUMEHEHHUH B CEKTOPaX ¢ OOJIBIINM KOJIMUYECTBOM MPOXOASIINX
Jroziel, 0OLIeCTBEHHBIX MeCTaX, KOHTPOJIE AOCTYIIA.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccxmid v & admin v

BT0pOR noToK ©  Dererym iy

"0 Q@ = FAuTo ~ g3

o

3 o
Iar 1: Haxxmute “F 118 akTUBalMM peknMa AeTekiuu jauil. Kamepa OyneT neTekTupoBath JiMlia B TOU
o0JacTu KaJipa U ¢ TEMU apaMeTpaMy KOTOPBIE BbI 3a/1aJJUTE.

E Ipumeuanue: IIpexe yeM akTHBUPOBATH PEKUM JICTEKIIUH JIHII, yIOCTOBEPHTECH, UTO (PYHKIIMS ObLIa
BKJIIOUCHA U HACTPOCHA.

30
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Smartec STC-IPM3610/1 rev.3 Estima @ Pycomit~ & admin v

LB OB QE flAuTo v g3

Hlar 2: Korna AtpuOyThl pacrio3HaBaHUs BKIIOUEHBI, aTPHOYTHl OOHAPYKEHHBIX JIUI OyyT MOKa3bIBaThCS
CJIeBa OT JKUBOTO BUJICO.

31
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Hlar 3: Ecnu BKITIOYEH peXUM KOH(PUACHIIMAIBHOCTH JIMIIA, IETEKTUPYEMbIe JTUIa B YKa3aHHON 00J1acTH
OyayT CKpbIBaThCs Mo3aiikoil. JlanHast (yHKIIMHM HYKHA JUIS UCTIOJBb30BAaHUS B CIICHAPUSX I'/Ie HEOOXOANMMO
00eCeUnTh 3aIUTY JIUIHBIX JaHHBIX JTFOJICH.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycooi v & admin v

[=) Mpumeuanue: 3axsar nuia/obHAPYKEHKE JIUIA HEOCTYIIHbI B PEXKUME KOH(HUIEHIMATBLHOCTH JIULIA.

32
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['naBa 7. Bocripou3sBenaeHue

Haxmunte E 4yTOObI OTKPLITL MHTEPMENC BOCNpOMN3BeaeHMs. B aTom pasgene MOXHO npocMaTpuBaTh
Buaeogannbl, XxpaHswmecs Ha SD-kaptax n NAS. NHTepdelic pexxuma BOCNpOon3BEAEHNS] M30OPaXKEH HIMKE:!

Smartec STC-IPM3610/1 rev.3 Estima @ Pycowi~ & admin v

)

% @

Buneodaiinel oTCyTCTRYIOT

« » B » 11X “ B & @ o

Ooupme M Gasoase codbimin M CoGumua VCA M Moncser oGbexton M [leTexin nvy

33
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Hlar 1: Haxxmute kHonky “Tlonck”, BO BCILIBIBAIOIIEM OKHE BRIOCPUTE JIATy U THIT 3aITHCH.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccrai ~ & admin «

% @ B

2023 OKTOps
Buneodains oTCyTCTBYOT

TN 3anuen

“« > B » X T e e =

Iar 2: IlIxana yka3piBaeT Bue0]aiiibl T0CTyHbIE A7 BHIOpAaHHOTO JHs. Pa3Hble TUIIBI 3anucel yKa3aHsbl
pa3HbIM 11BeTOM. [lonck HEOOXOAMMOT0 MOMEHTA MOKHO OCYILECTBUTh NEPETATMBAHUEM MBIIIKH IO
HIKaJe.

\=/ Tpumeuanue: Bbl Takike MOKETE BHIODATH BPEMS M HAXaTh "F 4YTOOBI IEPEHTH K

Heo0X0MMOMY MOMEHTY. HaxaTusiMu ~  MOKHO MacIITabupOBaTh IIKATY.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccrni ~ & admin «

Buneotains oTcyTCTEYOT

« > B » iX W 8 = @ O

Iar 3: Haxvure ® 115 BocnponsseieHus HaiiieHHbIX (aiinos. ITanens nHCTpyMeHTOB HHTEpdeiica
BOCITPOU3BEIEHUS MOKHO HCITOJIB30BATh AJI1 YIPABICHHS BOCIPOU3BEICHHUEM.

www.smartec-security.com



http://www.smartec-security.com/

Sm ﬁéec

Taoauna 7.1. Onucanue KHOMOK

b

Mepevitn

Ne n/m IMapameTtp Onucanne
2023 OkTAOps ’ BbIGupnTe aaTy Ans novcka sanucei.
Bc MH BT Cp yr nr (&)
01 2 03 04 05 05 a7 Ykaxute Tun 3anucu ( Bce/O6wme/Cobbitua VCA/QeTtekums
nuu/BasoBbie cobbiTus/lMoacyeT 06bLeKTOB). Llikana
gg0e 10 2B 1306pa3nUT UX Pa3HbIMM LiBETAMM:
15 1B 17 8 s 2w 2
B oowwne M Bazosue cooeimua M CodbiTua VCA MoacyeT 06LEKTOB [LeTekyma nuy
2 23 24 25 26 27 28
22 30 1
Qi Nowck
1
Mo3BoNsieT MEHATb CKOPOCTb BOCTIPON3BEAEHNS.
« ' »/ 1X 3ameanutk: Bkniovaet 0.5X n 0.25X.
3amennuTb/Yckoputb/CKOpOCTb YckopuTh: BkriouaeT 2X 1 4X.
BOCMpOU3BeAeHs
CkopocTb BocnpousBeneHus: o ymonuanunio 1X
2 BocnpousseneHue / MNaysa
>, |
Bocnpownsseaerue / MNMay3sa
3 OcTaHoBKa BOCNpon3BeAeHNS
O
OcraHoBKa
4 YcTaHoBKa BpeMeHW BOCMpOuU3BeAEHUs!
00:00:00
YcTaHoBKa BpeMeHV BOCMpOn3BeaeHUst
5 MepewiTn K onpeaeneHHOMy MOMEHTY
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Taoauna 7.2. Onucanue KHOIOK

Ne n/m IMapameTtp Onncanne
1 ¢ BknioveHue/BbIkNoYeHe ayano
!
Ayavo
2 HenaeTt cHUMOK kagpa
0]
CHuMOK
3 HaxmuTte ans 3anycka/ocTaHOBKM 3anmcu
»
/
Hayatb/ocTaHoBUTE 3anuch
4 Q BkntoyeHune/BbIknoveHne MacuTabmpoBaHms
Lincoposow 3ym
5 MonNHO3KpaHHLIN PEXMM
MonHbIn akpaH
6 PacwmpuTb/cy3ntb MacliTab BpeMEeHHOM LKanbl

YBennunTb/yMeHbLUNTL MacluTab

www.smartec-security.com
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I'maBa 8. HacTpoiiku

8.1 Meoua

8.1.1 Buoeo

B 3TOM MOyne MOXHO YCTaHOBUTB ITApaMETPhI MIOTOKA, AIANTUPYS UX K Pa3IMYHBIM CETEBBIM OKPY)KSHUSIM U
TpeOOBAHUSAM.

Hacrpoiiku neporo noroka

Smartec STC-IPM3610/1 rev.3 Estima

H

% ©

® Cucroa > | opolmapein = * fos
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Hacrtpoiiku BTOpPOro noToka

Smartec STC-IPM3610/1 rev.3 Estima

1]

&

Meaua

Xpanunuwe

CobbTua

Cuerema

Nepasiii noToKk

Smart Stream

Tun Gupesita

IPOtHIE h.264

Mnepsan |-frame

TpeTwi noTox

Hacrpoiiku TpeTbero noroxka

Smartec STC-IPM3610/1 rev.3 Estima

13

% @

&

Meaua

WsoGpamenme

Cets

XpaHunmLe

Cobtua

CucTema

lepasii NoTO!

BRI0YHTE

IUREOKOAEK

Kbps

xagp (1-120)

Kbps

xanp (1-120)

Sm ﬁéec

www.smartec-security.com

@ Pyccrni »

@ Pyccai ~

& admin v

& admin ~
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[Tun/ckopocTh mepeaaun JAHHBIX (OUTPENT)]

KoHTpomiem outpeiita Ha3pIBaeTCS MEXaHU3M, KOTOPBIHA CICANUT 32 OUTPEHTOM 3aKOIUPOBAHHOTO BHICO U
OTIpE/IETISIET, KOTIa €T0 He00X0ANMO CHI3UTh. CyIIEeCTBYIOT pa3HbIe CIIOCOOBI KOHTPOJISI OUTpEHTa B 3aBUCHIMOCTH OT
MPOITyCKHON CIIOCOOHOCTH CETH M €eMKOCTH HAaKOIUTeNeH BiuaeocrucTeMbl. Ha OMTpelT BIUAIOT U ApyrHe, Ooiee obrrie

rmapaMeTphl H300paKeHHs, B YHCIIe KOTOPHIX YacTOTa KaapoB, pa3penienne, Hactpoiiku WDR u kamepbl

[epemennsrit outpeiit (VBR) VBR saBisercs npocteiimmm crmocodoM KoHTpoIs Outpeiita. K ero moctomacream

OTHOCHTCSI IOCTOSIHHO BBICOKOE Ka4eCTBO BHJEO, a K TJIABHBIM HEIOCTaTKaM — HElpeIcKa3yeMasi oTpeOHOCTh B
eMKOCTH HaKOIHUTENICH. DTO 00BSICHIETCS TEM, YTO ABIKEHUE WU APYTHE COOBITHS B 30HE BHICOHAOIIOACHHS MOTYT
MPUBECTH K PE3KOMY pOCTy 00beMa IOTOKOBOTO BUICO M OUTpeiiTa, MOITOMY CHCTEMa, B KOTOpoi nmpuMeHsiercss VBR,
JIOJDKHA pacrofiaraTh CPaBHUTEIBHO OOJIBIINM 3allacOM €MKOCTH HAaKOTHTEIIEH [T TAKOTO poJia CIyvaes.
[Tapamerpsl, OT KOTOpBIX 3aBUCUT VBR:

* CrenieHb CKaTHA 337aeTCsl TAKUM 00pa3oM, 4TOObI 00eCTIeYnTh HY’)KHOE Ka4eCTBO BHIeon300pakeHus. UeM Hmke
CTeTleHb C)KATHsl, TEM BBIIIIE KAYECTBO N300paKEeHNUs, HO MIPU 3TOM BO3PACTAET M OUTPEHT. UeM BhIIIE CTEEeHb CKaTHS,
TEeM HI)XE OMTPEHT, HO U Ka4eCTBO BHICOM300PaKEHUSI CHUKACTCS.

* Uem MmeHbIne amuHa rpynmnsl kagapos (Muarepsan I-Frame), Tem G6onblie B Buneo [-kaapos, ciieoBaTeIbHO, TEM BBILIC
ourpeiit. C yBenuyenueM JuinHbl |-Frame uncno [-xaapoB ymeHbIaercsi, a 3Ha4UT, OUTPEHT cHIKaeTcs. UpeamepHast
nHa |-Frame 3atpyaHseT mouck HyHbBIX P-kaIpoB B BU€03alKCH, TaK KakK JJIsl 3TOTO TpeOyeTcst HaTh
npeanecTByronmii uM I-kaap. Kpome Toro, npu norepe JaHHBIX OCTAIOTCS BU3yalIbHBIE apTE(aKThl B CUITy TOTO, YTO

MOJHOCTEIO OOHOBIISIFOTCS TOJIBKO I-Ka,[[pBI.

Hocrosuubi dutpeit (CBR) DT0T crtocod KOHTpOoIIsS o IIepKUBaET MOCTOSHHBIN OUTPENT Ha BBIXO/IE KO/epa.

[TockonbKy BHIICOTIOTOK HIET PABHOMEPHO, €r0 OUTPEUT CO BpeMEeHEeM He MEeHSIeTCs, a QUKCHpYeTCs Ha 3aJaHHOM
YPOBHE HE3aBUCUMO OT colep:kaHus Bugeomarepuana. CBR noneseH a1 mOTOKOBOM Nepeiayu MyJIbTUMEIUITHON
nH(GOPMAITUH 110 KaHallaM ¢ (PUKCHPOBAHHOM MPOITYCKHON CIIOCOOHOCTHIO, HAIIPUMED TIO BPAIIAIONTIMCS] HOCHTEISIM.
JTOT c1rocob, pa3paboTaHHBIN JIsT KOMMEPYECKOTO BHIE0, 00eCcIieYnBaeT HelpepbIBHOE BoCcTIpon3BeaeHue. [s
xpaneHus Buneo3anuceid CBR He onTuManen, mOCKOIBKY 3TOT CIIOCO0 MPEAIoIaraeT HaTudue TaHHBIX-
3aIOIHATENEH, KOTOPbIE 3aHUMAIOT JIMITHIOI0 €MKOCTh HAKOTUTENEeH U HE CITOCOOCTBYIOT MOAIEP/KaHUIO KadecTBa
n300pakeHnd. Eciu kapTHHKA HETOCTATOYHO CIOXKHAS JUIS TTOAAePKAHMS 3alaHHOT0 OUTpeEiiTa, Koaep 3aroIHsIeT
ITyCTOE MPOCTPAHCTBO IyCTHIMU OMTaMH, KOTOPBIE Ha N300paXeHNH HUKAK HE CKa3bIBAIOTCH.

[Ipu npumenennu CBR kauecTBO n300pakeHNs MOKET KPaTKOBPEMEHHO, HO PE3KO0 K0JIebaThes, ITOKa KOHTPOILIEP
OuTpeiiTa MoICTpanBaeT MapaMeTphl K HOBOM CIiCHE. B HECTIOKHBIX ClieHAX 3aJaHHbIA OUTPEUT HE MEHAETCS
Onaronapst Outam-zanonauTelNsM. [1o Mepe yclio)KHEHUsT KauecTBO H300paskeHHs IOCTEeNeHHO yxyamaercs. [Ipu atom
KpaTKOBPEMEHHBIX BCILIECKOB IMOYTH HET. KadecTBO M300pakeHus CIIOKHBIX CIIEH 3aMETHO YXYAIIAeTcs, a 4acToTa

KaJapoOB CHUIKACTCA IO MEPEC HeO6XOJII/IMOCTI/I. YacTble u3MeHEeHUs 00CTaHOBKH 110 MECTY CbEMKH MOT'YT IPUBOAUTH K
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MHOX€ECTBEHHBIM BCIUIECKaM (PE3KHM IO YAaCTOTE, XOTS ¥ HEIPOIODKUTEIBHBIM), IIPH 3TOM CKauKu OUTpeiiTa MOXKHO
CBECTU K MUHUMYMY 32 CUET BBINAJACHUS KaJIpOB.

[Tapametpsl, oT kKoTOphIX 3aBUcUT CBR:

* CreneHp CKaTusl 3aJaeTcsl TAKUM 00pa3oM, YTOObI 00eCeunTh HauIylllee KadecTBO BUuaeon300pakeHus. Yem Hibke
CTEIIeHb C)KAaTHUs TEM BBIIIE KaUeCTBO H300payKeHH HO M OUTPEHT BbIlIe. UeM BBIIIE CTENICHb CKATH, TEM HIDKE
OUTpPEHT, HO ¥ KaYeCTBO BUACOM300paKEHUS MTAIaeT.

* 3HaueHue OuTpeiTa 3a1aeTcs B KOUT/C.

* Uem MeHblIIe anuHa Tpynmsl kaapoB (I-Frame), Tem Oonbiie B Buaeo [-kaapos, clie10BaTeNnbHO, TEM BBILIE OUTPEHT.
C yBennuenueMm JuuHbI |-Frame uncio [-xkanpoB ymeHbIaercs, a 3Ha4uT, OUTpEUT cHIKaetcs. UpesmepHast anuna |-
Frame 3aTpynHsieT HOUCK HyKHBIX P-KafpoB B BUIE03aNIUCH, TaK KaK Ul 3TOT0 TpeOyeTcss HAWTH MPeaIeCTBY O
um [-xkaznp. Kpome toro, npu norepe AaHHBIX OCTAIOTCS BU3YaJIbHbIEC apTE(AKThI B CHITY TOTO, YTO ITOJIHOCTHIO

OOHOBIIIOTCS TONBKO [-KaapHI.

[dopMmaTsI cikaTHs|

Mertoz cxxaTHst BLIOUPAETCSl B COOTBETCTBUH C TPEOOBAHUSIMH K U300PaKEHUIO U C YI€TOM CBOUCTB ceTH. JlocTyIHbIe

BAPUAHTHI:

Motion JPEG (wiu MJPEG) — 370 1iudppoBoe BUICO, COCTOSAIICE U3 MOCISI0BATSILHOCTH OTACIIbHBIX KaJpPOB B
¢dopmate JPEG. O1u n300paXkeHUs] 0TOOPaXarOTCs U OOHOBJISIOTCS CO CKOPOCTBIO, JOCTATOYHOM JIJISl CO3IaHHMSI
BUICOTIOTOKA. UTOOBI 3pHUTENIh BOCIPUHUMAT STOT MOTOK KaK BHJIEO, YACTOTA KA/IPOB JI0JDKHA ObITh He MeHee 16
M300pakeHu! B CeKyHy. UTOOBI BUJIEO BOCTIPHHUMAJIOCH KaK HEITPEPBIBHOE, €r0 YaCcTOTa JOJDKHA COCTABIATE 30
(NTSC) nnm 25 (PAL) xagpoB B cekyHy.

[Torox Motion JPEG ucnone3yer 3HaunTenbHbIi 00beM Tpaduka, HO 00eCIiednBaeT OTINYHOE KaUeCTBO H300pakeHHs

" OOCTYII K K&XKXJAOMY OTACIIBHOMY KaJpy IMOTOKA.

®opmar H.264 no3BomsieT 0e3 CHIKEHUS KadecTBa N300pakeHUsT YMEHBIIUTE pa3Mep Qaiina nudpoBoro Buaeo dosee
uyem Ha 80 % mno cpaBHeHuto ¢ popmarom Motion JPEG u Ha 50 % 1o cpaBHeHHIO ¢ Goiee cTapsiMu (popMaTaMu
MPEG. Takum 00pa3zom, COKpaliaeTcsi Harpy3ka Ha CeTb U 3KOHOMHUTCS MECTO B XpaHwiuuie. Ecim ke npuopuret

OTAACTCA Ka4CCTBY, TO ).'[aHHBIﬁ (l)OpMaT Ja€T BO3MOXXHOCTH ITOBBICUTH KA4YCCTBO BUACO 0e3 YBCINYCHUSA 6H’I’peﬁTa.

dopmar H.265 no3BosseT 0e3 CHIKEHUS KauecTBa N300payKeHUsT YMEHBIIIUTE pa3Mep Qaiina nudpoBoro Buaeo dosee

4yeM Ha 25 % 1o cpaBHeHHIO ¢ popmarom H.264.
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Taoauna 8.1.1. Onucanue KHONMOK

IHapameTpsl

DOYyHKIMOHA

Twn noToka 3anucu

O6LWwuin 1 No cobbITUAM OOCTYMHbI TONBKO ANs NepBOro notoka. O6LWmMI OTHOCUTCSA K
NMOCTOSIHHOW 3anucu, a Mo cobbITUSIM BKIOYAET 3anncb Mo TPEBOram.

[ns pasHbIX TUNOB NOTOKOB MOXHO yCTaHaBNMBaTb CBON OTAENbHbIA OUTPENT.

BKnounTb NOTOK NO COOLITUAM

OTOT NyHKT AOCTYNEH ecnu Bbl BbIOpanu cobbiTue

Bupeokopek

H.265/H.264/MJPEG [OCTYNHbI.

PaspelwieHue

Onuwun BkntoyatoT 8M(3840x2160), 6M(3072%2048), 5M(2592*1944),
5M(2560*1920), 5M(2560*1440), 4M(2592*1520), 3M(2304*1296), 3M(2048*1536),

1080P(1920%1080), 2M(1600 *1200), 1.3M(1280%960), 720P(1280*720),
D1(704*576).

[na BToporo notoka: 704*576, 640*480, 640*360, 352*288, 320*240, 320*192,
320*176.

Ons TpeTbero notoka: 1920*1080, 1280*720, 704*576, 640*480, 640*360,
352*288, 320*240, 320*192, 320*176.

dpenmpenT

MakcumanbHasa YyactoTa 0OHOBREHUsI KaapoB B CeKyHOy

BuTpent

KonunuyecTtBo nepenaBaeMbIX OuThbI OaHHbIX B CeKyHAY, 3TOT NYHKT OMUMOHasbHbIN,

nosiBnsieTcs, korga Bbl Bolbnpaete H.265/H.264

YcTaHoBKa BO3MOXHa B AnanasoHe 32~16384 Kbps.

Smart Stream

Pexxvum Smart Stream 3HaunTENbHO CHWXaAeT NOTPEOHOCTL B NPOMYCKHOM CNOCOOHOCTU
ceTn 1 TpeboBaHMsA K eMKOCTU apxuBa, obecneymBasi Py 3TOM BbICOKOE Ka4yeCTBO
n3obpaxeHnin. Pexxum Smart Stream nmeet 10-ypOBHEBLIN perynMpyemsblil Kogek.

Bbl MOXETE BKIIOUMTb UK BLIKITHOUNTE pexxum Smart Stream.

Tun buTtpenTa

CBR: MocTosiHHbIN BuTpeinT. CkopocTh nepedayn npu CBR noctosiHHa

VBR: lNepemeHHbI 6uTpeinT. B daiinax VBR konnyecTBo nepefaBaemMbix 3a
onpegeneHHoe BpeMs AaHHbIX BapbupyeTcs

KauecTtBO

Huzknin/CpegHuin/Bbicokun (Low/Medium/High) - gocTynHble BapuaHThbl, 3TOT NyHKT
onuuoHarbHbIN, NosIBNSETCS, koraa Bl BolbupaeTe VBR.

www.smartec-security.com
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ITapamMeTpsI DOYyHKINOHAJ

Mpocoune h.264 B onuuun ans H.264 moxHo BbiGpaTb OcHoBHOWM/Beicokon yeTkocTu (Main/High) B
COOTBETCTBUM C BaLLMMKN NOTpeBHOCTAMM.

WuTtepBan I-frame
YcTaHoBuTe MHTEpBana nHopMaLMoHHOro kagpa B AuanasoHe 1~120,50 B
Ka4yecTBe 3HaYeHUsi N0 yMOMYaHu. OTOT MYHKT ONUMOHAanbHbIN, NoSBNAETCS,
Korga Bbl BblibupaeTe H.265/H.264 Yucno JomkHO ObITb KpaTHBIM KONMYECTBY
BbIGpPaHHbIX B CUCTEME KaapoB

8.1.2 Uzobpasicenue

B 3TOM MOAyIie MOXKXHO HaCTPOUTH OTOOpaKeHHE HH(POPMAIIHNH, YIIYUIIEHHE H300paKeHUsI U YCTAHOBKY
HepeKIIoueHust JeHb/Houb. [l nomydenus Oosee nojgHoi uHpopMauu 00 U300pakKeHUN MOKHO BKIIIOUHUTh
skpanHyto naaukamuio (OSD) u HanmoxeHue BpeMs BUICO.

8.1.2.1 O6ume

OO6mme HacTpoliky M300paxkeHus BkmoyatoT: Hactpoiika nzo0paxenus, [lepexitouarens neHb/Houb, [lapameTpsl
Hens/Housw, Beinepikka, [Tonceerka, bananc 6enoro, Yiyumenne nzoopaxenus, 3o00paxeHue.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccit v & admin v
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[Hacrpoiika uzoépaskenusi|
[xymononasJienne]

[Smart NR]: mannas onmus yiayumaeT 3¢ dextaBrHOcTs 3D NR mrymomnoiaBieHns B yCIOBHIX
HU3KOW OCBEMIEHHOCTH W yMEHbIIaeT 3GEKT pasMBITOCTH IBIKYIIHXCSA 00hekToB. Ommms Smart NR

MpeHa3HadYeHa JJi UCIO0Ib30BaHus coBMecTHO ¢ 3DNR.

[2DNR]: pexxum mrymononasnenus. [Ipennaznaden a1 noaaBieHys IiyMa B TEMHOE BpeMst
cyToK. B 3aBUCHMOCTH OT BEIOPAHHOTO YPOBHS (PHIIBTPALIMK MOXKET MafaTh ACTaTH3aus
n300pakeHus. Y poBeHb NIYMONIOAABICHHS 334a€TCsI TPU TIOMOIIM NOJI3yHKa. TakuM obpazoM, Bel

MOJKETE TOYHO HACTPOUTH ONITUMAJILHYIO CTENIEHb 00paboTKH N300paKeHNSI.

[3DNR]: maHHBIH peKUM IIyMOTIOAABICHUS MpeIHA3HAYEH TaK ke, Kak 1 2DNR, ms

MOJIaBJICHUSI IIyMa B TEMHOE BPeMsI CYTOK, HO, B OTJIMYHE OT IIEPBOT0, HE OKa3bIBACT BIUSHHS Ha
JleTann3anuio n3oopaxenns. OTHAKO B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHSI (PHITBTpAIINy 3a
JBIDKYIIUMHCS 00BbEKTaMH MOTYT MOSIBIISITHCA HIIEH(BI. YPOBEHb IIyMONOAABICHUS 3a1a€TCs IPU
MOMOIIM NoN3yHKa. TakuM oO6pa3zom, Bl MOkeTe TOUHO HACTPOUTH ONTHMANBHYIO CTENIeHb 00padoTKU

M300pakKeHUI.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycoxuit v & admin v

3]

® Cem >

B Xpannniue

% ©
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Taoauna 8.1.2.1. Onucanue KHOIOK

ITapamMeTpsI DOYyHKINOHAJ
SApkocTb Hactpontb apkocTb n3obpaxeHus.
KoHTpacTt HacTpouTb KOHTpacT U306paxKeHUS.

HacTpouTb HacbILWEeHHOCTb M306paXKeHUst
HacbliweHHOCTb

HacTpouTb pe3ko3Tb n3o6paxeHus

Pe3ko3Tb
2D DNR Hactpontb ypoBeHb LLyMonogaBneHus
3D DNR HacTponTb ypoBeHb LLyMonogaBneHuns
HaCcTPOMKN N0 YMON4aH!I CBpPOCHTL M3MEHEHNS BCEX MyHKTOB Ha 3HAYEHUs! M0 YMOMYaHMIo

[mepexrouaTesib 1eHb/HOYD |

Smartec STC-IPM3610/1 rev.3 Estima

& Meaua ~ 06ume 0osD Macka npuBaTHOCTH ROI
m Bugeo
| HacTpoiika u3oGpaxeHus >
@ R ’
5 Xpanunuue | Mepekntiovarens aexs/HouL
[ Cobbitua > Pexum HouHo# pexum [HesHoi pexum @ AsTo
BpyuHyio
& Cucrema >
Mopor [ieHb-Houb 36— Copoc
ropor Houb-/leHb 82— C6pc
Texyljan 0CBELEeHHOCTb 100 O
| Pexum aunam. MK
Pexum © Aso BpyuHyio

YposeHb UK BrvkHui:0  [anbhuit0 O
MNapameTpbi AeHb/Houb >
Bbinepkka >
MoaceeTka >
Banatc 6enoro >
VAyLeHue H300paKeHna >

W300paxeHue >

B n1HEBHOE BpeMs CYTOK JJISI [TOJTYYESHUS! IIBETHBIX W300paKEHNH HCTIONB3YEeTCs CBET BUAMMOTO criekrpa. OIHaKo 1o
Mepe CHIKEHHUS YPOBHSI OCBELIICHHOCTH, LIBETHBIE N300paKeHHUs CTAHOBATCS MEHee SIpKUMH 1 yeTkumu. Koraa 31o

MMPOUCXOANT, IIPpU NEPCKIHOYCHUN B HOYHOM PEKUM KaMepa UCIOJB3YCT KaK BI/I,I[PIMBII;’I CBCT, TaK U ommxauit UK-
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JATIA30H JJIS TIepeIadn IPKUX U IMOAPOOHBIX YepHO-0eNIbIX n300paskeHmnit. MOKHO HACTPOUTH KaMepy Tak, YTOOBI OHa

ABTOMAaTHU4YCCKU NEPCKI0YaIaCh Ha HOYHOM PEXKUM WM BPYUYHYIO 3aJ1aTh PCKUM HUJIU TOPOTH NEPCKITOYCHUA.

Taoauna 8.1.2.2. Onucanue KHOIOK

ITapameTpsl DOYyHKUMOHAJ

MepekntoyaTtennb

AeHb/HOub CyLLleCTByeT HECKOJINbKO napamMmeTpoB, TakKUX KakK ypoBeHb 3KCNOo3nunn, MakcumarbHoe

BpeMsa 3KCno3nuunn, nHtepsan paGOTbI MK-noacBeTku 1 T. N., CBA3@HHbIX C 3TUM
pexnmom

HouHown pexunm: OTobpaxeHune X1MBOro BUAEO B COOTBETCTBUN C HACTPOMKaMM
pexuma «Houb»

OHeBHOM pexum: OTOOpaxeHMe XNBOro BUOEO B COOTBETCTBUM C HACTPOMKaMm
pexvuma «[leHb»

ABTO: OTOGpa)KeHVIe ’KMBOro BUAEO B 3aBMCUMOCTUN OT OKPYXEHUA, yCTAaHOBUTE
YYBCTBUTENIbHOCTb ANA Nepeknto4yeHna OHEeBHOro pexmma Ha HOYHOU U 06paTHO.

BpyuHyto: OTo6paxeHue X1MBOro BUAEO B 3aBUCHMOCTU OT BaLLMX
COBCTBEHHbIX HACTPOEK Ansi Havana/3aBepLueHns paboTbl HOYHOMO pexrmMa

Mepekntovarensb
AeHb/HOYb Nopor fleHb-Houb: 370 3Ha4YeHne YyBCTBUTENBHOCTU AN NEPEKIOYEHUS C

pexvma [eHb B pexxkum Houb. Korga 3HaveHne Toka NK-gatyumnka ocBeleHHOCTH
HWXe AaHHOro 3HaveHus, pexunM [eHb nepekntovaeTcsa Ha pexum Houb. [ns
cbpoca Ao 3HayeHns no ymonyanuio(36) Haxmvmte CBPOC.

Mopor Houb- [leHb: 310 3HaueHWe YyBCTBUTENLHOCTY ANSt NEPeKIioYeHNs C
pexuma Houb B pexxum [eHb. Korga 3HadyeHne Toka MK-gatyunka ocBeLeHHOCTH
BbILLE JAHHOTO 3HauYeHus], pexum Houb nepekniouaetcs Ha pexum [deus. 015
cbpoca [o 3HaveHus no ymonyanmio(82) Haxxmute CBPOC.

Tekywias ocBeleHHOCTb: Tekylllee 3HadeHne VK-gatumnka ocBeLeHHOCTH

Mepekniovatens Bpems Hayana HouM: YCTaHOBWUTb BPEMSI BKITIOUYEHNS HOYHOTO pexuma.
nAeHb/HOYb

BpeMiI OKOHYaHUA HOUYU. YCTaHOBUTb BpeMaA BKNOYEHNUA OHEBHOIO peXXnma.

Pexxum gauHamuyeckoro UK Hactpoiika VIK B pexxume ABTO nnu BpyyHyto. OTaenbHO MOXHO HacTpamBaTb
cBeToamoabl Anst BrvkHeN 1 fanbHen NoACBETKN.

YpoBeHb B6nMu3n: Hactpontb MOLHOCTL ocBelleHus B6nmsm ot 0 go 100.

YpoBeHb Baanu: HactpouTb MOLWHOCTL ocBeLleHus Bgany ot 0 go 100.

MpumeyvaHwme:

e  JloctynHo B pexxume «Bpyunyro»

YpoBeHb UK: TekyLune 3Ha4yeHMs1 MOLLLHOCTU OCBELLEHNS BONN3N 1 BAANN.
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[Ilapamerps1 Jenn/Houb]

Smartec S PM3610/1 rev.3 Estima

x Meava ~ O6ume 0sD Macka npuBaTHOCTH ROI
m Bugeo
| HacTpoitka nsobpaxenus >
CMl © con ) [———— )
8 X
& XpaHunuwe MapameTpbi [leHb/Houb: ~
G
5] Cobbitua > 8- [IHEBHOI PEXUM . HouHolt pexum
& Cuctema ) BKCnoanLus
Makc. BbiAepKKa 1/50 1/50
MuH. BbiaepxKa 1/100000 1/100000
OrpaHuyenne yposHs ycunenns 100 100 (1-100)
3agepxka VK dunsTpa 5s 55
VK OunsTp BKAI04MTL BbIK
WK Moaceetka Bbikn BKNIOYUTL
Pexum Lger YB

PaciumpenHsii pexun pacnicanis ()

Boigepxka >
Moaceetka >
Banatc Genoro >

Tadauua 8.1.2.3. Onucanue KHOIMOK

ITapameTpsl DYHKIHOHAT

Akcnosuums [ns yaosneTsopeHus Bawwmx notpebHocTen 4ocTynHbl ypoBHN 0~10

MuH. BbIAEPXKKA BeibpaTh MrHUMansHoe Bpems akcrnosuuum: 1~1/100000c

Makc. BblaepxKa BbibpaTb MakcumanbHoe Bpems akcnoauumm: 1~1/100000c

3apepxka UK-bunsTpa MHTepBan BpemeHu nepexoa U3 04HOro pexuma B Apyromn

Bo3MoXHO ycTaHOBWTbL YPOBEHb ycunenus B ananasoHe 1~100.
OrpaHuyeHue ypoBHSA ycuneHus

UK ®dunbtp BkntounTb/BbiknounTb UK dunbTp
UK NMoaceeTka BkntounTb/BbikntounTb VK nogceeTky
Pexum BbibpaTb LBETHOM Unn 4/6 pexum

www.smartec-security.com
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IMapameTpsl DYyHKIHOHAT

= 3aechk Bbl MOXXETe HacTPOUTb CBOM COOCTBEHHbIE NapameTpbl paboTbl No
BpemeHu, nocne yero pexvm feHs/Houb Oyaet aBTomaTnyecku
nepeksoyaTbCs B COOTBETCTBMM C BaLLMMU HACTPOMKaMMm.

Pepnaktupoeath X
FacTpoi wadnona

PaclmpeHHbI pexxum pacnucaHus

0 2 4 8 3 U 121 it B oW oz o
Bu 5 o — la6bnox1
IOpaTh Bee YUCTHTG BLE

N _ lWaGrnox2

— LLactnon3

LiaGnon4d

& 1Labnoxs

Coxpanutb OTmennTb

[Boimepikkal

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccxuit v & admin v

& Meana ~ we  OSD Mackan RO
@& Bugeo
® ® Cen > Nepexniouatens aets/nous >
M S Xpanunaue NapaweTps fiews/Hoss >
SRS ?
@ Cucrema > Pexum O Asto BpyuHyo Pacnucanme

Bananc Genoro >
YNYHLWEHHE HIOOPAKEHHR >
noGparenne >
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Taoauna 8.1.2.4. Onucanue KHOIIOK

ITapameTpsl

DOYyHKIIHOHAT

Bblaepxka

[ocTynHel pexxumel: ABTO, BpyuHyto, Pacnucanue.
ABTO: Kamepa aBTomMaTuyecku 6yaet HacTpamBaThb APKOCTb

BpyuHyto: Kamepa GyaeT HacTpanBaTh SiPKOCTb B COOTBETCTBMU CO 3HAYEHMEM
3KCno3nummn koTopoe Bbl Bolibpanu B guanasoxHe 1~1/100000c

PacnucaHue: 3agatb pacnvcaHve Ons BKIOYEHNS/BbIKMHOYEHUS
PEXMOB aBTO U BPYYHY!O.

— ABTOMATHUYECKH
. pyuroit pexum @

Bbibpatb Bee OYUCTHUTDL BCE

CoxpaHuts OTMEHNUTB

e
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[moxcBerka]

B 3aBrncMMOCTU OT cpeabl YCTaHOBKW U YCIOBUIA BOKPYT KaMmepbl (Hanuune BHELUHUX UCTOYHMKOB OCBELLEHWS B
cueHe u T. n.) acbgekTmBHOCTb MIK-NOACBETKM MHOTAA MOXHO YNYYLUNTL, OTPEryNIMPOBAB BPYYHYHO

MHTEHCUBHOCTb CBe4YeHnda CBeToaANoO0B.

& admin v

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccruit v

2]

% ©

[KOMHeHcaIII/lH 3aCBeTKI/I]

BLC: BO3MOXHOCTb YCTpaHEHUS SIBICHUS (UTYPHOTO 3aTEeMHEHUs O0Jiee TEMHOMN 00JIacTH B

ycioBusix 3aaHel (poHOBOIN) MOICBETKY.

HLC: Hpe;[HasHaquo JJIA oca0JIeHUsT CUIILHOTO OCBCIICHUS NPUMCHUTCIIBHO K TAKUM MCCTaM,
KaxKk mnar6ayM, BBE3/ U BBIC3] aBTOMOOMIILHOU CTOAHKHU, U T. JI. B YCIOBUAX YpPE3MEPHOTO
OCBCIHICHUA MOXKHO CO3/1aTh MOMEHTAJIbHBIN CHUMOK JIMIa 4€JI0BCKAa B TCMHOM MECTC UJIN

I[O6I/ITI:C$I nqueﬁ ACTAJIM3allu HOMCPHOT' O 3HAKaA.

[paciimpeHHbIl TMHAMAYECKUI THANa30H]

[Ipu cremMKe OJTHOBPEMEHHO U CIHUIIKOM TEMHBIX, H CIIMIITKOM CBETIIBIX 0OBEKTOB MOTYT BOSHHKHYTH CIIOKHOCTH,
KOT/ia B KaJpe OJJHOBPEMEHHO HAXOATCS M CIUIIKOM TEMHBIE, ¥ CIUIIIKOM CBETJIbIe 00BeKThI. Cpeny mpuMepoB TaKuX
00BEKTOB ¢ MIMPOKUM JTuHaMudeckuM nuanazonoMm (WDR) B cuctemax obecriedeHust 0€30MacHOCTH MOKHO IPUBECTH

BXOOHBIC ABEPH, r'apaXu U TYHHEJIN C OOIBILINM KOHTPACTOM MEXAY HAPY>KHBIM OCBCIICHUEM U TEMHBIM
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HPOCTPAHCTBOM BHYTpPH. CIIOKHOCTB MPEICTABISACT U yIMIHOE BUICOHAOIIOACHHE C IPKUM COJTHEYHBIM CBETOM U

I‘J'IY60KI/IMI/I TCHAMMH.

WDR: B0O3MOXHOCTB TIOJIABICHUS YPE3MEPHO CBETIION 00JIaCTH M KOMITEHCAITNH OoJiee TEMHOM

obnactu IIYTEM BKIIIOUCHUA (bYHKI_II/II/I IOHUPOKOI'0 JUHAMUYCCKOr0o Auara3oHa Al JOCTUIKCHUA

YETKOCTH BCETO M300paKEeHHSI.

Taoauna 8.1.2.5. Onucanue KHOIOK

ITapameTpsl

DOyHKIHOHAT

IToncBeTka

Appec: YctaHoBute pexnm agpec ana BLC / WDR / HLC

@ Mpumeyvanue: He nopgnepxmeaetca WDR n HLC koraa BkntoyeH
PEXMM BbICOKON YacTOTbl KapoB.

Pexum aeHb/Houb: Hactpoiku BLC/WDR/HLC oTtaensHo gns [HeBHOro n
HouHoro pexuma

PacnucaHue: YcraHoBuTe pexum pacnucaHua ans BLC / WDR / HLC

BLC
Mua 10:43 ¥ WDR
. HLC

BeiGpats Bee O4MCTHTE BCe

CoXpaHuTL OTMEHHTL

[ 50
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Smartec STC-IPM3610/1 rev.3 Estima

3]

Sm ﬁéec

@ Pyccomi v & admin v

% ©

nySLUEHHE HIOOPAKEHN >

As00panenie >

Taoauna 8.1.2.6. Onucanue KHOIIOK

ITapameTpsl

DOyHKIHOHAT

BanaHc 6enoro

YnydweHne otobpaxeHns 6enbix 06 LEKTOB NyTeM YCTPaHEHUS LIBETOBbIX
NCKaXXeHWUI 13-3a 3aCBETKU B OKpYXXaloLLe cpeae

Pexumbl: O6wme n PacnucaHue.

Pexum O6wme:

e ABTOMaTHYeCKMii: DTa OIIHUSA aBTOMATHYCCKH aKTUBHPYET
¢bynkuuio 6ananca 6exoro

e HacTpouTs Bpy4Hy10: DTOT apaMeTp NpeJHa3HaueH TOIbKO IS
cepun H.265, ycTaHOBUTE ypOBEHb YCHIICHHSI KPACHOTO U CHHETO
BPY4YHYIO.

e JlamMna HaKaJIMBAHUSA: BLI6CPI/IT€ OTOT BAPUAHT, €CJIH CBET MOXO0XK
Ha JlaMIly HaKaJIuBaHUs

. Tenawlii cBeT: BI;I66pI/ITe 3TOT BapHaHT, KOr'la CBET IMOX0XK Ha
JlaMIly TEIJIoro ¢cBera

. EcTecTBeHHBIH cBeT: BBI6epI/ITe 3TOT BapHUaHT, KOrla HET APYyroro
OCBELICHUA, KPOME €CTECTBEHHOTO CBETA

e dayopecueHTHas Jamna: BeiGepure 3TOT BapHaHT, KOrga
CBET ITOX0X Ha (pIyOPECHEHTHYIO JTaMILy

www.smartec-security.com

51


http://www.smartec-security.com/

Smﬁiec

Pexxum PacnucaHue: 34ecb MOXKHO HACTPOUTL pacnucaHve
BKJTHOYEHUSA/BBIKMIOYEHMS BblLLEeYKa3aHHbIX PEXVMOB.

— ABTOMATU4ECKMI

M - — HacTpouTL Bpy4HYl0
. Tlamna HaKkanusanms
B1p - — Tenneiii ceer
ECTECTBEHHbIA CBET
— ONyopecLEHTHas namMna

Cpa

Yte

CoT

BuiOpaTe Bce QUUCTUTL BCE

CoxpaHutb OTMEHHTE
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[Viyumienue u3o6paxenmusi]

Smartec STC-IPM3610/1 rev.3 Estima @ Pycoait v & admin v

Taoauna 8.1.2.7. Onucanue KHOIOK

IMapameTpsl DYyHKIHOHA

Pexum UK-Gananca Onums BKMOYEHUS/BLIKIIOYeHNs MK-noaceeTku.

BanaHc VIK-noacBeTku peluaeT npoGrieMy NepeskCroHMPOBaHMUS U TEMHBIX
Y4ACTKOB Ha M30GPaxEHUM, NPU 3TOM SPKOCTb MK-NoacBeTkN MeHsieTes B
3aBUCUMOCTY OT (haKTUYECKOI OCBELLEHHOCTU.

Yc1p. PasmbiTve ABUXEHUSA
OT1a yHKUUA ynyywaeT oTobpaxeHne OBMXKYLLMXCS 00beKTOB. MpuHUMaeT

3HayeHus B Anana3oHe 1~100.

Pexum Anti-fo
g DyHKUMS ynydLlaeT Ka4yeCcTBO KapTUHKM B TYMaHHYH noroay

www.smartec-security.com
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[M306paskenue]

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccxmit v

3]

% ©

[ copann. |
Taoauna 8.1.2.8. Onucanue KHOIOK
IHapameTpsl DYyHKINOHAJ
YacTtoTa anekTpoceTtu HoctynHbl 3HadYeHunsa 50y n 60y,
Pexum ynuua/nomemeuwe Bbl6epMTe pexunm ynmua nnm nomelieHne B COoTBeTCTBMN C BallMu

noTpebHoCTAMM

KopuaopHbii pexum JoCTyNHbI 3 BapuaHTa 13 KOTOPbIX MOXHO BbIBPaTh HEOBXOANMBINA.

Bbikn: OcTaBuTb UCXOAHOE U30bpaxeHne

90° no yacoBoM: NOBOPOT U3obpaxeHus Ha 90 ° No YacoBoOW CTpeskKe.

90° NpoTMB YacoBOW: NOBOPOT n3obpaxeHns Ha 90 ° NPOTMB YacOBOW CTPEnKu

MoeopoT usobpaxeHus MoxHo BbIGpaTb OOUH U3 YEeTbIPEX AOCTYMHbIX BapUaHTa.
Bbikn: VicxogHoe nsobpaxeHue
MosepHyTb Ha 180°: BpalueHue c Hor Ha ronosy

OTpasnTb ropu3oHTanbLHO: NepeBepHyTL N306pakeHne No ropu3oHTanm

0Tpa3VITI: BepTUKanbHO: NepeBepHyTb M306pa>|<eH|/|e no BepTukanm

www.smartec-security.com
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Hanoxenus/ OKpaHHBIC IITAMIIBI - 3TO I/1306pa)KCHI/I$I NN TEKCT, KOTOPBIC ,I[O63.BJ'I5{}OTCH B BUICOIIOTOK 1

Sm ﬁéec

0TOOpaXKaroTCs MOBepX M300paxkeHwst. OHU HCIIONIB3YIOTCS ISl OTOOpaKEHUS TOTOTHATENBHON HH()OPMAIIUU BO

BpeMs 3amnucH (HampuMep, METKH BPEMEHH) WIIM TIPY YCTAaHOBKE M HACTPOMKe yCTpoiicTBa. MOXHO JOOABUTH TEKCT

WJTH N300pakeHHeE.

8.1.2.20SD

Smartec STC-IPM3610/1 rev.3 Estima

& a
|
@ L . > | OBbiunLIR
8 XpaHunuu =
é M
5] ¢ > It pra [
& Cucrema > o =
I
| 3xpanmeii rexer
| oTmerxa spemenn
[ copanr |
Tao6auna 8.1.2.9. Onucanne KHOMOK
IMapameTpsl DYyHKINOHAJ
BupeonoTok Bkntountb oTo6paxxeHne OSD ans nepBoro uUnv BTOporo noToka

Pasmep wpudta

3apaTb pasmep wpudTta ans otobpaxerua Ha OSD

LBeT wpudTta

3apaTb UBeT WwpudTa anga anemeHToB OSD

www.smartec-security.com
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LiBeT choHa

3apaTb uBeT oHa ans anemeHToB OSD

Network Cemere f/@l/l@/Z\@B 16: 55: 23,

o
o

Moka3aTb 3KpaHHbIA TEKCT

YcTtaHoBuTe hnaxok, 4ToObl NoKkasaTb 3KPaHHbIA TEKCT

TekcTt

HacTpowTte cogepxaHme HaknagblBaeMoro TekcTa

Mo3nuunsa gnsa Tekcrta

[onoxeHne anemMeHTOB 3KPaHHOW MHAMKALMM Ha SKpaHe

[Hob6aButb aaty

YcTaHoBuTe hnaxok, 4Tobbl oTobpaxkaTe AaTy Ha nsobpaxeHun

Mo3unuunsa pgaTbl

[NonoxeHne agatbl Ha 3KpaHe

®dopmart aartbl

dopmat oTobpaxkeHms aathbl

KonupoBaTb B gpyro# noTtok

KOI'II/IpOBaHMG HaCTpoeK Ana Apyrux noTokoB

www.smartec-security.com
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8.1.2.3 Macka npuBaTHOCTH

[To3BomsieT CKpbITH 00IACTH HA BULEO.

[Macka npuBaTHOCTH]

Smartec STC-IPM3610/1 rev.3 Estima

£ Meaua ~ e

13

@ Pyccod v & admin v

@ Cen >

8 Xpanunuue

% ©

JoctyreH BbIOOp pa3HBIX IIBETOB JII MACOK MPUBATHOCTH.

IMapameTpsl DYyHKIHOHAJ
Bknountb [nsa BknoveHUst AaHHON OYHKLUMM HEOBXOAMMO NOCTaBUTL COOTBETCTBYIOLLYHO Frariouky
Tun
BbibpaTh UBET, UCMONb3yeMbIN A OTPUCOBKU NPUBATHBIX 30H
[NoGaBKTh
HapucoBaTtb HOBYHO 06nacTb Ans MackMpoBaHust
CYUCTHTR
YpanuTe HapucoBaHHy 06nacTb AN MackpoBaHWs
Yaanutb BCe Ypanutb Bce obnactu, KOTopble Bbl ONpeaenuny paHbLle

www.smartec-security.com
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[Mo3auuHblii THII MACKH IPUBATHOCTH

Bo3mMoxHO BBI6paTB LIBET 1 TUII MO3aMKH 11 MEHBIIIETO BBIJICICHHUS MAaCKH U3 OCHOBHOTO BUJICO.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycckaii » & admin »

H

Bkniows

@ Cems >

al}

8 Xpanunuie 1 Privacy Mask Cuman

(R

% @

Privacy Maska Kpachan
& Cobumua >

@ Cuctema >

Taoauna 8.1.2.10. Onucanue KHOMOK
ITapameTpsl DOyHKIHOHAT
BKAIOYUTL Ons BKNtoYeHWst AaHHOW pyHKLMM HEOGXOAMMO NOCTaBUTL COOTBETCTBYIOLLYIO FanoyKy
Tun
Bbl6paTb T™n, I/ICI'IOJ'Ib3yeMbII7I Ona OTPUCOBKU NPUBATHLIX 30H
NobaenTh H
apucoBaTb HOBYIO 06NacTb Ansi MACKUPOBaHWS
CYHMCTUTE
YpanuTe HapucoBaHHYH 06nacTb AN MackMpoBaHust
Onepauuu

BkniounTb/BbIKNOYNTE BbIOPAHHBLIE 30HbI

Bbl66pI/ITe LBET, uCnoJib3dyemMbl A3 OTPUCOBKU NPpUBaTHbIX 30H

Ypanute macky

www.smartec-security.com



http://www.smartec-security.com/

Sm ﬁéec

8.1.2.4 ROI

Tpebyemas o6sacthb (dacto cokpaiaercs kak ROI) mpeacrarisier co0oii BEIOpaHHOE TTOJAMHOXKECTBO BHIOOPOK B
HaOope NaHHBIX, HICHTH(OUIIMPOBAHHOE /IS ONpeAeICHHOM e, [loyib30BaTeT MOTYT BBIOPATh 10 8 KIFOYEBBIX

oOiacreit CHCHBI JJIA IEpe€aavu B BUAC OTACIBbHBIX ITIOTOKOB IJIs HEJICBOI'O IMPEAIIPOCMOTpPa U 3allUCH.

Hcnonb3ys rexnonoruto ROI, moxHO cokoHOMUTH 60s1ee 50% Outpeiita u, cineqoBaTebHO, YMEHBIIUTD
TpeOyeMyIo MOJI0CY MPOIYCKaHHS U COKPATUTh MCIIOJIB30BAHUE MTAMSATH. B COOTBETCTBUH C 3TUM, BB MOXKETE

YCTaHOBHUTD HCGOJ’IBIJ_IYIO CKOPOCTH NE€pCaaun JaHHBIX ITPH BHICOKOM pPa3pCIICHHU.

® Pyccotv & admin v

13

% ©

Tao6auna 8.1.2.11. Onucanue KHOMOK

ITapameTpsl DYHKIHOHA

BknrounTtb
[n§a BkMtoYeHMs JaHHOW hYHKLMN HEOBX0AMMO NOCTaBUTb COOTBETCTBYIOLLYIO ranoyky

BuageonoTok BbiGpaTb NOTOK BUAEO

ROI
BkntounTb/oTKNIOUNTL BbIGpaHHLIE 06nacTu

YnanuTb BbiGpaHHble obractu
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Ypanutb Bce
YpanuTb Bce 06ractu, KOTopble Bbl ONpeaenunu paHbLue

=¥ IIpumeyanmne:

* MOXHO yCTaHOBUTb HU3KUI OUTpeiT. Hampumep, MOKHO YCTaHOBUTH CKOPOCTb MEpeaadn JaHHBIX 512
Ko6wut/c u paspemenne 1080P, Torma nzobpakenue Tpedyemoii odbmactu OyaeT 6osiee YeTKUM U IIaBHBIM,
9eM B JAPYTuX 0071acTIX

60
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8.2 Cemb

8.2.1 bazoswiii

8.2.1.1 TCP/IP

Smartec STC-IPM3610/1 rev.3 Estima @ Pycexid & admin «
% Menna y HTTP RTSP PP DDNS Email TP
@ ® Cem ~
| | 1pva
C] e LT ———— onyams 1P anpec
: B Xpawunuwe P anpec o e . 1 190
[E Cobsitus » Macka NoaceTH 255 255 . 255 o

@ Cucreva > !

| ipve
Pesm 1Py BpyuHyo
PV Aapec
pechuxc 1PV 0 (0-128)
OchoBHOR w0 1PV

| mTu
MTU Bytes (1200~1500)
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Taoauna 8.2.1.1. Onucanue KHOMOK

ITapamMeTpsI

DOYyHKINOHAJ

IPv4

Tun: Vicnonb3oBaTh cTatnyeckuii IP agpec unm ABToMaTU4ecku nony4vatb
agpec IPv4 c DHCP-cepBepa

IP apgpec: Agpec, Ucnonb3yembli AN UAEHTUDMKALWN CETEBOW Kamepbl B CETU

E| MpumeyaHume: KHornka «TecT» ncnonb3yeTca AN NPOBEPKN Hanu4ums
KOHNmKTYOWMX IP-agpecoB

Macka nofceTu: YkasaTb Macky NoACeTH, B KOTOPOW HAaXxoaMTCs ceTeBas kamepa
OCHOBHOW W03: Afpec MapLUpyTM3aTopa rno yMonyaHuto

OcHoBHon DNS: DNS-cepBep npeobpasyeT umsi jomeHa B |IP-agpec

IPv6

Pexum IPv6: Buibepute apyron pexum ans IPv6: PyyHoi/BellaHne
mapLpyTa/DHCPV6

IPv6 Agpec: Aapec IPv6, ncnonbsyembivi 4na naeHTndmnkalmm ceteBon kKamepbl B
cetn

Mpedumke IPv6: Agpec IPV6, ncrnonbsyemblv A4na naeHTndukaumm ceTeBom kKamepbl B
cetu

OcHoBHow w3 IPv6: Agpec IPv6 MmapLipyTusaTtopa no ymonyaHuto

MTU

Maximum Transmission Unit(MakcumanbHas egnHuua nepegadn). Mo
ymonyaHuio 1500. MoxHo MeHATb B AnanasoHe ot 1200 go 1500.

CoxpaHuTb KOHMrypaumto

www.smartec-security.com
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Smartec STC-IPM3610/1 rev.3 Estima

@ Pycconii e & admin v

> TCPIP RTSP PP DONS Eman FTP

13

Pacumpensbi BT

8 Xpannnuwe oy 80 1-65535)

% @

E Cobbua >

@ Cuctema >

C=US, HIP=IPC

Taoauna 8.2.1.2. Onucanue KHOMOK

IapameTpsl DOYyHKINOHAJ

BknrounTtb: 3anyck unu octaHoBKa ncnonb3osaHus HTTP

HTTP
MopT: MNopT nogkntoyeHns K rpacduyeckomy nHTepdency, no ymonyanuto - 80, ToT xe
nopt ncnons3yetca u ans ONVIF
HTTPs
BkniounTtk: 3anyck unu octaHoBka ucrnonb3oBanus HTTPS
MopT: MNopT nogkntoyeHus K rpacduyeckomy nHtepdency no HTTPS, no ymonyaxuio -
443
Ceptudmkar 3arpysunTb 1 yctaHoBUTb SSL-cepTudmkat
UHdopmauusna

Bbi6op aencreus

CoxpaHuTb KoHurypaumio
COXpaHHTL
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Taoauma 8.2.1.2.1.

HTTP ccbuiku:
IMoTox CcebLika
MNepBbIN NOTOK http://umsanone3osaTtens:naponb@ IP:port/ipcam/mjpeg.cgi

BTropow noTtok
http:// nmsanone3osaTtens:naponb@ |P:port/ipcam/mjpegcif.cgi

TpeTuit noTok http:// nmsanone3oBaTtens:naponb@ |P:port/ipcam/mjpegthird.cgi

|5 Ilpumeuanne: /{11 ucnonszoBanus MIPEG HeoOX0anMO M3MEHUTH BUJI KOJEKA JUIS IOTOKOB, T.K JJIs
MEPBOr0 MOTOKA MOJIENIel KaMep ¢ JUTepoil «-Ay» ucnonb3yercs H.264.

8.2.1.3 RTSP

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccrmii ~ & admin «

2 Xpanunuue

E Cobbitwa 3y Aulticast-rpynna

@ Cucrema H

Ta6auna 8.2.1.3. Onucanue KHOIMOK

ITapameTpsl DOYyHKIHOHAT

RTSP-nopT Mopt RTSP, no ymonyanuio - 554

www.smartec-security.com
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[MopT BOCNpou3BeaeHus, No ymon4yaHuto - 555.

MopT BOCNpousBeneHus
[5] Mpumeyvanue: MopT O 3HAYMT OTKIOHEHNE PYHKLMM BOCMPOU3BELEHMS.

MpeaoycmoTpeHbl ABa BapuaHTa «Jlydllasi COBMECTUMOCTbY 1 «Jlydiias
Pasmep RTP naketa NPOU3BOAUTENBHOCTL». ECNM KayecTBO U30BPaxXeHWs C Ballein kKamepsl
YXyOLWMIIOCh, NoXanyiicTa, NepeknounTe aTy onuuio

Multicast-rpynna Mopgpepxka yHKUMM MHOTOaAPECHON PaCChINKU

QoS DSCP(0-63) [nanasoH gonyctumbix s3HadeHuin DSCP — 0-63

CoxpaHuTb KOHUrypaumio.
COXpaHHTL

Tabauna 8.2.1.3.2. Axpecanusi B Opay3epe npu ucnojas3opanun RTSP:

IToTox CcblIka

rtsp://IP:RTSP_Port/main

MepBbI NOTOK

rtsp://IP:RTSP_Port/sub

Bropoi noTtok

rtsp://IP:RTSP_Port/third

TpeTun noTok

[5) Mpumeuanne:

e DSCP - 310 mone xona muddepenunpoBanus tpaduka; 3nauenne DSCP ucnons3yercs B
3arosioBke IP 115 yka3aHusi mpuopuTeTa JaHHbIX

e Jlng BCTyIUIEHHS] HACTPOEK B CUILy HEOOXOMMa Nepe3arpysKa.

www.smartec-security.com
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VYHuBepcallbHas aBTOMaTHYECKasi HACTPOMKa MmogKitoyaeMbix yerpoiictB(UPNP) - aTo ceTeBas apxurekrypa,

o0ecrneunBaroIas COBMECTUMOCTb MEXK/y CETEBBIM 000PYIOBaHUEM, TPOTPAMMHBIM 00ECTICUEHUEM U IPYTUMU

anmapatHeIMu ycTpoiicTBamu. [Iporoxon UPNP mo3BosnsieT nerko nmoakiIro4aTs yCTPOUCTBA U YIIPOIIAET

OpraHU3aIMIO CeTel B TOMAIIHUX U KOPIOPATUBHBIX cpenax. [Ipu BKiIOUeHHOH (yHKIIMU BaM HE HY>KHO

HaCTpauBaThb COIIOCTABJICHUEC ITOPTOB AJIA KaXXAO0T'0 IOpTa, a KaMEpa IMOAKII0YACTCA K r100aJIbHOM CETH qcpe3

MapIIpyTU3aTop.

Smartec STC-IPM3610/1 rev.3 Estima

PacUMpeHHBI | Fort Mapping

8 Xpannnnwe

& Cucrema >

@ Pyccrmi ~

Tab6auna 8.2.1.4. Onucanue KHOMOK

ITapamMeTpsI

DOYyHKIHOHA

BknouuTtb

[nsa BKNoYeHUsa AaHHON beHKLI,VIM Heobx0auMO NOCTaBUTb COOTBETCTBYHOLLYIO
ranoyky.

Bknouutbe UPNP

BkntounTtb conocTtaBnenvne nopTos

Umsa

MOXHO N3MEHUTL UMS yCTpOIZCTBa, OGHapy)KeHHOFO B UHTEpHETE

www.smartec-security.com
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IMapameTpsl DYyHKIHOHAT

Tun ABTO: ABTOMaTtn4ecku nony4aTb cooTBeTCcTBYIOWMI NopT HTTP n RTSP 6e3

Kakux-nmbo HaCTpoOeK

BpyuHyto: Heo6XoaAMMO BpyYHYIO YCTaHOBUTL COOTBETCTBYIOLWWMIA nopT HTTP u

nopt RTSP. MNpu BbiGope «BpyyHyto» Bbl MOXETE CAMOCTOATENBHO HACTPOUTb
3HayeHve Homepa nopTa

CoxpaHuTb KOHMrypaumtio.
COXpaHuTb

8.2.1.5 DDNS

DDNS mno3Bosisier BaM o0OpaiaTthCs K KaMepe 4epe3 JOMEeHHbIe nMeHa BMecTo IP-anpeca. Dta GpyHkums

H03BOJISIET ANHAMUYECKH U3MEHATH IP-anpec n 00HOBIATH HHPOPMALIHIO O ToMeHe. Bam HyXHO
3aperucTpUpPOBaTh aKKAyHT Yy IpoBaiijepa.

Smartec STC-IPM3610/1 rev.3 Estima

@ Pycooi v & admin v

Pacumperssi
B Xpauunnue Xew
) CouiTnA ) Wus xocTa

& Cucrema ) Crany DDNS e BrYen

Br1 moxete BeiOpaTh «freedns.afraid.orgy B kadectBe DDNS-mpoBaiinepa. [locie perucrpamnmu mois30BaTels
¥ BBITIOJTHEHUS COTIOCTABIICHHUS TOPTOB BBl MOXKETE MOIYUYUTh JJOCTYI K YCTPOMCTBY.

67
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Taoauna 8.2.1.5. Onucanue KHONMOK

IMapameTpsl DYyHKIHOHAT
Bkniountb
[ns BKNOYEeHUA AaHHOW cnyx0Obl HEO6X0AUMO NOCTaBUTL COOTBETCTBYIOLLYHO
ranouky.
E MpumeyaHue: PekomeHayeTcsa BKNOUYNTL U ucnonb3oBaTe UPNP-nopThl
crneunanbHo Ansa ncnonb3osaHusa ¢ DDNS.
MpoBangep
Moppepxneaemble npoBangepsbl: dyndns.org, freedns.afraid.org, www.no-ip.com,
www.zoneedit.com
Xew
CTpokoBasi nepeMeHHasi, ucrnosnb3yemas 4nsi Bepudmkauum, Tonbko Ans
"freedns.afraid.org
IP xocTta
Mms yyeTHowm 3anmcn oT nocTtaBwmka DDNS, HegocTynHo ansa «freedns.afraid.org»
Maponb
Maponb y4yeTHon 3anucu, HegocTynHo ana "freedns.afraid.org"
Umsa xocta B y4eTHoM 3anucu BkntoveHo nma DDNS
CraTtyc [MokasbiBaeT Tekywmn ctatyc DDNS

CoxpaHuTb KoHUrypaumio.

|5/ Mpumevanne:

e Ilepen ucnonszoBanneM DDNS nposenure conocrasnenue noproB HTTP u RTSP.

e VYbemurech, 4TO HOMEP BHYTPEHHETO U BHemHero nopta RTSP oguHakoBs

www.smartec-security.com
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8.2.1.6 Email

@daiisbl BUJIC0, 3aMMCAaHHBIE IO TPEBOTE, MOKHO OTIPABISATh Ha ONPEICICHHYIO YUETHYIO 3aMUCh JIEKTPOHHOM
nouThl 4epe3 SMTP-cepBep. Bbl 10KHBI TpaBMIIBHO HaCTPOUTH apameTpbl SMTP niepen ero ucrosnb30BaHuEeM.

@ Pycckuit v & admin v

Smartec STC-IPM3610/1 rev.3 Estima

Tadauua 8.2.1.6. Onucanue KHOIMOK

ITapameTpsl DOyHKIHOHAT

BknounTtb
[nsa BKoYeHWs 4aHHOW cry»0Obl He06X0AMMO NOCTaBUTb COOTBETCTBYIOLLYIO

ranouky

Wms otnpaBuTens. O6bIMHO OHO COBNagaeT C MMEHEM YYeTHON 3anucu
Amsa nonb3oBartens

Anpec 311eKTPOHHON NOUThI Appec aneKTPOHHON NOYThl AN OTNPaBKU NPUKPENneHHbIX BUAeodannos
oTnpaBuTens
Naponb Maponb oTnpasuTens
Apnpec cepBepa Beectu IP-agpec nnm umsa xocta SMTP-cepsepa (k npumepy, smtp.gmail.com)
MopTt Email

Homep nopta SMTP-cepBepa. Mopt TCP/IP no ymon4yaxuio ang SMTP -
25 (HesawmweHHoe coeanHermne). MNopTt SSL/TLS 3aBucuT ot
MCMOonb3yeMon MoyThbl

69
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Anpec aneKTPOHHOM NOYTbI
nony4atens1i

AJpec aneKTPOHHON NoYThl AN nonyvyeHust Buaeodannos

AApec aneKTPOHHOM NOoYTbI
nony4arens2

AJpec aneKTPOHHON NoYThl AN nonyvyeHust Buaeodannos

LndpoBaHue

YcTaHoBuTe hnaxok, 4Tobbl BKkNounTb SSL nnm TLS, ecnn aTo
Tpebyetcsa Ha SMTP-cepsepe.

HacTpoikn cHumkoB

Umsa cHumka no TpeBore: Mo ymonyannio(I'TT-MM-DD) /MM-DD-ITTT/
DD- MM-ITTT/ Jo6asuTb npedukc/ MNMepesanncatb 6a30BbIM MMEHEM
cannal/ JocTynHbl kKacToMm3auum

Umsa cHumka no tpeBore: Mo ymonuyanuio(ITTT-MM-DD) /MM-DD-ITTT/ DD-
MM-ITTT/ QobasuTb npedukc /MepesanucaTe 6a3oBbIM UMeHeM channal
JocTynHbl KacTomm3aumm

CoxpaHuTb KOHUrypaumio.

Tect

TecT ycnewHoCTN KOHUrypawmm

IIpumeuanune: HacrpauBath nMs (haiina MOKHO C TOMOIIBIO:

&Device — Ha3BaHUE yCTPOUCTBA

&Y -rox
&M - mecan
&D - nmenn
&h - gac

&M - MUHYTBI

&S - CeKyH bl

&mMS - MIITNCEKYHIbI
&& - &

www.smartec-security.com
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8.2.1.7 FTP

®daiinel BUICO, 3aITMCAHHBIC 10 TPEBOTE, MOKHO OTIIPaBJIAThH Ha onpeneneHnbiii FTP-cepsep. [lepen
HCTOJb30BAHUEM BbI JOJKHBI IPAaBUIBHO HACTPOUTH mapameTpsl FTP.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccknit v & admin «

13
]

o

&

<

HacTpoikn FTP cepeepa
Pacumpensisi Brwouums =
8 Xpawnmue T FTR 0w

Cobsitna > Anpec cepeep: 192 168 5

& Cucrema >

Tapans

| Hacrpofiin FTP xpanunuua

aCTPORRH 10 Y MarMaHMiol

TTT-MM-A0

Tab6auna 8.2.1.7. Onucanue KHOMOK

IMapameTpsl DYyHKINOHAJ
Hac(':rgggl:; aFTP BknounTb [INsi BKIIOYEHUS! AaHHOM OYHKLMM HEOBXOAMMO MOCTaBUTh

COOTBETCTBYHLLYI ranoyky

Twn FTP FTP vnn SFTP

Appec cepBepa Appec FTP/ SFTP-cepBepa.

MopT cepBepa
MopT FTP cepeepa. ObbI4HO 21.

MopT SFTP cepeepa. OB6bIYHO 22.

Umsa nonb3oBatens Mms nonb3oBaTtensa ans astopusauun Ha FTP/SFTP-cepsepe.

Maponb Maponb nonb3oBarens.
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MyTb K XpaHunuwy
MyTb K kaTanory FTP-cepBepa, B KOTOPOM ByayT COXPaHATLCA
BMOE03arnncu 1 CHAMKWN.

[ocTynHo YeTblpe kaTeropumn nyTen xpaHeHusi, Bknovas KopHesow
katanor, Pogutenbckui katanor, BrnoxeHHbIn katanor n
HacTpauBaeMmbin

Pogutenbckum katanor

Ha;(‘;ral:)rfuuj:(:ufgp Ykaxute IP-agpec/ Mms yctpoiicteal [laTy B kadecTse
PoauTensckoro katanora, Unu ykaxute UMsi katanora
BPYUHYIO.

[ouyepHuin kaTtanor
Ykaxute IP-agpec/ msa yctporictea/ [JaTy B kadyecTBe BnoxeHHoro
KaTanora, Unv ykaxxurte UMs katarnora Bpy4HyH.

Wmsa MmHoroyposHeBoOWM

nanku o
Ecnun nyTb K kaTanory xpaHeHus uMeeT Gonblue ABYX YPOBHEN

— YKaXuTte ero B JaHHOM norne.

Ama danna pencreus

no TpeBore .
LLlabnoH nmenun canna, cosgaHHoro no Tpesore. o ymonyanuto

(Frrr-MM-4), BO3MOXHO HAaCTPOUTb BPYYHYIO.

Umsa Bupeodanna
Onumsa gocTynHa npu BbIOpaHHON HacTpolike WwabnoHa MMeHn
davina. foctynHble wabnowsl MTTT-MM- 04/ MM-O00-ITTT/ o0-
MM-I'TTT/ BO3MOXHO HAaCTPOUTL BPYUHY!O.

HacTtpowku FTP

XpaHunuwia Uma cHumka
Onumsa gocTynHa npu BbIOpaHHON HacTpolike WwabnoHa MMeHn
danna. foctynHble wabnoxel IMTT-MM- 04/ MM-O0-ITrTr/ oa-
MM-I'TTT/ BO3MOXHO HAaCTPOUTb BPYYHYHO.
Uma
nepuoaguyeckoro Mo ymonyanwuo(IMTr-MM-04) /MM-0A-ITTT/ ga-MM-Irrrr/
CHUMka BO3MOXHO HaCTPOUTb BPYYHYIO.
Mpep3anucb Bpems 3anucu go tpesoru, 0~10 c.
®dopmar 3anucu AVI nnn MP4

CoxpaHuTtb koHgurypaumto, Os ~ 10s are optional.
COXpaHHTL

TecT ycnewHoCTN KOHUrypaumu.
Tect

|5) Mpumeuanne:

* Ponurensckuii karanor Oyzaer B KOpHEBOI nupekropud, Jlouepunit karanor Oyner B Pogurensckom
KaTaJore.
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8.2.2 Pacuupennulii

8.2.2.1 VLAN

BuptyansHoit nokansHoM ceTbio (VLAN) sBisercs m000i1 mupoKkoBeIaTeabHbIN 10MEH, KOTOPBIiA
CEKIIMOHMPOBAH M W30JIMPOBAH B KOMITBIOTEPHO CETH Ha YpOBHE KaHalla Iepe/laun JaHHbIX (YpOBEHb 2 B
mozensx OSI). LAN — 1o a66peBuarypa aokanbHO# ceti. VLAN H03BOJISIOT CETEBBIM aJIMUHUCTPATOPAM
TPYIITUPOBATH PA3JIUYHBIC Y3IIbI, IaXKe €CJIM OHU HE MOAKIIIOYCHBI K OJTHOMY CETEBOMY KOMMYTATOpy. JTO
MOJKET 3HAYUTEIIHLHO YIPOCTUTH IPOSKTUPOBAHUE M Pa3BEPTHIBAHUE CETH, TTOCKOIBKY yuactue B VLAN MoxHO
HaCTPOWTH C MMOMOIIBIO porpaMMHoOro obecniedenus. bez VLAN rpynmupoBka y3/10B COTJIACHO MX
MOTPEOHOCTH B pecypcax TpeOdyeT paboT Mo MepeMenIeHHIO Y3JI0B MU MePENpOKIIaIKe JTNHUH repeiadn

JaHHBIX.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccoi » & admin v

& Meaua >
AN o con .

53086

2 Xpaxunuue /LAN 1P
B Coburua > Macka VLAN

@ Cucrema > Loz VLAN

|5 IIpumeuanue: Ilopsnox HacTpoiiku VLAN B KOMMyTaTOpax cM. B pyKOBOJICTBE M10JIb30BATENsI BAIIErO
KOMMYTaTopa.
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8.2.2.2 PPPoE

Ora Kamepa nmoanaepkuBaeT PyHKIno aBTon03BoHa 1o PPPOE. [Tociie moakimodeHnst KaMepsl K MOJIEMY OHa
nosyyaeT obmenoctynuelil IP-aapec ¢ noakmouenuem ADSL. Bam HeoOxoaumo HacTpoutsh napamerpsl PPPoE

CETEeBOU KaMepBl.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycori « & admin ~

& Meaua > | v SNMP  8021x  Bomour  RTMP  SIP VPN [onommuTenbio

[
@

B XpaHunuwe Vms nonssosaTens

B Cobbitus >

ChcTema > OATBEPANTE Napona

®

|5 IIpumeyanue:

o [lomyuennsiit IP-anpec nuaammnyeckn HazHavaetrcst uepe3 PPPOE, moatomy IP-anpec Bcerna
M3MEHSETCs TIOCIIe Tiepe3arpy3ku Kamepbl. YToObl yCTpaHUTh Heyno0cTBa TuHaMu4deckoi |P-
azipecaliuy, BaM Heo0XoauMo moiy4uuts gfomeHHoe ums y DDNS-niposaiinepa (k npumepy,
DynDns.com)

e lMs nmonn3oBaTens U napoJib MpeaoCTaBJIAOTCA BallUM HHTCpHeT-HpOBaﬁHCpOM

8.2.2.3 SNMP

Ber moxere Hactpouts GyHkmmo SNMP, aro0b1 morydaTs HHPOPMAIHIO O COCTOSIHUU KaMephl, TapaMeTpax
1 MHQOpPMAIIHIO, CBSI3aHHYIO C TPEBOraMHU, U YIPABIATh KaMepoi yJalleHHO, KOT/la OHa MOJKIII0YEeHA K CETH.

[lepen wnactpoiikoii SNMP 3arpysure mnporpammuoe obecneuenne SNMP wu mompoOyiite TOTy4YUTH
uHpopmanuio o kamepe uepe3 nopr SNMP. Tlocne ycranoBku anpeca npepbiBanus (Trap Address) kamepa
MOJKET OTIIPABIISATH TPEBOXKHBIE COOBITHSI U COOOIICHUS 00 UCKITIOUEHHSX B LIEHTP BHACOHAOIIOACHUS.
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Smartec STC-IPM3610/1 rev.3 Estima @ Pycomit ~ & admin ~

& Meaua » | wan peeoe 8021x  Bompur  RTMP  SIP PN fononmuTensho

B Xpawunuwe BT SNMP V2

B Cobbitun » Tpynna Hemna publi

| nopr snmP

pr SNM| 161 1-65535]

Tab6auna 8.2.2.3. Onucanue KHOMOK

ITapameTpsl DYHKIHOHA

SNMP v1/v2
Bepcua SNMP. MNoxanyiicta, BbibepuTe BepCcUto Ballero nporpaMMHoro obecneyeHuns

SNMP.

Bkntountb SNMP v1: He obecneunBaeT 6e3onacHoOCTb
Bkntountb SNMP v2: TpebyeT naponb gnsa gocryna
Fpynna 3anucu: Beegute nms rpynnbl ¢ npaBaMu 3anucu

Fpynna YteHus: Beeante nmsa rpynnbl C NpaBaMun YTeHNs

SNMP v3
Bkniountb SNMP v3: O6ecneunBaeT WNpoBaHne, NO3ITOMy HEOOX0AUMO

3apencTBoBaTb npotokon HTTPS

Be3onacHoe ums Ha uteHue: Beeante nvs rpynnbl C NnpaBamMu 4YTeHusa c
napameTpamu ©6e3onacHocTu.

YpoBeHb 3awmThbl: CyLLEeCcTBYIOT TPy YPOBHS 6€30MacHOCTU: aBTopu3aums ¢
Bblaaden npas (auth, priv), aBTopusauus 6e3 Bbigaqm npas (auth, no priv), 6e3
aBTopu3auuu 1 Bblgaym npas (no auth, no priv)

Be3onacHoe ums Ha 3anucb. Beegute nms rpynnbl C npaBamMmun 3anmcu c
napameTtpamu ©e3onacHocTu.

YpoBeHb 3awmTbl: CyLLEecTBYIOT TpW YPOBHS 6€30MacHOCTU: aBTopU3aums ¢
Bblgaden npas (auth, priv), aBTopusaumns 6e3 Bbigaym npas (auth, no priv), 6e3
aBTOpU3aLmMu 1 Bblaaum npae (no auth, no priv)

www.smartec-security.com
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Mopt SNMP Mopt SNMP, no ymonyaHuio - 161

CoxpaHuTb KOHMrypaumtio.

|5/ MMpumeuanne:

e Hactpoiiku nporpammuoro odecniedenuss SNMP 1opkHBI cOBNaaTh ¢ HACTPOHKAMH, KOTOPHIE BBI
3ajlaeTe Ha Kamepe

e Jlns Toro 4roObl HACTPOWKU BCTYIHJIM B CHITY, HEOOXOIMMa Iepe3arpysKa

8.2.2.4 802.1x

[Tpu Brutouenun mpanHou omumu, cranaapt |IEEE 802.1x obGecneunBaer mmdpoBaHue Bcex JaHHBIX Kamepbl, B
TOM 4HciIe U MH(OpMaIMK O NOJIb30BaTeNe/Iapolie.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccrni & admin v

% Meana » | wvian peRoE snmp x  Bonour  RTMP  SIP VPN [ononmrensio

B Xpanunwe Bepcus Eapol
E Coberrua > VIMA NONb30BaTe!

@ Cuctema ) taporns

8.2.2.5 Bonjour

Bonjour ocnoBan Ha cirysx6e mHOroaapecHoro DNS ot Apple. Ycrpoiictsa ¢ mognepxkoit Bonjour moryr
ABTOMATHYECKH TEePEIaBaTh CBOIO CIIYy)KEOHYI0 MH(POPMAIIMIO U TIOIY9aTh CIYKeOHYI0 HHPOPMAITHIO OT

IPYIUX YCTPOMCTB.
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Ecnu nadopmanmm o kamepe HET, MOKHO HCIIOJIB30BaTh CIIyk0y Bonjour B ToM ke JTOKaIbHON CeTH s
MOKCKa CETEBBIX KaMep, a 3aTeM - JUIsl OCTYTa K HUM.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycomi « & admin «

% Menua > | VAN PPROE SNMP  8021x RTMP  SIP VPN [lononwenswo

© Cen >

B Xpauanae

[E Cobuitus »

&

8.2.2.6 RTMP

IMporokon obmeHa coobieHussiMu B peaibHoM Bpemenn (Real-Time Messaging Protocol, RTMP) n3nauansHo
SIBJISLICS TIPOIIPUETAPHBIM IPOTOKOJIOM TSl TIOTOKOBOM MEpeiauy ayanuo, BUIEO U JaHHBIX uepe3 VHTepHeT
mexy npourpsiatesiem Flash player u cepsepom. RTMP - 310 mpotokoi Ha ocaoBe TCP, koTOpBbIit
HOJICP)KUBACT TIOCTOSIHHBIC COSMHEHNUS 1 00ECIICUMBACT CBSA3b C HU3KOM 3aepkKoil. C ero moMoIs MOKHO
peanu30BaTh QYHKIMIO TPAHCIISAIMH )KUBOTO BHICO, O3BOJISIS KITMEHTAM TOAKIIOYATHCS K KaMepe U3 JIF000ro

MECTa, rac UMECTCA CCTh.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycomit + & admin «

B Xpannuwe
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|5/ Mpumeuanne:

e Ecmu JJIs1 TPAHCJIALUU ) KUBOI'O BUACO Ha YouTube HCIIOJB3YCTCA HEAJABHO CO3JIaHHAasA y4€THasA 3alllChb,
ISl €€ aKTUBAIMU U MMOCJICAYIOIIECTO UCITIOJIb30BAHUA (bYHKHHH TPAaHCJIAIHUU ) KUBOT'O BUACO HGO6XOI[I/IMO

noxoKaaTh 24 gaca.

e B ciayugae ¢ RTMP, nmockonbky mist YouTube Henmb3s nucnonbs3zoBath G.711, Ha qaHHO# miaTdopmMe MOKHO
BOCIIpOM3BOANTH BUACO ¢ IP-kamep Estima Tonbko ¢ kogupoBanreM Buaco H.264 u koaupoBaHueM ayiuo
AAC.

e Anpec cepsepa B uHTepdeiice RTMP IP-kamepb! moimkeH ObITh 3aII0JTHEH B ClieaytomeM ¢popMmarte:
rtmp://<anpec_cepBepa>/<koj_moToka>. CieayeT HIOMHUTH, YTO JUISl YCTAHOBKH COCTMHEHUS MEKITY

<azpecoM_cepBepa> M <KOJOM IIOTOKa™> B aJpece OJIKCH MPUCYTCTBOBATH «/».

8.2.2.7 SIP

ITporokon mHuIMupoBanus ceanca (SIP) - 3TO CUrHaNBHBIA MPOTOKOJN CBSI3M, IIUPOKO HCIIOIB3YEMBIH JUIs
KOHTPOJISI TaKWX MYJIbTUMEIMHHBIX CEaHCOB CBS3HM, KaK TOJOCOBBIE M BHIEO BBI3OBHI 110 HHTEPHET-
npotokony(IP) B ceTsix. O1a cTpaHuIa Mo3BoJIsIET MOJIB30BATEN0 KOH(GUTYpUPOBaTh IapaMeTphl, CBA3aHHbIE C
SIP. CereBble KaMepsl MOKHO HAaCTPOUTH B KayeCcTBE KOHEYHOI TOUKHM s BbI3oBa SIP mpu cpabareiBaHuu
TPEBOTH; WJIH IPUHUMATh BBI30OBHI C Pa3pelIeHHOT0 HOMepa, YTOOBI IPOBEPUTH BUJIEO, €CIH HCTIoib3yercst IP-
TeneoH ¢ PyHKIHUEH BUACO3BOHKA.

Smartec STC-IPM3810/1 rev.3 Estima @ Pycciit ~ & admin v

% Menna > LAN PPROE SNMP 802.1x Bonjour RTMF VPN AonanHHTENsHO

B Xpauunnue SIP permcTpaynA [——
CoBuhA ) D nonssosarens

B Cucrema H

(1-65535)

s Henoneayiire 0 &

CIUCOK 8130808 >

Beneuil cnucox >
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UTo0OBI UCTIOTB30BATh ATy (PYHKITHIO HEOOXOAMMO IPABHIIBLHO 3a/1aTh TapamMeTpsl Ha cTpanuiie SIP. SIP moxHO
HACTPOUTH Ha JIBa CIIOCO0A MOJTyYCHHUsT BUJICO: TIEPBEIH - Ha0paTh |P-ampec HampsiMyto, BTOPOIi - PEKUM
pEerucTpaiyy Y4eTHOU 3aIKMCH B CIEAYIOIIEM MOPSIIKE:

1-# cmoco6: Hampsimyro mo IP

Hab6epure IP-anpec kamepsl HermocpeacTBeHHO uepe3 SIP-tenedon, 4To0bI mpocMaTpuBaTh BUICO

=] Ipumeuanue: SIP-TenedoH u kKamepa TOJDKHBI HAXOAUTHCS B OJTHOM CETMEHTE CETH.

2-i cmoco6: Perucrpanus yueTHOH 3anucu

1) [epen ucnons3oanuem SIP HE0OXOAMMO 3apETUCTPUPOBATH YUETHYIO 3aIUCh JIJIsl KAMEPHI ¢ cepBepa
SIP;

2) 3aperucTpupyiTe Ipyryro Y4eTHYIO 3anKch nojb3oBarens aus SIP-ycrpoiictBa ¢ Toro xe SIP-cepsepa;
3) Br13BaB unenTudukaTop mnoip3oBaress kKamepsl ¢ ycrpoiictBa SIP, BbI momy4uTe 10CTy K BUAEO HA

ycrpoiicte SIP

[HacTpoiiku SIP]

HacTpoiik1 SIP ~

BENHMHTE )]

SIP permcTpayma BrMOYMTh

1D nons3osatens 500

Mma nonb3osaTens sipclient

Maponk [ —

Anpec cepsepa 192.168.5.101

MopT cepeepa 5060 (1~65535)
CeTesod NpoToKon upP

BuaeonoTok Bropoit noTok

BKNOYMTL ayu0 BbI3OBOE B SIP

OrpaHuM4eHne pasrosopa 1800 s Menone3ayiTe O anA

CHATWA OrpaHWYeHrA
Cratyc HeT perucTpaumu
CNUCOK BLIZ0BOB >

Benbli CnMcok ¥
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Taoauna 8.2.2.7. Onucanue KHOIOK

IHapameTpsl

DYyHKIHOHAJ

BknounTtb

3anyck unmn octaHoBka ucnosnb3oBaHns SIP.

LP] Mpumeyanue: SIP nogoepxviBaeT npsimon |P-BbI30B.

SIP peructpauus

Bbibepute ucnonb3yembln pexum: Bkmiounte munm OTKNOYATD.
Bkntountb 03HayaeT wucnonb3oBaHwe SIP € y4eTHOM 3anuchbio.
OTkMounTL 03HayaeT wucrnonb3oBaHue SIP 6e3 y4veTHOW 3anucw,
ncnonb3ynte IP-agpec Ans Bbi3oBa.

Pexum
Pexum
npocTo

ID nonb3oBartens

WoeHntndukarop SIP.

WAmsa nonb3oBatens

Wms yyeTHowm 3anvcu SIP.

Maponb

Maponb yyeTHow 3anucu SIP.

Apnpec cepBepa

IP-agpec cepBepa.

MopT cepBepa

MopT cepsepa.

CeTeBOM NPOTOKON

UDP/TCP.

BugeonoTtok

BeiGpaTb NOTOK BUAEO.

BkntounTtb ayamo BbI3oBOB B SIP

BkntounTb/BbIKMIOYMTL ayano B 3BOHKax SIP

OrpaHuyeHue pasroBopa

MakcumansHas NpoAOIMKUTENbHOCTb BbI30OBA NPU UCNONb30BaHNN SIP.

Cratyc

Crartyc pernctpauum SIP

www.smartec-security.com
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[Cncox BBI30BOB]

HacTpoitkm SIP

Benblit cnucok

Smﬁiec

b

CrNHCOK BbI30BOB <

SIP-
n - THn KOHTaKTa 3ameTka Bpema paGoTil Yaanute

HeT faHHbIx

[NoGaBEnTb

Tadauna 8.2.2.7.2. Onucanue KHOIMOK

ITapameTtpsl

DOyHKIHOHAT

HoSaeuTk

[o6aeutb Homep SIP.

Twun koHTakTa: Homep TenedoHa (3BOHOK No HOMepy TernedoHa) n Npsamoi IP-
BbI30B

Homep a6oHeHTa: 3BOHOK N0 HOMepy TenedoHa unu Ha IP-agpec.

3ameTtka: OTobpaxeHue nMeHw.

Bpems paboTbl: PacnvcaHune ucnonb3oBaHus SIP.

=]

Ypanutb BbIOpaHHbIN HOMEP.

YOanuTs Bce

Ypanutb BCe HOMepa.

[ 81
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[Benbrii cniucok]

Smﬁiec

HacTpoiiku SIP >

CrnUWCOK BEIZ0BOB >

Benbiii cnMcok -

BirntoumTs hMNETP NO CIMCKY HOMEPOE

SIP-TenedgoH TN KOHTAKTA YAanuTe

HET AaHHBIX

[oGaBnTs

Tab6auna 8.2.2.7.3. Onucanue KHOIMOK

ITapameTtpsl

DOyHKIHOHAT

Bknountb (punbTp NO CNUCKY

Ecnu onuus BknoyeHa, NOAKMOYAOTCA TOMbKO Ha3HAYeHHble TeJ'IerOHHbIe

HOMepoB HoMepa unu IP-agpeca
Twun koHTakTa: Homep TenedoHa (3BOHOK No HOMepy TeredoHa) n Npamoi |P-
OoGaEHTL BbI3OB.

Homep aboHeHTa: BknioveHne Homepa TenedoHa unm IP-agpeca B 6enblii
CNNCOK

[ 82
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8.2.2.8 VPN

Virtual Private Network(supTyanbHas yacTHast CETh) — CETEBOM MPOTOKOJ TS 3AIIUIIECHHBIX MO KITFOYCHHIA

Yepe3 UHTCPHET K YACTHBIM CETAM.

@ Pyt~ & admin «

Smartec STC-IPM3610/1 rev.3 Estima

% Menva > VLAN PPPOE SNMP 802.1% Bonjout RTMP sip [lonoNHMTENsH
[N o -
Basosbil
B Xpannuwe aiin KoHATypaLMH Open
[E Cobermua >
E Cucrema »
| VPN status
Tokans i 1P
manenmeil IP-anpec
MIPOROMKHTENEHOCT:

8.2.2.9 JIonoaHuTeIbHO

Hacrpoiika nononaurensHbix GyHkimii: Push coosrrust u ONVIF.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycooni ~ & admin ~

& Meawa > | wian PPPOE SNMP 802.1x Bonjour RTMP siP VPN
@ @ Cem >
| Hactpoiika Push cooGujenmii
Basosti
O} |
B XpaHunuue Twn Push co0bTi

[E Coburua
| HacTpoiikn ONVIF

& Cuctema >
Briounte
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Taoauna 8.2.2.9. Onucanue KHOMOK

ITapamMeTpsI

DOYyHKINOHAJ

HacTtpoiika Push coo6weHun

BknounTtb: BkniounTb/BbIKMHOUNTL QYHKLNIO

PEOaKTMPOBATL

Twun Push cobbiTnn: Haxmute ans Bblbopa Tunos

COObITUIA:

Tun Push coBbiuit

Bce

[ETEKUMA OBIKEHNA [etekuun cadoTaxa BX0 B 30HY

TMoKMAAHWE 30HbI TMHUA NepeceseHna MpeGbiBaHne

PacwupeHHas aetekun aewxE@Aoncyet moaei OCTABNEHHBIRMEPEMELYEHHEI 00bEKT
[Oetexuma nuy

CoxpaHuTb OTMEHHTB

HacTpoiiku ONVIF

BkntounTtb unu BeikntounTb dyHKUMio ONVIF. [o3BonsieT HaxoauTb B CETU Kamepy
cTopoHHum MM0O.

[ 84
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8.3 Xpanunuwe

8.3.1 Vnpasnenue xpanunuwem

Smartec STC-IPM3610/1 rev.3 Estima

N o
| sD xapra
® oo
& | | Nas
[E Coberun
& Cuctema >

www.smartec-security.com
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Taoauna 8.3.1. Onucanue KHOMOK

ITapamMeTpsI

DOYyHKINOHAJ

SD kapTa

®opmart: OthopmaTupyinte SD-kapTy, dainbl Ha SD-kapTe GyayT yaaneHsl.
MoHTupoBaTtb/pasmoHTUpoBaTh: [MoaknounTe/oTkNoUNTE SD-KapTy.

Ypanutb: lMNpu BKIIOYEHWUM LMKIIMYECKOW Nepesanncu, korga ceobogHoe
MEeCTO Ha Aucke AOCTUrHET onpeaeneHHoro 3HavYeHusl, aBToMaTUYeCKu
yaanseTcs onpeaeneHHbI NpoLeHT aninoB B COOTBETCTBUM C BaMMM
HacTponKamu.

NAS

Ona XpaHeHUa 3anncaHHbIX (baVIJ'IOB W T. 4. B CETU JOSMKEH ObITb
[OOCTyNneH v npaBuiibHO HAaCTpPOeH CceTeBON OMCK.

NAS (ceTeBoe XpaHUNULLE) - NOAKIIOYEHNE YCTPOMCTBA XpaHeHUs K
CYLLECTBYIOLLEN CETU, 0BEecneynBaeT xpaHeHne JaHHbIX U dalnnos.

Appec cepeepa*
MyTb K dhainam=

Tun ©C NFS

CoXpaHWTb OTMEHUTE

Apnpec cepBepa: |IP-agpec NAS-cepsepa.
MyTb k pannam: Beegute nyTb k paviny NAS, Hanpumep «\nyTb».

Tun ®C: JoctynHel NFS n SMB/CIFS. Takke, ecnu BbibpaH SMB/CIFS,
MOXMHO 3afaTb UMS NONb30BaTENs M Naporb, YTOObl rapaHTMpOBaTh
©e3onacHoCTb.

Mpumeyvanwue:

. K kamepe MoxHO nogknounTb o 5 auckos NAS

[ 86
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@ Pycomite & admin v

% Menwa > NpaBNEHHE XpaHHNMLIEM . HacTpoiH cHAMKCE TRpBIT

@ @ Cem -
| HacTpoRku xpaHunHLA
Basonei
Pacumpeti ERIOHTE JBTOMATHMECKYI0 QUHCTRY AMCKA
B Cobuimun > -
| Hacrpodixm pacnucarun
@ Cuctem: >
& Cuctema . "
Bek
Ty
BIp
Cpa
i
N
L= ]

Tao6auna 8.3.2. Onucanue KHOMOK

ITapameTpsl DYHKIHOHAT
Bkntountb
aBTOMaTU4eCKyIo Mpu BKMHOYEHUN AA@HHOW ONuUK BCe (haiinbl B XpaHunuile 6yayT yaaneHbl Npy OCTUXKEHUN
O4YUCTKY ANCKa yKka3aHHoOro obbema gaHHbIX.
Mpeasanucb

Bpems npensanvcu oo cobeitmsa, 0~10c.

HacTpoiiku pacnucanns | o crooumy pacnucanme sanven.

| HacTpoWkH pacnMcaHuA

Bck
Mnug
Brp
Cpa
Y1B
[TH

coT

BuiGpats Bce OYUCTUTE BCe

www.smartec-security.com
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ITapameTpsI DOYyHKUMOHAJ
HacTtpoiku KonunpoBatb pacnucaHue Ha Apyron AeHb.
pacnucaHus
KonupoBaTe B...

BCk Mg

Btp

Y1e MTH

ceT =

CoxpaHuTb

BbiGpaTb BCe pacnucaHus.
BuiOpate Bce

CYWACTATR B
OHACTHTE BCE OuUUCTUTL BCE PaCUCaHUS.

CoxpaHuTb KOHMrypaumtio.

|5) MMpumeuanne: SD Card or NAS are available.

8.3.3 Hacmpotixu chumkos

Smartec STC-IPM3610/1 rev.3 Estima @ Pycckaii ~ & admin ~
» YPABNEHHE XPaHHMHILIEM HaCTPORKN 3ANHCH PORKH " OTHpHITE
| Hacrposinm cxmmros
| WrTepsan 1 4 1~168)

&

E CobbimA > COXPaHUTE B XPAHUMHLLE

@ Cuctema > 3akavars wa FTP

OmpasuTs no E

HTTPcoobuerme

| Hactposkn pacnucanun

0 . 8 1 PR
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Taoauna 8.3.3. Onucanue KHOMOK

ITapamMeTpsI

DOYyHKINOHAJ

HacTtpowkn cHumkoB

Bknountb CHAMKM NO pacnucaHuio: [ns BKNOYEHUS AaHHOW (DYHKUMN HEO0DXoanMO
NoCTaBUTb COOTBETCTBYIOLLYIO ranoyky

WHTepBan: YcTaHoBUTE MHTEpBan Mexdy CHUMKamu, BBeWTe KONMYecTBo U Bbibepute
efMHULY M3MepeHust (MUNNUceKyHay, CEKYHAY, MUHYTY, Yac, AeHb)

CoxpaHuTb B xpaHunuuie: CoxpaHuTe CHUMKKU Ha SD-kapTy unu NAS n Bbibepute,
no6aBnsaTb v B MMsa hanna cydpukc BpemMeHn nnm nepesanucaTbe umsa 6asosoro davina

3akauyatb Ha FTP: BoirpyxaTe cHUMku Ha FTP.

OTnpaBuTtb no Email: OtnpaBnATb CHUMKKM no Email.

L'_.J MpumeyvaHune: Ecnu Bbl ycTaHoBUTe fobaBneHue cyddurkca BpemeHn, byaet
COXPaHATLCS KaXabIi CHUMOK, HO TOMbKO NOCIeaHWIn CHUMOK, €Cnn Bbl BbibepeTe
3ameHy nmeHn 6asoBoro canna. Korga Bbl BbIbupaeTe nepes3anucb Ha3BaHUst
6asoBoro darna Ha SD-kapTe, co3gacTca ann ¢ umeHem «Snapshot», kyaa

COXpaHAeTCAa CHUMOK

HTTP-coo6weHue: 3arpyxatb CHUMKM Yepe3 HTTP-coobLieHns

HacTpoiku
pacnucaHus Pe,D,aKTMpOBaTb pacnucaHune 3anmcu
| HacTpoMlKku pacnucaHus
i 2 4 ] i 0 2 4 16 18 20 2 24
Bck
Mug
Bip
Cpa
YTB
T
CorT
BulOpate Bce O4HUCTHTE BCE
HacTtpoinku KonupoBaTb pacnucaHvne Ha Apyron OeHb.
pacnucaHusa
KonWpoBaTs B... | =
MHa
BTp Cpa
qTB MTH
coT
CoXpaHuTb
BeibpaTb BCe pacnucaHus.
BeiGpaTe Bre
a4 T - re
LHHCTITE BCE OuncTNTL BCE pacnmcaHus.

www.smartec-security.com
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CoxpaHuTb KoHurypauutio.

8.3.4 Omkpvimo

Ha sro0ii cTpanune, eciu HacTpoeHo coxpaHenue Ha SD-kapty wiu NAS, OynyT oToOpakaTbcsi COXpaHEHHBIE
¢aiinbl. Bel MoXeTe exXeIHEeBHO HaCTpauBaTh PACIMCaHUS BUIECO3AIUCH U COXPaHITh BUieo(dailsibl B HyKHOE

MCECTO.

|5) Mpumeuanne: daiinbl qocTynHbl mocie ycraHoBku SD-kaptel. He Berasistitte 1 He moakiouaiite SD-kapry
[pY BKJIFOUEHHOM NUTaHUU.

Buneodaiinst Ha SD-kapte ynopsmoueHsl 1o gare. Daitnibl 3a KaKAbIH 1eHb OyIyT 0TOOpaXaThes MO
COOTBETCTBYIOILEH JaTOM, OTCIO/1a BbI MOKETE KOUPOBATh U yIANIATh (ailinbl U T.4. Bel MoXkeTe nmpocMoTpeTh
daiinel Ha SD-kapTe mo ftp, mHanpumep, ftp://username:password@192.168.5.190(imst ob30BaTess U Mapoiib
COBIAJAIOT C YYETHOM 3anMchio Kamepsl, a IP-anpec - ¢ IP-agpecom Bamero ycrpoiicTsa. ).

& Menna > pasneHme xpaHnHLLE HacTpoiika 3anuch HacTpofikn cHmMKoR

[E Cobumua )

& Cucrema >

90
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8.4 Cobvimusa

8.4.1 bazoeswvie cobbimus

8.4.1.1 JleTekus IBUKSHUS

Smartec STC-IPM3610/1 rev.3 Estima

% Menua > Onosewexwa

1B

Cems

8 Xpannnmue

B Cobhun ~

@& Cucrema > HaCcTpoiKK pacnucanua

Onosewenna no Tpesore

[Topsinok HacCTpoMKH:

Hlar 1: ITocTaBUTh raJIouKy BKJIIOYHUTH AECTEKIHIO.

lar 2: [TocTtaBuTh rayiouKy BKIIIOUNTE aHAIN3 TBUKCHHUS.

lar 3: BeiOpaTh pekuM JCTEKIINH.

ar 4: 3agate 0061acTh OOHAPYKEHUS IBUKCHHUSL.

www.smartec-security.com

@ Pyccimit v

& admin v
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Taoauna 8.4.1.1. Onucanue KHOMOK

ITapamMeTpsI

DOYyHKUMOHAJ

Bkn. getekuuio

[ns BkNtoYeHns gaHHON (byHKLI,VIM HeobXoAuMOo NOCTaBUTb COOTBETCTBYHOLLYHO
ranodky

Bkn. aHanu3 gBuXxeHus

I'Ip|/| BKNMOYeHNN aHann3a gsmxeHund, OBUXXeHne B Kaape 6y.ueT
noacee4vnBaTbCA XenTbiM.

@ MpumevaHue: lNoggepxuBaeTcs ¢ BKMOYEHHbIM HTTP B x1MBOM
npocMoTpe.

Buibpats Bce

Mocne HaxaTus KHOMKW ABWXEHME B BbIOpaHHOW obnactu byaet npoucxoantb
obHapyxeHue.

OYUCTHTE BCE

[Mocne HaxaTust KHOMKM obnacTb, HapucoBaHHada A0 3TOro, ygandertca.

CoxpaHuTb KOH(Urypaumio.

[ 92
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[OcHoBHBIE HaCcTpOIiKH]

Brn. peTekUMo
BEN. aHanM3 OBWAHEHWA

CCHOBHBIE HACTPORKH -

Pexiam © HopwmankHbii pexum PacUMPEHHBIA PERMM

YyBCTBUTENLHOCTb 5 ——C)

Pexam Onvif Motion ActiveCells HopManbHo

HaCTpoiik1 pacnucaHua )

ONOBELEHWA NO TPEBOTE )

Taoauua 8.4.1.1.2. Onucanue KHONMOK

ITapameTpsl DOyHKIHOHAT

Pexum
[OCTYNHbI HOPManbHLIN N PacLUMPEHHbIV pexnM. B paclumpeHHoOM pexume
nonb3oBaTeslb MOXET BblbpaTh 40 4 PErMOHOB AETEKLUN U YyBCTBUTENBHOCTL B
HUX.

YyBCcTBUTENLHOCTL YpoBeHb 4yBCTBUTENBHOCTH, 1~10

Pexum Onvif Motion ActiveCells | 1ocTynHel HopmarnbHbIi 1 COBMECTUMBIN pexiuM. COBMECTUMBII AMsi paBoTbl CO
CTOPOHHWMU MPOTPaMMHbLIMU NPOAYKTaMMU.

[ 93
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[HacTpoiiku pacnucanus|

lar 5: 3amate pacnricanne OOHAPYKEHUS TBUKCHUS,

Brn. peTekumo

BKMN. aHaNW3 OBWHEHWA

‘ OCHOBHLIE HACTPORKA 3 ‘

HacTpoikM pacnucaHua ~

z 4 ] i 10 12 14 16 18 20 por's &

| BuiGpatk Bce || OYMCTHTE BCE

‘ OnoBeLYEHHA NO TPEBOre ¥

COXpaHHTL

[ea 1

WWww.smartec-security.com
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Taoauna 8.4.1.1.3. Onucanue KHOIOK

ITapamMeTpsI DOYyHKUMOHAJ

KonupoBaTb pacnucaHune Ha apyromn OeHb.
KonupoBaTk B... x @

Mua
BTp Cpa
YTe [TH
cer

BbiGpaTb BCe pacnucaHus.
BriGpats Bece

OuUCTHTE BCE OunCTUTL BCE pacnmncaHms.

[OnoBemenust no Tpesore]

Ilar 6: 3agath AeicTBUE 11O TPEBOTE,;

Brn. peTekumo

Brn. aHanu3 OEWHEHWA

OCHOBHLIE HACTPORKK »

HacTpoikK pacnucanna >
3annce H
CHUMOK )

Monocoeoe coobweHne Ha SIP-Tenedion MowanyicTa, sunoquTe SIF

HTTP YeegoMneHWe H

www.smartec-security.com
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Taoauna 8.4.1.1.4. Onucanue KHOIOK

ITapameTpsI DOYyHKUMOHAJ
3anucb Bpems paboTbl: [JocTynHbI LWECTb pa3nuyHbix nepuogos 3anucu (5, 10,
15, 20, 25, 30 cekyHA)
CBa3b: CoxpaHntb Ha SD-kapTy, NAS unu 3arpy3uTb Ha FTP.
CHuUMOK Kon-Bo cHuMKoOB: KonnyecTtBo CHUMKOB, 1~5

WHTepBan: Henb3s nUsMeHWTb 3TO 3HAYEHME, ECN B KONMYECTBE CHUMKOB BblGpaHo
3HadeHue 1.

CBaA3b: CoxpaHutb Ha SD-kapTy, NAS nnu 3arpysutb Ha FTP, oTnpasuTb
nmenn.

FonocoBoe coo6LueHune Ha SIP-
TenedoH

MoppepxuBaeT BbI3oB SIP nocne BkntoyeHns SIP hyHKUUN B HACTPOMKaXx.

HTTP YBeoomneHue

Mopaepxka BCNIbIBAIOLMX COOBLLEHMIA O TpeBore no ykazaHHoMy HTTP-agpecy.

MpumeyaHwue:

r

o K ogHOMYy 1 TOMy e coBbITMIO MOXHO A00aBuTb He Gonee Tpex HTTP-
yBE4OMIEHI.

o HTTP-yBegomneHne nogaepxveaeT 6a30By0 U AangKecT-ayTeHTUdMKaLMIO

www.smartec-security.com
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8.4.1.5 Onosemenus

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccrai » & admin v

*n Menwa ) Nerexiyn newxenin

3]

@ Cemn >

| Tunrpesorn  Omemiosenme o1 cemn

B Xpannnuwe
o

5 CobuiTHA ~
| onceewennn no Tpescre
3anmcs >

Crmmox >

Tab6auna 8.4.1.5. Onucanue KHOMOK

ITapameTpsI DYyHKIUOHAT

Twun TpeBoru OTkntoyeHue ot cetn, KoHdnukr IP agpeca, 3anucb He yaanacb, SD kapTta
3anosiHeHa, SD KapTa He MUHULUManu3npoBaHHa, Owubka SD kapTbl, Het SD
KapTbl

MocTtaBbTe ranoyky ana BKNoYeHuaA Bbl6paHHOFO TKna TpeBorun

Cwm Tabnuuy 8.4.1.1.4.
OnoBeLeHNA No TpeBore

www.smartec-security.com
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8.4.2 Cobovimus VCA

OYHKINA UHTEIJICKTYaJIbHBIX COOBITUI UCIIONIb3YET TEXHOJOTHIO aHanu3a BugeokonteHta VCA. Ananu3
BUJICOKOHTEHTA 00ECIIeYNBACT PACIIO3HABAHUE IIMPOKOTO Kpyra aTpuOyTOB JIF0el, MalluH U 00bekToB. OH
MOBBIIIACT TPOU3BOIUTEIBHOCTD CETEBBIX KaMep, YTO MO3BOJISIET 3a/IeHICTBOBATh KOMILICKCHBIC (DYHKIIMU

HaOoIeHNs 1 oOecrieunBaeT Oojiee OBICTPOE pearnpoBaHKe KaMep Ha pa3InuHbIe HAOI0JaeMble CIICHEI.

8.4.2.1 Bxox B 30HY

Bxox B 30Hy OMOraeT 3aluTHTh ONPeeNIEHHYI0 00J1aCTh OT MOTEHIIMATBHBIX YTPO3 BXOXKIECHUS B HEE
MOJIO3PUTEIIHLHBIX JIUI] WJTU TONaIaHus B He€ KaKux-1uoo o0bexToB. [Ipu BKitoueHnu 310l pyHKIMH, eciu

0O0BEKTHI MOMAJA0T B BEIOpaHHBIE 00J1aCTH, cpadaThIBaeT TPEBOra.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycowi~ & admin v

3]

% ©
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[Topsimox HacTpOWKH:

[HacTpoiiku neTexmmm|

=] Ilpumeyanune: OCHOBHBIC HACTPOWKH MPUMEHSIOTCS IS BCEX 30H/JTMHHMIA!

Hlar 1: BxitounTte AeTeKIUIO U BEIOEPUTE 30HY JAE€TEKIUH;

lar 2: Beidepure o0bekT nerexnuu(Yemnorex/Tpancmopr).

HacTpoikM aeTekLyMH ~
ognacTe 2 3 4

Brn. peTerLmo

OGBLEKT NETEKLMM Yenoeek TpaHcnopT

([lNA HACTPONKK BblgenKTe 00NacTb M3o0pameHuAl)

OCHOBHLIE HACTPOIIKK >
HaCcTPORKW pacnucaHKua >
OnoBELUEHHA NO TpEBOre >

[ 99
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[OcHoBHBIE HaCcTpOIiKH]

Hlar 3: 3ajpaiite 4yBCTBUTEIBHOCTh U OTPaHUUCHHE pa3Mepa 0ObEKTa

HacTpORKA OETEKLMM )

CCHOBHBIE HACTPOHKM ~

UYBCTEMTENBHOLTh 5 e——()

| OrpaHW4eHWA pasMepa o6BeKTa

PE0aKTUPOBATL
* Pixels (1*1~320*240)
* Pixels (1*1~320*240)
{ONs HACTPOMKM BblAennTe obnacTet M3oOpaxeHual)

HacTpoHKM pacnucaHna )

OnoBeLYEeHns No Tpesore )

Taoauua 8.4.2.1. Onucanue KHONMOK

IMapameTpsl DYHKINOHA
y HoctynHbl yposHu oT 1 go 10. No ymonyaHuio ycTaHOBIEH YpoBeHb 5. Yem Bbille
YBCTBUTENBHOCTL YYBCTBUTENBHOCTb, TEM Nerye OCyLLEeCTBMNAETCS 3anncb ABUXKYLLUMXCS OOBEKTOB B
pesynbTaTax.
MuHMManbHLIN 3afante MUHMMarbHbIA pa3mep o6bekTa B nukcenax, Mo ymonyaquio
MUHUMarnbHbIN pasmep 3*3.
MakcumankHein 3apaiiTe MakcUMarbHbI pa3mep o6bekTa B nukcenax. Mo ymonyaxuio

MaKcMmanbHbI pa3mep 320*240.

[ 100
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[HacTpoiiku pacnucanus|

Ilar 4: 3anaiite pacniucanue oOHapyKESHUS

| HacTpoiikn QeTerumu > ‘

| OCHOBHBIE HACTPOIKN b ‘

HAcTpOMKKM pacnucaHuA ~

z 4 B 8 10 12 14 16 18 0 pord 2

‘ BhiOpats Bce || QUMCTHTL BCE

| OnoBELLIEHWA N0 TPEBOTE b

COXpaHMTh

Tadauua 8.4.2.1.2. Onucanyue KHOMOK

IMapameTpsl DYyHKINOHAJ

KonupoBaTtb pacnucaHvne Ha Apyron AeHb.
KonupoeaTk B... x| a

Bck Mug
BTp Cpa
Yre MTH
cot

CoXpaHHTb

BbibpaTb BCe pacnucaHus.
BriGpats Bece |

OuUCTHTE BCE ‘ OuUNCTUTL BCE pacn1caHusi.
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[OnoBeunienust mo TpeBore]

Ilar 5: 3anaiite omoBemeHus Mo TPEBOTe

HAaCTpOAKK AETEKLMK >

OCHOBHbBIE HACTPOITKM >

HACTpOiAKK pacnucaHus >
3anucke >
CHUMOK >

MNonocoeoe coobweHne Ha SIP-Tenediod [MNo#anyicTa, BEOO4YKNTE SIF

HTTP YeegomneHue b

Taoauua 8.4.2.1.3. Onucanue KHOMOK

IMapameTpsl DOYyHKIHOHAT

3anucb Bpems pa6oTbi: [JoCTynHbI LWECTb pa3nuyHbIX NepuMoaoB 3anucy (5,
10, 15, 20, 25, 30 cekyHa)

CBA3b: CoxpaHnTb Ha SD-kapTy, NAS unu 3arpyantb Ha FTP.

CHumok Kon-Bo cHumkoB: Konun4yecTso cHuMKoB, 1~5

WHTepBan: Henb3a n3meHUTb 3TO 3HaYeHUe, ecrnv B KONNMYECTBE CHUMKOB
BblGpaHo 3HayeHune 1.

CBsa3b: CoxpaHutb Ha SD-kapTy, NAS nnu 3arpy3utb Ha FTP, otnpaBuTb
nmenn.

[ 102
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ITapameTpsI DOYyHKUNOHAJ
r°"°°°B°9T‘;?1‘ég)"éi““e Ha SIP- MopaepxmBaeT BbI30B SIP nocne BknoveHnst SIP (yHKUUM B HACTPOIKaXx.
HTTP YBepomneHue

Mopaepxka BCAnbiBaloLWmMX coobLLEeHNI 0 TpeBore No ykaszaHHoMy HTTP-
agpecy.

8.4.2.2 Tlokuganue 30HbI

OyHKIHS BBIXO/A U3 00JIACTH IMO3BOJISIET YOSIUTHCSI, YTO JIFOIA WIH OOBEKTHI HE TIOKHIAI0T KOHTPOJIUPYEMYIO
o0nactb. JIr000it BBIXO/T JIFOIeH HITH OOBEKTOB U3 00JIaCTH MPUBEAET K CpadaThIBAHUIO TPESBOTH.

Smartec STC-IPM3610/1 rev.3 Estima

@ Pycoani v & admin v

5 Meaua » | Bxonssowy

Ol o ce >
@ 2 Xpauunuue
@ BLITHA -
(f Basosie co0bTHA
Toac4eT oGLeRTOR
Rerenypn nay
Tennosan kapra
@ Cuctema >

Ilopsinok HacTpOWKH:

[HacTpoiiku neTexmmm]

Mpebbisanme  OcTaBnesMbINEpeMewieHHL OBbexT

PacUMpesHan ASTeXMA NBREHUA  [leTexiun caBoTana Ml nep

HacTpodin aeTexpm -

Otnacts
BN, AeTeRun0
OBbEKT AeTERLMM Yenosek Tpancnopt

i
OchoaHse HaCTpoRRA »
HaCTPORKH PACTHCAHHA »

OnoseweHNs No Tpesore >

|5 Npumevanue: OCHOBHBIE HACTPONWKH MPUMEHSIIOTCS IS BCEX 30H/IMHMIA!

lar 1: Bxirouure DeTEKIAIO

u BLI6epI/ITe 30HY ACTCKIUHA

lar 2: Beibepute o0bekT aerekuuun(Yenosex/TpaHcmopr)

103
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HacTpoikM QeTeRLMH e
OfnacTe 2 3 4

BKN. NETEKLMIO

OGbEKT AETEKLWH Yenosek TpaHcnopT

(0NA HACTPOWKK BbiAENUTe 0BNacTk W3oBpaKeHual)

OCHOBHBIE HACTPOIKH
HACTPOIAKA PACNHCaHKA

ONOBELEHHA N0 TPEBOTE

[OcHoBHBIE HAacTpOIiKH]

lar 3: 3anaiiTe 4yBCTBUTEILHOCTD U OTpaHUYEHUE pa3Mepa 00bEeKTa

HacTpoRk1 JETEKLMKU )

OCHOBHbIE HACTPOHKH ~

HYBCTBMTENBHOCTE 5 e—)

| OrpaHW4eHUA pazmepa o6bekTa

PenakTMpoBaTs

* Pixels (1*1~320*240)
* Pixels (1*1~3207240)

(0NA HACTPORKKM BbIAENWTE oGnacTk W3oOpaKeHual)

HaCTpPOWKK PacnucaH1a

ONOBELIEHUR MO TPEBOTE

104
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Taoauna 8.4.2.2. Onucanue KHOMOK

ITapamMeTpsI DOYyHKINOHAJ
y HocTtynHel ypoBHu oT 1 go 10. Mo ymonyaHuio ycTaHoBMEH ypoBeHb 5. YeMm Bbille
YBCTBUTENLHOCTL YYBCTBUTENBHOCTb, TEM Nlerye OCyLLECTBAETCS 3anuch ABMXKYLLMXCS OOGBEKTOB B
pesynbTarax.
MuHMManbHLIN 3afante MUHUMarbHbIA pa3mep obbekTa B nukcenax, Mo ymonyaxmio
MUHUManbHbIM pasmep 3*3.
MakcumankHein 3againTe MakcumarbHblii pasmep obbekTa B nukcenax. Mo ymonyaHuio

MakcumarnbeHbln pasmep 320*240.

[HacTpoiiku pacnucanus|

Hlar 4: 3anaiite pacriucanue oOHApyKEHUS

HacTpoiku geTekumm ¥
(OCHOBHBIE HACTPOMKK 3
1] 2 4 ] & 10 12 14 16 18 20 o2 24

Bck

MHA

Brp

Cpo

Y1e

MTH

cor

BriGpats Bce OYHCTHTE BCE

OnoBelUEHWR No TpEBOME ¥
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[OnoBemenus mo TpeBore]

lar 5: 3agaiite onoBeieHus MO TPEBOTe

HacTpoiAkK OeTekLMK )

OCHOBHLIE HACTPORKA b

HACTPORKK pacndcaHus )
3annce ¥
CHUMOK ¥

MNonocoeoe cooblWeHne Ha SIP-TenedioH MosanycTa, BEModnTe SIF

HTTP Yeegomnenne ¥

[ 106

www.smartec-security.com



http://www.smartec-security.com/

5mﬁiec

8.4.2.3 PacuupenHast JETEKIHsI IBHKCHUS

B omimyme oT TpaaMIMOHHOTO OOHAPY)KEHHs ABIKCHHS, YIy4YIICHHBIH BapHaHT MOXET OT(WIBTPOBATH TaKHe
«IOMEXU», KaK U3MEHEHHE OCBEIICHHOCTH, €CTECTBEHHBIE KoyieOaHusl JepeBbeB U T.1. Eciu 00BbEeKT IBUKETCS B

BbIOpaHHOM 00acTH, cpabaThIBacT TpeBora.

@ Pycowdv & admin v

Smartec STC-IPM3610/1 rev.3 Estima

ReTexyus cadorana TR nepecedenms MpeGbisanme OcTasnenHsinepemelIeNbi oovexT

5 Meava > BX0A 8 30Hy TIOKHAaHHE 30!
& @ Cems >
'HacTpoH AeTex s ~
B Xpannmuwe
(C} oomacns > 1 2 I &
[8 Cobermua -
BKn. ferexyo
& Basosse cotums
| Obbext aerexynn [ Yenosex [ Tpawcnopr
Moacyer obexTon
Retexuus iy
OCHOBHYE HACTPOKN >
Tennosas kapta
= HaCTpORKM pacTCaHHA )
® Cucrema > Lt

Onoewjenwa no Tpesore

[Topsimox HacTPOWKH:
lar 1: BrirounTe AETEKINIO U BRIOEPHUTE 30HY ACTCKIHH

ar 2: Beibepute 00bekT nerekunu(Yenosex/Tpancnopr)
OBnacTe ‘ 1 | 2 3 4

BEKN. ASTEKLMID

OBLEKT [ETEKLMM YenoBek TpancnopT

([lnA HACTPOMKK BbiAENUTE 0GNACTL W300paKeHHAl)

OCHOBHLIE HACTPOMKA )
HacTpOKKM pacnucaHus )
>

ONoBELUEHWA N0 TPEBATE
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[OcHoBHBIE HaCcTpOIiKH]

Hlar 3: 3anaiiTe BpeMsi KpaTKOBPEMEHHOTO HTHOPUPOBAHHUS JBIKEHHSI. ITO MOPOT HECpabdaThIBaAHUS
TPEBOTH

Ilar 4: 3anaiiTe 4yBCTBUTEIILHOCTD U OTpPaHUYEHUE pa3Mepa 00bEeKTa

HACTPORKA OETEKLMK >

OCHOBHBIE HACTPORKH ~

WMrHop. KpaTKOBpPEM. ABMAKEHME — BbIKN.

YyYBCTEBMTENBHOCTh 8 O

| Orpanmnyenns pasmepa o6wekTa

PefakTHpoBaTh
* Pixels (1*1~320%240)
* Pixels (1*1~320%240)
(Ona HAcTpoiikK BoenuTe 0GnacTek M300paxeHusal)

HacTpofKH pacnucaHua »

ONOBELLEHMS NO TPEBOTE >
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Taoauna 8.4.2.3. Onucanue KHOIOK

IMapameTpsl

DOYyHKINOHAJ

WUrHop. kpaTKoBpeM. ABUXKEeHUE

TpeBora He cpaboTaeT ecnu ABWMXEHUE NPOUCXOAUT MEHbLLE 3aJ4aHHOro
BpemeHu. Beikn/1c/2c¢/3c/4c/5.

=/ MNpumeyanue: 3Ta yHKUMA MOXKET NnomoraTb n3berartb NOXHbIX
TPEBOT.

YyBCTBUTENLHOCTDL

HoctynHbl yposHu ot 1 go 10. o ymonyaHuto yctaHoBIEH ypoBeHb 5. YeMm Bbille
YYBCTBUTENbHOCTb, TEM Nerye OCyLLEeCTBNAETCS 3anncb ABMXKYLLUMXCSH OOBEKTOB B
pesynbTaTax.

MuHuUManbHbIN

3apaiiTe MUHMManbHbLIV pasmep o6bekTa B NuKcenax, Mo ymonyaHuio
MUHUMarbHbIN pasmep 3*3.

MakcumanbHbIN

3apaiiTe MakcuMarnbHbI pasmep obbekta B nukcenax. o ymonyaxunio
MakcumarnbHbIn pas3mep 320*240.

[HacTpoiiku pacnucanusi]

Hlar 5: 3anaiite paciucanue oOHApyKEHUs

[OnoBemenus mo TpeBore]

Ilar 6: 3agaiiTe omoBemEHuUs IO TPEBOTE

www.smartec-security.com
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8.4.2.4 Jlerexmus caboTaxa

OOHnapy>keHHe HeCaHKIIMOHUPOBAHHOTO BMEIIATEIbCTBA UCIOIB3YETCs ISl OOHAPYKEHUS TAKUX BO3MOMKHBIX
BHJIOB BMEIATEIbCTBA B pa0OTy KaMephl, Kak pac(hOKyCUpOBKa, MEPEKPBITUE MOJII BUAUMOCTH OOBEKTHBA HITH
NPUHYAUTENBHOE CMEIIeHHe. JTa (yHKIHUS MMO3BOJSIET HEMEIJICHHO OTIOBECTHTH COTPYTHUKOB CITYXKOBI

0€30MacHOCTH, €CIH MPOU3BOASATCS JIFOObIE BRIIICYKa3aHHBIC ICHCTBHU.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycckuit ~ & admin ~

o oGbexT

2 Meana » BXOf B 30Wy TOKHAANHME IOMBI PaCWHPEHHAR NETEKLHA NBUKEHUR [leTeruA catoTaxa TIANMA NEPEC EYEHHR

@ @ Cem )
HacTRoRkH ACTERLMH -
= Xpanunmwe
® B Aerenymo
@ Cobeirua ~
= YYBCTBMTENBHOCTE 6 s}
R
| o VCA HacTpofikn pacnucanus >
Nopcyet ofbexTos
ONOBELIEHHA N0 TPEBOTe H
OeTexyn mmy
CoxpanmTh
@ Cuctema >

[Topsimox HacTPOWKH:

Hlar 1: BK1ouuTh JETEKIUIO U 3a/1aTh YyBCTBUTEIBHOCTH,

HacTpOHKEH OETERLMH ~

BEN. AETEKLMID

YyBCTEMTENBHOCTE 6 O
HACTPOAKK pacnucaHus >
ONOBELLIEHHA N0 TPEBOrE >

[ 110

www.smartec-security.com



http://www.smartec-security.com/
file:///C:/Users/r-baranov/Desktop/Спеки/Smartec%20Перевод/8.4.2.4

Sm ‘ﬁéec

[Hacrpoiiku pacnucanus|

Ilar 2: 3agaiite pacniucanue oOHapyKeHUS,

[OnoBemenus mo TpeBore]

Ilar 3: 3agaiiTe OMOBEIIECHUS 110 TPEBOTE

8.4.2.5 Jlunus nepeceueHus

OOHapy>keHHe nepeceueHus JMHUN paboTaeT B OOJIbIINHCTBE YCIOBUM SKCIUTyaTallud Kak BHYTPH, TaK U BHE
nomeneHnil. Kaxxaplii pas, korga kamepa oOHapyKHBaeT 0ObEKThI, IEPECEKAIOIIUE ONPEIEICHHYIO
BUPTYaJIbHYIO JINHUIO, 3aITyCKAETCs] COOBITHE.

@ Pycckdin » & admin v

Smartec STC-IPM3610/1 rev.3 Estima

s Megua b Bxofy 8 30Hy OKM/aHME I0HBI PacUMpEHHAn AETEKUMA ABIKEHNA [eTesupn caboTana Mpetbisanme OCTaBneHHbIR/NepemeLLeHHEi ofbexT

&

@ Cem 3
HacTpofxm aetesipm 5

8 Xpannniue
Niavua 2 3 4

& Cobemua ~
BRN. AeTERLMID

% @

BaBtie CoOLTHR
anpasneue A->B

T0ACHET OLEKTOR

Otmex

neteym 1 Yenoser @ Tparcnopr

OeTeryyn nuy
oBnacts v e

‘ennosan xapra

& Cwncrema > OCHOBHbIE HACTPOMKM

HacTpofin pacnucanua

Onosewens o Tpesare >

[Topsimox HacTPOWKH:
[HacTpoiiku nerexmmmn]

Hlar 1: Beibepute TUHHIO, BKIIFOYUTE JETEKIMIO U BEIOEPUTE HAIIPABIICHUE

|5/ MMpumeuanne:

* M0>XHO 3a7aTh 0 YEThIPEX OJHOBPEMEHHBIX JTUHUMN. [IpeycMOTpeHsl TpH peknMa 3ajaHusl HallpaBIICHU,
BBIOMPAEMBIX JUIs 3aIlycKa TPeBOTH. «A— B - ecnu kakoi-1mmb0 00bEKT NepeceKkaeT JINHUIO CO CTOPOHBI
«A» B cTropony «B», cpabateiBaet TpeBora. «B—A» - B IpOTHBOIOIIOKHYIO CTOPOHY. «A<>By -
cpabaThIBaHUE TPEBOTH, €CIH OOBEKT MEPECceKaeT JINHHIO C JTF000H CTOPOHBI
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Ilar 2: Beibepute o0bekt aerekuuun(Yenosex/Tpancmopr)

HacTpoHKM OeTekUMK ~

Brn. geTerumio
HanpaeneHue A—=B

OGBLEKT AETEKLMH Yenosek TpaHcnopT

{ONA HACTPONKKW BbIAENMTE 06NacTk W3o0paKeHnal)

OCHOBHBIE HACTPOIKM >
HacTpoMKu pacnucaHus >
OnoBeLIEHWA No TPeBore >
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[OcHoBHBIE HaCcTpOIiKH]

Hlar 3: 3ajpaiite 4yBCTBUTEIBHOCTh U OTPaHUUCHHE pa3Mepa 0ObEKTa

HACTPORKK OETEKLMMK >

OCHOBHLIE HACTPOMHKM -

YYBCTEMTENBHOCTE 5 =——)

| Orpannyenns pasmepa o6ekTa
PefakTMpoBaTh
* Pixels (1*1~320*240)
* Pixels {(1*1~320%240)

(ONA HACTPONKK BbAENKMTE 0GNAcTh U300paKeHUAl)

HACTPORKK pacnucaHKsa >

OnoBeLUeHns No Tpesore »

Taoauna 8.4.2.5. Onucanue KHOMOK

IMapameTpsl DYyHKIHOHAT
HocTtynHel ypoBHu oT 1 go 10. Mo ymonyaHuio ycTaHoBIEH ypoBeHb 5. YeMm Bblille
YyBCTBUMTENLHOCTb
YYBCTBUTENbHOCTb, TEM Nerye OCyLLUECTBAETCS 3anuch ABMKYLLMXCA 06EKTOB B
pesynbTarax.
MuHUManbLHBLIN 3apante MUHUManbHbIA pasmep obbekTa B nukcenax, Mo ymonyaxmio

MUHMMAanbHBIA pasmep 3*3.

MakcumaneHbl1i 3apfaiTe MakcMmarnbHblii pa3mep oGbekTa B nukcenax. Mo ymonyaHuio

MakcumarnbeHbIn pasmep 320*240.
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[Hacrpoiixu pacnucanmsi]

Ilar 4: 3anaiite pacniucanue oOHAPyKEHUS,

‘ HacTpoWKKH AETEKLMK ) ‘

‘ OCHOBHLIE HACTPORKK b ‘

HacTpoHKW pacnucaHua

‘ BriGpats Bce H OYUCTHUTL BCE

‘ OnOBELEHHA N0 TPEBOTE >

COXpaHUTL

114

WWww.smartec-security.com



http://www.smartec-security.com/

Smﬁiec

[OnoBemenus mo TpeBore]

Hlar 5: 3agaiite ormoBeeHus 1Mo TPEBOre;

HacTpOMAKK JeTekuMK h)

OCHOBHBIE HACTPORKM )

HacTpOMAKK pacnucaHua )
3anucke ¥
CHHUMOK )

Monocoeoe coobWweHne Ha SIP-Tenediod [MowanyicTa, BkmiounTe SIF

HTTP ¥YeegomneHwne H

8.4.2.6 IlpebObiBanue

Ecnu 00bekT NEPUOIUYCCKHU NTIEPEMEIIACTCA B onpez[eneHHoﬁ 00J1aCTH B TEUEHHE OIIpEACICHHOI0O I€pruoaa
BpPCMCHHU, Cpa6aTI)IBaCT TpEBOTA.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycoi v & admin v

& Menua > BX0A 8 30HY Mosaaie 30Hs! Pacuiupentan ETERLS ABIXEHIA Derexuyn caboraxa TIHHUA NEpEceNenns MpeGeisanie OcTasnexbiinepeewenHbif OBbexT
BN o con >

HacTpoin AeTexpm ~

B Xpanunuwe
® onacrs v [z [ |[

& Cobbiua ~

Ben. aeTeryno
(f Basostie COOLTHA
| Miah, Bpews npebuisanms 7 (3~1800)s
Fiogacr aOueRton QOvest aetexym \enosex | Tpancnopr

TleTexups nuy

06nacTL W0OpIKEHHF)
Tennoean kapra
OcHoBHbIE HACTPON

@ Cucrema > POl
HaCTpORKM pacnHcaHnA

Orosewenws no Tpesore
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[Topsimox HacTPOWKH:
[HacTpoiiku qerexmun]

|5/ Mpumeuyanue: OCHOBHBIE HACTPOWKK IPUMEHSIIOTCS IS BCEX 30H/JIUHMIA!

Hlar 1: BrirounTe AeTEKINIO U BRIOEPHUTE 30HY JACTEKIIHH;

Hlar 2: 3apaiite MuanManbsHoe Bpems npedsiBanus. Ot 3 no 1800c. Eciu 06bexT npedbiBaeT B Kajape Oomblie
3aIaHHOTO BPEMEHHU — CpabaThIBacT TPEBOTa.

lar 3: Beibepute 00bekT nerekuuu(Yenosex/Tpancmopr)

HacTpoHKH OeTeKLMH ~
OGnacTe 2 3 4

BKN. AeTEKUMIO
MuWH. BpeMA npebblBaHuA 7 (3~1800)s

OBOBEKT JeTERLMH Yenosek TpaHcnopT

(ONA HACTPOWKM BbAENUTE 0BNacTk WaobpameHnal)

OCHOBHBIE HACTPOIKK >
HacTpoMKu pacnucaHus >
OnoBELUEHWA N0 TPpeBore >
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[OcHoBHBIE HAaCTpOIiKH]

lar 4: 3anaiite orpaHn4eHus pasmMepa oobeKTa

HacTpoiku geTekumu

OCHOBHLIE HACTPOMKH ~

| Orpannyenns pasmepa o6vekta

PeNakTUPOBaTh

* Pixels (1*1~320%240)
* Pixels (1*1~320"240)

(ONA HACTPOWKM BbIAENUTE 0GNacTh U30GpaseHual)

HacTpoiku pacnucaHus

OnoBeLUeHWA No Tpeeore

Taoauua 8.4.2.6. Onucanue KHONMOK

ITapameTpsl DYHKIHOHA

MuHUManbHbIA 3apante MUHUMarbHbIA pasmep obbekTa B nukcenax, Mo ymonyaxmio
MUHUManbHbI pasmep 3*3.

MakcumankHein 3apaiiTe MakcuMarbHbIi pasmep obbekta B nukcenax. Mo ymonyaHuio
MakcumarnbeHbIn pasmep 320*240.

[HacTpoiiku pacnucanmusi|
lar 4: 3anaiite pacnucanue oOHapyKEeHUs
[OnoBemenus mo TpeBore]

Hlar 5: 3agaiiTe omoBEIICHMS IO TPEBOTE
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8.4.2.7 OcraBneHHBIN/TIEPEMEIICHHBIN 00BEKT

Oynkuus «OcTaBIeHHBIN TPEIMET» MOKET OOHAPYKUBATh MPEIMET, OCTABICHHBIN B 3aaHHOM 00J1acTH,

Y CT€HEpHUpOBATh TpeBOry. DYHKIIUS «IIEPEMEIICHHBIN MPeIMEeT» MOKET 00HAPYKUBATh, YTO KaKOH-TO

penMeT yOopasu U3 3aIaHHOW 00JIaCTH, U CTEHEPUPOBATH TPEBOTY.

@ Pyccioni » & admin v

Smartec STC-IPM3610/1 rev.3 Estima

& Menua > B0/ B 30Hy MoxMganme 30Hs PaclMpeHHan eTexUnA ABIKeHns [eresups cabotaxa NinmA nepeceens MpeGbisanme e
G R >
& Xpauunuwe
® s s
[E CobkitvA ~
BR ACTENMIO  BRNIOMTH OCTaanenHbi 00bexT  BRNIONNTS epeuelienbii ofberT
& Basosse cobeimna
| i i
OcrosHble Hac PO y
HACTROAKA PACTHCaHHA »
Onosewjenws no Tpesore y

www.smartec-security.com
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[Topsimox HacTpOWKH:

[HacTpoiiku qerexmun]

|5/ Mpumeuyanne: OCHOBHbBIE HACTPOUKH IPUMEHSIIOTCS IS BCEX 30H/THHMIA!

Hlar 1: BrmrounTe neTeknno(MOKHO 00¢€) U BRIOEPUTE 30HY JACTCKIIHH

HacTpoiikn neTekumu ~

ObnacTe 2 3 4

Brn. getekuymio BknrounTs OCTaBNEeHHbIR 00bekT BrnouuTh MepemeLeHHblid obbekT

([N HACTpOMKK BbigenuTe obnacTb M3obpaxeHnal)

OCHOBHBIE HACTPOMKM
HacTpoiiku pacnucasua

OnoseLyeHna no Tpeeore

[OcHoBHBIe HacTpoiiKH]

lar 2: 3anaTe MUHUMAIILHOE BPEMSI, YyBCTBUTEIBHOCTh U OTPAHUYCHUS pa3Mepa 00beKTa.

HacTpoiKk1 gETEKLMK

OCHOBHBLIE HACTPOAKH ~

MUHH. BpeMAa 20 (2~1500)s

YYBCTBMTENBHOCTE § e——)

| OrpaHWHMeHWA pazMepa o6beKkTa

PefaKkTupoBsaTh
* Pixels (1*1~320*240)
* Pixels (1*1~320*240)
([NA HACTPOAKK BhiAenKTe 00nacTs M3o0paxeHual)

HACTpOMKK pacnvcaHua

ONOBELUEHUA N0 TPEEOTE
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Taoauna 8.4.2.7. Onucanue KHOIOK

ITapamMeTpsI DOYyHKINOHAJ
M MuHumanbHoe Bpemsi oT 5 o 1800c, onpeensiioLLee CKOpocTb cpabaTbiBaHNst
VH. Bpems Tpesorut
HoctynHbl yposHu ot 1 go 10. o ymonyaHuto yctaHoBIEH ypoBeHb 5. YeMm Bbille
YyBCcTBUTENBLHOCTL

YYBCTBUTENBHOCTb, TEM JIErYe OCYLLECTBNAETCA 3anuCh ABWXKYLLMXCS OGHEKTOB B
pesynbTaTax.

MuHUManbHbIN

3afante MUHUMarbHbI pasmep obbekTa B nUkcenax, Mo ymonyaxmio
MUHUManbHbIN pasmep 3*3.

MakcumanbHbIN

3aganTe MmakcumarnbHbI pa3mep obbekTa B nukcenax. o ymonyanuto
MaKkcumManbHbIn pasmep 320*240.

[HacTpoiiku pacnucanusi]

Ilar 5: 3anaiite pacriucanue oOHapyKeHHUS,

[OnoBemenust mo TpeBore]

Ilar 6: 3agaiiTe onoBeeHNs 10 TPEBOTE;

www.smartec-security.com
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8.4.3 Iloocuem ob6wexmos

8.4.3.1 Iloncuer nronaei

P®ynKIMs TI0ICUeTa JTFOIeH TIO3BOJISET MOACUYNUTATh, CKOJIBKO JIFOICH BOIILIO MJIH BBIIIUIO B TCYCHHE 3aIaHHOTO
nepuoa.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycciit v & admin v

% Meaua > weT mog Noacyer niogedt & o6nacTh Oruersi

(3]
)

Cets

S Xparunnue

Cobbitna ~

% ©

| Orpanuyenin pasmepa obwexTa

Pixels (1*1~320240)

Pixels (1°1~320°240)

HaCTPO/iKN pacnucanma >

ITopsinok HaCTPOMKH:
lar 1: BKIrOYUTH IIOICYET JIOAEH,

Hlar 2: 3agate JIMHUIO JETEKIMH U HAIIPABJICHUE ABHKCHHUS.

|5) Mpumeuanne:

e Jlepeceuenue B HAIIPABICHUH CTPEJIKH Oy/IE€T pETUCTPUPOBATHCA Kak «Bxomsmuii», nepecedenue B
IIPOTUBOIIOJIOKHYIO CTOPOHY - Kak «BpIxoasamumii»

[OcHoBHBIE HAaCTPOIKH]

Hlar 3: 3agaiiTe 9yBCTBUTEIHHOCTh U OTPAHUYCHHUS pa3Mepa 0ObeKTa.
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INUHKA 2 3 4

Brn. peTekumo
Hanpasnenue B--=A

OCHOBHBIE HACTPOHKM ~

UYBCTEBMTENBHOCTE 5§ i)

| orpakuyenus pasmepa o6wekTa

PefaKkTupoBaTh
* Pixels (1%1~320"240)
* Pixels (11~320"240)

(OnA HAcTpOMEM BhiIENUTE 06nacTk w3oGpaxeHusl)

HACTPOMKKH pacnucaHna )
WMHpopMauMa o nogc4eTe 3
OnoBeLUeHnA no Tpeeore ]

Taoauua 8.4.3.1. Onucanue KHOMOK

MapameTpsl DOYyHKIUOHAT
Y HocTtynHbl yposHu oT 1 o 10. Mo ymonyaHuio ycTaHOBMEH ypoBeHb 5. Yem Boille
YyBCTBUTENELHOCTE YyBCTBUTENIbHOCTb, TEM Nerye OCyLLECTBMNAETCH 3anvChb ABMXKYLLMXCS OOHEKTOB B
pesynbTarax.
MuHMManbHLIN 3afante MUHUMarbHbBIA pa3mep o6bekTa B nuUkcenax, Mo ymonyaxmio

MUHUManbHbIM pasmep 3*3.

MakcumankHein 3apaiiTe MakcuMarbHbI pasmep obbekta B nukcenax. Mo ymonyaHuio

MakcumarnbHbIn pasmep 320%240.
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[HacTpoiiku pacnucanusi|

Ilar 4: 3apaiite pacriucanue oOHapyKeHUs

[Mudopmanms o moacuere]

lar 5: 3anmaiite nHGOPMAIHIO O TIOACUYETE

WHpopMaLmMa o noacHeTe -

Tun noacyeTa B Bce

Bx. BhbiX. Bcero BMeCTMMOCTb

| OSwwi nogeyet (i)

OTobpasuTe OSD

Pasmep wpudTa CTaHOapTHLIA
LigeT wpudTa S
Mo31uUMA ANA TeKCTa CBepxy Cnesa

| OpuHOuHEI cueT
MokazaTh UHOOPMALMIO

Py4Hana nepesarpyska Copoc

CGpOCHTE CTATMCTUYECKWE OTHETRI?

ABTOMATHYeckHid copoc

[OH ExenHeBHO
Bpewma 00:00:00
OnoBellUeHHa No Tpesore ¥
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Taoauna 8.4.3.1.2. Onucanue KHONMOK

IMapameTpsl DYHKINOHAT
Tun noacyera BbiGop oTobpaxkaemon nHgopmauum B XXMBOM BUAEO
O6uwwmit nopcuyer HacTpolika o6LLero cHeTuMKa Ha aKkpaHe.

OTo6pa3ntb OSD: BKOYMTL/BBIKIIOYNTE CHETUUK

Pa3mep wpudta: Pasmep wpudTta cyeTymka.
LiBeT wpudTa: LiBeT wpudTa cyetymka.

Mo3numna gna Tekcrta: o3nums ana TekcTa cyeTvmka.

OANHOUHBI cueT BKMounMTb OAMHOYHLIN NOACYET.

MokasaTtb uHdopmauuto: BbibpaTh ANs OTOOpPaXeHMs.

Py4yHas nepesarpy3ka: cbpoc nogcyera ogHow nMHUU. MOXHO Tak xe
cbpocuTb CTaTUCTMYECKNE OTYETbI

ABTOMaTU4ECKUMN cﬁpoc: Ona aBToMaTu4eckoro 06poca OAMHOYHOIo cyeta

OH: JeHb aBTo cbpoca.

Bpemsi: Bpems aBTO cbpoca.

[OnoBemenus no Tpesore]

Hlar 6: 3anaiite mapaMeTpsl cpabaThIBaHUS M OTIOBEILEHHS IO TPEBOTe

www.smartec-security.com
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OCHOBHLIE HACTPOMKM

HaCcTpoiKK pacnucaH1s

WMHopMaLma o nogeyere

ONoBELLEHNA NO TPEBOTE ~

| Pene Tpesoru

Smﬁiec

‘ O0WwMiA noacqeT ‘ OOWHOYHBIA CYET

Mpenen

| Onoeewenus no Tpesore

Bx. Bhix.

BmecTUMOCT Bcero

Januce ¥
CHHUMOK ¥
MNonocoeoe cooblWweHWe Ha SIP-Tenediod [NowanyicTa, BuniodnTs SIF

HTTP YeegomneHuWe 3y

Taoauna 8.4.3.1.3. Onucanue

KHOIIOK

MapameTpsl

DOYyHKIUOHAT

Pene TpeBorun

Tpesora cpabaTbiBaeT N0 AOCTUXEHUWN ONpeaeneHHOro NoporoBoro 3Ha4YeHus B
ananasoHe ot 1 go 9999. MoxHo wucnonb3oBatb OOWMIA noacyeT wunn
OaunHOYHbIN cyeT M napameTpbl Bx/Bbix/BmectumocTs/Beero.

OnoBeLyeHus No TpeBore

3apaTb gencTeue no Tpesore
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8.4.3.2 Iloacuer mronei B 001acTH

[Tpu BrIIOUeHUH (QYHKIMK TOACYETA KOJIMYECTBA YEIIOBEK MOJIb30BATEIN MOTYT B PEKUME PeabHOTO
BPEMEHH MPOBEPATH KOJUUECTBO JItOJIeH 1 BpeMs PpeObIBaHUS KaXKIO0T0 YeJIOBEKa B 30HE OOHAPYKEHHUS.

|5 Mpumeuanne:

e C nomouisto uHTEp(eiica pocMOTpa JKUBOTO BUAEO MOJIH30BATEIN MOTYT B PEKUME PEAIbHOIO
BPEMEHH MPOBEPSATH KOJIMYECTBO JIIOJIEH U BpeMs PpeObIBaHUS KaXKIO0T0 YeJIOBEKa B 30HE

oOHapyKCHUS.
e Tlonmepska 10 4 30H OOHApYy>KeHUS 00ECTIEYMBAET BO3MOKHOCTD 30HAILHOTO MOJICUETa

KOJIMYCCTBA YCI0OBCK.

& admin v

Smartec STC-IPM3610/1 rev.3 Estima

3]
B

BKn. AeTeRp0

| Basoswiit

% ©

AeTexipn nwy

Tennosas xapra | Orpanmuenus pasuepa o5uexta
@ Cucrema >

Pixels (1'1~320"240)

Pixels (171~320"240)

HacTpoiii pacnicatis

ITopsinok HaCTPOMKH:

Ilar 1: Brmounte [Toacuer sirosieii B 00J1aCTH M BBIOCPUTE 30HY JIETCKIIUU

[OcHoBHBIe HacTpoiiku]

Ilar 2: 3agaiiTe YyBCTBUTEIBHOCTh U OTPAaHUYEHUS pa3Mepa 00BEKTa.
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| Basoswi

HYBCTBMTENBHOC T
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OCHOBHBIE HACTPOHKM ~

—o0

| OrpaHH4eHWA pazMepa o6BbeKTa

PENaKTUPOBATh

* Pixels (1*1~320%240)

* Pixels (11~320%240)

(OnA HACTPOAKK BbIAENKHTE 0GNAaCcTh W300paKEHNAL)

HacTpoikK pacnucaHua

CONoOBELWEHHA N0 TPEBOTE

Taoauua 8.4.3.2. Onucanue KHONMOK

IMapameTpsl

DYyHKINOHAJ

quCTBMTeﬂbHOCTb

HoctynHbl yposHu ot 1 go 10. o ymonyaHuio yctaHoBIEeH ypoBeHb 5. YeMm Bbilue
YyBCTBUTENBHOCTb, TEM flerye OCYLLECTBAETCS 3anuch ABMXKYLLMXCH OOBEKTOB B
pesynbTarax.

MuHUManbHbIN

3afante MUHUMarbHbIA pa3mep obbekTa B nUkcesnax, Mo ymonyaHxmio
MUHUManbHbIM pasmep 3*3.

MakcuManbHbIn

3apaiiTe MakcMMarnbHbI pasmep obbekTa B nvkcenax. Mo ymonyaHuto
MakcumanbeHbIn pasmep 320*240.

[HacTpoiiku pacnucanus|

Ilar 3: 3anaiite pacrucanue oOHApyKEHUS,
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[OnoBemenus mo TpeBore]

lar 4: 3anmaiite mapaMeTpbl cpabaThIBaHUS M ONIOBEIICHHS 110 TPEBOTE

OCHOBHbBIE HACTPOIKM »

HacTpOWHKM pacnucaHus »

OnoBeLLeHWA No TPEBOre b

| Pene Tpesoru

Mpenen MaKC. npedblBaHue {1~60)
MUWH. npedkiBadue {1~60)
Make. s (1~1500)
NpoOAOMKMTENLEHOC T
npebblBaHKA

| OnoEelWeHWA No TpeEore

Januce b
CHHUMOK H
Monocoeoe cooblenne Ha SIP-Tenedpod [NomanyicTa, BrnioqnT: SIF

HTTP ¥YesgomneHue ¥

Ta6auua 8.4.3.2.2. Onucanue KHOIOK

IMapameTpsl DYyHKIHOHAT

Pene Tpesoru TpeBora cpaboTtaeT npu AOCTWKeHUM BbiGpaHHOro npeaena

OnoBelieHus no 3apatb fgeiicTene no Tpeeore
TpeBore
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8.4.3.3 Otuersl

Pe3ynbTathl 3a mepuo 1 ak THBUPOBAHHOW (YHKITUH OyIyT OTOOpaXkeHbI B paszeie “OrdyeTsl”

Smartec STC-IPM3610/1 rev.3 Estima @ Pycomit v & admin v

(3]
b

B Xpaunnnue

[ Cobermua -

% @

Ilar 1: Beibepure Kiacc
Iar 2: Beibepure Tun 3amucu(EsxenHeBHblii otuer, EsxxenenenpHblii oTuet, Mecstunbiii u ['010BO# 0T4eT)

Ilar 3: J{ns [Moxcyera mromeit, Beioepute Tun cratuctuku (JIroaeit Bouwto, Jlroae# Beimuio, Cymma). Jlis
[Moxcuera mozei B obmactH, Beioepute [Ipomomkurensaocts npedbiBanust (Bee, Bosbie uem, Menbie dem).

|5/ lpumevanue: J{na IToxcyera naroneil B 061acTH, 10 HEOOXOIUMOCTH BIOEPHUTE TaJIOUKy HY>KHON
o0nacru.

Ilar 4: Beibepute Bpems Hauana, a 3atreM HakMuTe KHOTIKY "Tlouck”, kamepa aBTOMaTHYECKH MOJACUNTAET
JTAHHBIE 3a IeHb/ HeJeNo/ Mecs1y 1o (B 3aBUCUMOCTH OT THIIA OTYETa, BHIOPAHHOTO TI0JIb30BaTEIEM) OT BPEMEHH
Hayasla ¥ CreHepHpyeT COOTBETCTBYIOIINN OTUET

Hlar 5: Kpome Toro, Mo>xHo HaxkaTh "'JInneinsiil rpaduk” i "CronbuoBas auarpaMmMa’, 9To0bI IEPEKITIOYUTH
PEKUM OTOOPAKEHUSI CTATUCTUUECKOIO OTYETA, KaK I0Ka3aHO HUXKeE.
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Omuem I[loocuema nooeti (Jluneiinoiii epagux)

admin «

ec STC-IPM3610/1 rev.3 Estima

Megua » Moacuet moaed Mapcuer nioged & ofinacn OTuen

CeTs »
Knacc Nopcuer mapedt Tun 3anucu Exenresqss oTu Thn cTaTHC TN Mhaped sowne Hasano 2023 m
Xpanunawe

Cobbitua ~

(3
a8 B

®
(]

@

w Nuna 1 Tnkin 2 Nurna 3 Nitnz 4

%

Ba308L4e COBHITHA

Cobiua VCA
| 2028/11/07 00:00:00 ~ 2023/11/07 23:58:59 Moacue moac
Vol

Devexyn nny 6
-O- Mloseis soune

Tennosan kapra

=]

Cuctema >

Omuem [loocuema mooeti (Cmonbyosas ouazpamma)

M3610/1 rev.3 Esti

& Meaua » TMoacueT miogei Moacver moged 8 ofinacti

@ Ceme »
Knace  Magcuer maash THN30WCH  Eenvemdiors © TN CTATHETW!  Toneh sowno Havano | (5) 2023-11-07 00:00:00 m
B Xpaxunuwe

@ Cobbua -

Masnt  Maws2  TWwm3 Nawws 4
Ba0Bbie COOLIHA
CoBbTiA VEA

2023/11/07 00:00:00 ~ 2023/11/07 23:59:59 MOACHET MOALH
DeTexyyA niy & °
W Froac sowne
Tennosan kapta
@ Cuctema »
1
I a ) 1 14 5 1
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Omuem [loocuema nooeti 6 ooracmu (Jlunetinvlii epagux)

Smartec STC-IPM3610/1 rev.3 Estima @ Pycomin ~

Meaua 3 | Momcver monen MoACHeT niofed B oonaCcTH YT

=]
@ @ Ccems b
Knacc  Momcuet mioge s Tunsanuew  Exepeesmil oma MponomeTentHoCTS Npebbisakun | Bee Hauano 2023-11-07 00:-00-00 m
8

2= Xpanunnue
@ O6nacs Bee [ Pervon 1 Permon 2 Fermon 3 Pervon 4

Basosuie codbiTHA

2023/11/07 00:00:00 ~ 2023/11/07 23:59:59 Noeuer MoAEH & oBA3CTH

COBLTHR VCA N
o "
Terexupn nuyy O Cynma
Pernon 1
Tennosan kapra o Peruon 2
Pernon 3
@ Cuncrema 3 o
Perior 4
a0
0 5
0
10
0
o 2 H s 5 7 5 w 1 12z 1 1w 15 16 17 5 1 2 a1 2 2z

Omuem [loocuema niooetl 6 oonacmu (Cmonbyogas ouazpamma)

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccruit ~ & admin «

& Mepwa » Mogcyer moaei TloACHeT Moped & ofnacTn Ty

12}
&

Cers »
Knace  Mopeuer moged & TunanwcH  Exepeeskas o MpofomAITEnbHOCTS NpeCuBaKus  Bee Hauano 2023-11-07 00:00:00 m

B Xpaumnmmwe

(G

OtnacTy Bee @@Pemon1 EGremon2 [ Perwon3 [ Permond

E Coburua - _

Ba0akie COOLTUA

G,

2023/11/07 00:00:00 ~ 2023/11/07 23:59:59 Noacuer Moach 8 o8nacTw

Lereus nHy [
Peruon 1
ennosan kapta
pr: 5 Perion 2
@ Cwncrema » R Pervon 3
Peruomn 4.
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Iar 6: Haxxmute "CkadaTts" 9T0OBI CKA4aTh CKPUHILIOT AUArPAMMBI.

Iar 7: Haxxmute "Oxcnopt"” 4T0ObI OTKPBITH BCILIBIBAIOIIEE OKHO SKCIIOPTA, KaK II0KAa3aHO HUXKE, B KOTOPOM
MO’KHO BbIOpaTh (popmMaT (haiina ass 3KcropTa 0TYeTa Ha JIOKAJIbHBIM JUCK

Okenopm omuema nodcuema noodetilmpancnopma

JKcnopT X
dopmar aina Csv
NnHKA Bce
OBwwwit NMukma 1 Nunmg 2

NiHKa 3 NMHms 4

SKCnopT OTMEHWTB

JKcnopTt

Mopmar aina csv

IKCNopT OTMEHUTb

lar 8: Haxxmute "ABTO SKCHOPT" YTOOBI OTKPHITH BCIUIBIBAIOIIEE OKHO C HACTPOWKAMHU CTaTUCTUYECKOTO
0TYeTa, KaK MOKa3aHO HIDKE.
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Aemo s3xcnopm omyema noocyema arooetl

ABTO 3KCNOpT

Mogc4et nwogen Moacyet nigel B obnactu
BEMHOYMTE
NuHnA Bce
OoLMi NEETTER NuHue 2

NMuHKua 3 NuHKA 4

aH ExeaHeBHo

Bpema 00:00:00

ANUTENBHOCTh MocnegHuid AeHb

JKCNopT B FTP Email XpaHunuie

COXpaHUTh OTMEHHUTB

* 3agaiire Tun skcnopra (Ilogcuer konnuecTsa yenosek win [loncyer konuyecTBa YEIOBEK B 30HE
oOHapyKXeHHS ), 3aTEM YCTAHOBUTE TAJOUYKY B SYCHKE aKTUBAIIUH, ITPH STOM MOSBUTCS BO3MOXXHOCTh
PEIAaKTUPOBAHUS CEPBIX MOJIEH, KaK MOKa3aHO HHUXKE

° HaCTPOI\/'IKa JAHsA HEACIIN. I[JISI OKCIIOPTa CKCAHCBHBIX OTYCTOB I10JIb30BATCIIb MOXKET BBIﬁpaTB OIIIHMIO
«E)KGI[HCBHO» WA APYTrrUe OMMUMU OJIA 9KCIIOPTA OTYCTOB B KOHKpGTHBIfI JCHb HEJIEJIH,

www.smartec-security.com
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i3] [ ExenHeBHD
Bpems ExeqHEEHO
ONUTENEHOCTh BockpeceHbe
NoHegensHWK
SKCMOpT B
BTopHUK
Cpena
YeTeepr
[

» Hactpoiika Bpemenu. [lonbp3oBarens MokeT BEIOpAaTh BpeMsl CYTOK JJIs1 aBTOMAaTHYECKOT0 SKCIOPTa
CTaTHUCTUYECKOI0 OTYETa, Ha’KaB Ha 3HAUOK KaJIeHAaps, YTOObI BEIOPATh U3 BCILUIBIBAIOLIETO CIIMCKA

CJICAYIOIIME BapUAHTHI,

Bpems [ 13:06:06]
ANWUTENLHOCTh
1 04
JKCNOpT B 12 05
13 06
14 07
15 02

* Hacrpoiika AnuTenbHOCTH BPEMEHH JIIsI SKCTIOPTA

AnuTensHoOCTh

JKCNOPT B

LW

05

o7

TMMHLLE

MTMEHWTE

MocnegHKd geHb

MocnegHWiA geHe

JKCNOPTMPOBATL BCE

m o
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* 3ajaiiTe MyTh K KOHEUHON JUPEKTOPHUH JIJII AaBTOMATHYECKU IKCTIOPTUPYEMOTO oTdeTa. OT4eT MOKHO
ABTOMATHYECKH DKCTIOPTHPOBATH 10 FTP/3nmexkTpoHHOM mouTe/Ha 3alIOMUHAIOIIEEe YCTPOMCTBO B BUJIC
tabmipl EXcel ¢ ydeToM 3aiaHHOTO JTHS, BpEMEHHU | AMAIIa30Ha OTYETHOCTH. 3aTeM HakMHTe «COXPaHUTDY

3KCnopT B FTP Email Xpanunuule

COXpaHWTb OTMEHWTL

|5/ Mpumeuanue: Tlpu GopMUPOBaHHH TEKYIIET0 CTATUCTUYECKOTO OTYETA OH OyIeT COXpaHEH B BUJIE
Csv-(aiina.

Aemo s3xcnopm omyema noocyema arooeti 6 001acmu

ABTO 3KCcnopT X

MogcyeT noaen MogcyeT Ngei B odnacTu
BEMHOYMTL
IH ExelHeBHO

MpOOON#MTENBHOCTE NpefbiBaHua  Bee

Bpema 00:00:00
ONWTENBHOC Th MocnegHuin aeHb
SKCNOpT B FTP Email XpaHunuue

CoXpaHUTL OTMEHWTE

* [TocraBuTH TAJIOYKY BKIIIOUUTH

* Hacrpoiika qus Heaenu. J[Jis sxcmopTa exxeTHEBHBIX OTYETOB MOJIb30BaTEh MOXKET BHIOPATH OMIIHIO
«ExeTHeBHO» WU JPYTHUE OIIIMU ISl SKCIIOPTa OTYETOB B KOHKPETHBIHN JICHb HEIeTH
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aH l ExenHesHo

MponomAMTENEHOCTE NpedLIBaHnA ExeQHEeBHO

Bpews BockpeceHbe
MoHeaenLHUK
OnNUTENbHOC T
BTOpPHUK
JKCNOpT B Cpena
YeTeepr

MATHKUA

* Hacrpoiika npoomKuTeTbHOCTH IPeObIBAaHUS.

Mponon#+MTeNEHOCTE NpedbiBEaHUA Bce

Bpema Bce
ONUTENEHOCTE BonbLue, Hem
MeHbLLe, Yem
JKCMOPT B . R I —

» Hactpoiika Bpemenu. [loibp30BarTesib MoKeT BEIOpPAaTh BpeMsl CYTOK /711 aBTOMAaTHYECKOT0 SKCIOPTa
CTaTHCTHYECKOT0 OTYETa, HAXKaB Ha 3HAYOK KaJeHAaps, YTOObI BEIOpATh U3 BCILUIBIBAOIIETO CIIMCKA
CIIEIyIOLINE BAPHAHTHI;

Bpem=A [ DQ:GS:E

ONWTENBEHOCTE
07 01 01

3KCNOPT B 08 02 02 junuwe
i 03 03
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* HacTtpolika IIMTeNbHOCTH BPEMEHH ISl SKCIIOPTA,;

[NUTENBHOCTH MocnegHuin AeHb

JKCNOpT B MocnegHWii geHe

JKCNOPTWPOBATE BCE
CoxXpaHUTL S

* 3ajaiiTe MyTh K KOHEYHOU IUPEKTOPUU JUIsl aBTOMAaTHYECKHU IKCIIOPTHPYEMOro ordyera. OT4eT MOKHO
aBTOMaTHYECKH SKCIOPTUPOBATh 110 FTP/351ekTpoHHOI IouTe/Ha 3arIOMUHaroIee YCTPOHCTBO B BUJIE
tabnmel EXcel ¢ yaeroM 3a1aHHOTO JHS, BpPEMEHH M AWaNa3oHa OTYETHOCTH. 3aTeM HakMuTe «COXpaHNUTb)

3KCNOpPT B FTP Email XpaHunuue

CoxXpaHHuTL OTMEHWTL

|5) Mpumeuanne: TIpu GopMUPOBaHHH TEKYIIErO CTATUCTUYECKOTO OTYETA OH OyIeT COXpAaHEH B BUIE CSV-
(hatina.
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8.4.4 Jlemexyus nuy

@OyHKIHS I03BOJISIET OOHAPYKUBATH JIUIIA B KAJIPE U MOICPIKUBACT COXPAHEHNE CHUMKOB Ha JIOKAJIbHOE
XpaHEHHE WK OTIIPaBKy 1Mo uMeiir/FTP, a Tak e 1moka3 B )KHBOM IPOCMOTPE.

8.4.4.1 O6uwme

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccrit v & admin v

% Meawa > Pacumpensit

8 Xpanunuue

OcHoBHEIe HACTPORA h
| Orpanmyenn pasuepa osuexta

Mitmans i 225 ——0

| o6nacTe mackuposanun

[Topsimox HacTPOWKH:

Mar 1: Bxmounts GyHKIMO JleTexiuu aui
[OcHoBHBIE HAaCcTpOWKH]

Hlar 2: 3agate MuH. pa3Mep 00beKTa
Hlar 3: 3amatk o6iacTs OOHAPYKEHUS B Kaape

lar 4: 3afaTh MacKUPYIOIIYIO 00JaCTh, YTOOBI UCKIIIOYUTH OOHAPYKEHUE JIUI] B HEKOTOPBIX Y4aCTKaX
o0nactu oOHapyXeHHUs. 3a]1aB MAaCKUPYIOMIYI0 00J1aCTh MOKHO BBITTOJIHUTH HACTPOUKY, HCKITFOYAIOIITYTO
OoOHapyXCHHUE JIUI] B HEKOTOPBIX y4acTKax 00iactu oOHapysxeHus. CHavasaa Bbl MOKETE HApUCOBATh
MaCKHPYIOIIYI0 00J1acTh B HHTEpdelice mperBapuTeIbHOIO IIPOCMOTPA, a 3aTeM HaKaTh KHONKY «J{00aBUTE.
Mo>HO HapHCOBaTh He 00JIee YEThIPEX MACKHPYIONIUX 00IacTei
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Enable Face Detection

CCHOBHBIE HACTPORKM ~

| OrpaHH4eHHWA pasMepa o6BeKTa

MUHMMANBHBIA 225 e—()

I OB5nacTe MAacKMpOEaHWUA

ID UmA BKNIOYHTE Onepauuu

HeT faHHbIX

HaCTPOMKK pacnWcaHKA
ONOBELIEHUA N0 TPEBOTE

HacTpoAkK cooOLWEeHMA AETEKLMK ML,

[HacTpoiiku pacnucanmusi|
Ilar 5: 3anaiite pacnucanne 0OHaPYKEHHS.
[OnoBemenus mo TpeBore]

Hlar 6: 3amaiiTe ormoBemeHNs IO TPEBOTE.
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Enable Face Detection

(OCHOBHBIE HACTPOMKM
HAaCTpoKKH pacnucaHua

OnoBELIEHNA NO TPEBOTE ~

3anuck b

Bpewma patoTul ac

CBA3b (CMoHTUDYATE NASDH

(MowanyicTa, BkniouMTe FTR)

CHUMOK ¥

HacTpoRKK cooBLIEHWA ASTEKLWK NKLL )

Taoauna 8.4.4.1. Onucanue KHOMOK

IMapameTpsl DYyHKIHOHAT

3anucek Bpems paboTbi: [JOCTynHbI LWECTb pa3nuyHbIX NEPUOAOB 3anunck (5,
10, 15, 20, 25, 30 cekyHn)

CBa3b: CoxpaHuTb Ha SD-kapTty, NAS unu 3arpysuTb Ha FTP.

CHUMOK
CBsa3b: CoxpaHutb Ha SD-kapTy, NAS nnu 3arpy3utb Ha FTP, otnpaBuTb

MMenn.
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[HacTpoiiku cooduennii qeTexmu Jiuii|

Ilar 6: Pa3pemuTs cCOOOMICHNS TETEKIIUH JINLL.

Enable Face Detection

OCHOBHBIE HACTPOAKMA b
HAaCcTpoiKk4 pacnucaHus b
ONOBELLEHHA NO TPEBOTE b

HacTpo#k1 coobLEHUA AETERLMIA KLY ~

Pa3pellnTt COODLIEHUA AETEKLHN ML

TN O TCP HTTP

MopT

Taoauna 8.4.4.1.2. Onucanue KHOIOK

ITapameTpsl DOyHKIHOHAT

YcTaHOBUTE COOTBETCTBYIOLLMIA (PNAKOK, YTOOBI BKIIOUNTE PYHKLIMIO OTNPaBKN
PaspewmTb coobLeHns aeTeKuunu| coobLLEeHNI Ha NoYTy Npu pacno3HaBaHWM nuL. 3TO NO3BOMNUT BbIMNOMHATb
vy OTNpaBKy AaHHbIX HA CTOPOHHME ycTpoicTea unm MNO. OTnpaska AaHHbIX
MoxeT ocylecTBnaTecs no TCP nnm HTTP.

Tun OTI'IpaBKa OaHHbIX MOXeT OCYLLeCTBNATLCA nocpeacTBom npotokona TCP unu
HTTP.
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@@ Pyccii & admin v

@ | )
| HacTpoitkn saxsara nuy
8 Xpanunmwe
C] exont saxzara o Npvoprer a :
o {auecTs0 CHUMKA 20 —
N Chm Bk LG 1
‘ | HacTpoin aTpweyToB pacnosHasaHma
nnosas kapra n. aTpHEYTH pacnosHasanma (HEAOCTYIHO B PENHME KOHDMAEHIANBROCTH TNty )
@ Cuctema » o
| HacTpoRKn KoHEHASHUHARLHOCTH AHUA
BRIKMHTE DERHM KOHDHIEHUNANEHOCT U B (0

[Hacrpoiiku 3axBaTa jiun]

3,Z[€CB MOXXHO HACTpanBaTh IMapaMCTpbl CHUMKOB JIUII.

Taoauua 8.4.4.2. Onucanue KHOMOK

ITapameTpsl

DOyHKIHOHAT

Pexum 3axBaTa

OocTyneH BbiGop: MpuoputeT kavecTBa, NMpuopuTeT BpeMeHu.

MpuopuTeT Ka4ecTBa: B 3TOM pexumMe npu oGHapyxeHun nuua 6yaeT nokasaH
CHMMOK 3KpaHa C HaunyywmM Ka4ecTBOM N306paKeHusI.

MpuopuTeT BpeMeHU: B 3TOM pPeXxnMe npu oBHAPYXKEHUWN NLa CHUMOK dKpaHa
ByaeT nokasaH B MakcUMarnbHO KOPOTKWIA MPOMEXKYTOK BPpeMEHH.

KayecTtBO CHMMKa

[Insi HACTPOWKM NOPOroBOro 3HAYEHNS Ka4eCTBa CHUMKA OH OyJeT nepeBeneH B
PEXMM XMBOFO BUAEO, KOrAa Ka4eCTBO CHATOTO CHUMKA JOCTUrHET 3aJaHHOro
3HaueHus. YeM Bbile JaHHOE 3HAYeHMe, TEM BbILLe KAYeCTBO CHUMKA

Twvn cCHUMKOB

,D,OCTyI'IHbI PEeXnMbl CbeMKU TOJILKO NnLa, BerHeI7I 4acTu Tena, BCero tena.
TONbKO NNLLO: CHUMOK 9KpaHa TOosbKO nuua.

BerHﬂﬂ YacTb TeJyia: CHUMOK 3KpaHa BerHeVI YacTtu Tena.

Teno NONMHOCTbLH: CHUMOK 3KpaHa Bcero tena.

Mpu BbIGOpE onuuun «PoH» ByaeT caenaH AONOMHMTENBHBIN CHUMOK 3KpaHa BCero
M3006paKeHUs.
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Kamepa nozBonsier 06Ha%y>1<1/m> JIMIa B peXXHUMe KHBOTO BUEO B COOTBETCTBUH C BEIOPAHHBIMU BaMU PETHOHOM
u mapametrpamu. [Ipu BeiOope onmmu «Iloka3ats uaeHT. JaHHBIE» CHUMKH JIUII OYAYyT 0TOOpakaThCsl ¢ yKa3aHUEM
uaeHTu(UKaTopa ciaesa OT )KUBOTO BUJIEO.

[Hactpoiiku aTpudyToB pacno3HaBaHus |
MO>XHO BKJIIOYUTH U HACTPOUTH aTPUOYTHI pacrio3HABAHUSI.

Taoauna 8.4.4.3. Onucanue KHOMOK

ITapameTpsI DOYyHKUMOHAJ

Bkn. aTpubyTbl pacno3HaBaHusi

OGHapy»xeHHble aTpubyTbl NnL, ByayT oToGpaXkeHbl C NEBON CTOPOHLI MHTepdeiica
XWBOrO MpoCMoTpa.

MpumeyvaHwme:

» OBHapyXeHue nvL OOMKHO ObITb BKITHOYEHO.

» Pexxvm 3axBata JofmkeH ObiTb B npuoputeTe KayecTBa.

ATpuobyTt
Bce: BbiGpaTh BCe aTpubyThl OOHUM KITMKOM

Bospact: PebeHok (Bospact 0-17), Bapocnbivi (Bospact 18-59), Moxwunon
(BospacTt 6onee 59)

Mon: Myx4ymHa 1 N1 XeHLwmHa

OUYKM: HOCUT NN YENOBEK OYKU

Macka: HOCUT N YenoBek Macky

FonoBHOM y60p: HOCUT NN YENoBEK rofoBHON y6op
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[HacTpoiikn KoH(pUAEHIHATLHOCTH JIHIA]

MO:KHO BKJIIOYUTH PeXKUM I(OH(l)I/II[eHI_II/IaJIBHOCTI/I Jjna.

Taoauna 8.4.4.3. Onucanue KHOMOK

ITapameTpsI

DYyHKINOHAJ

BknounTb pexum
KOHdMAEHUManLHOCTU nuua

Ecnu BkntoyeH pexxum KoHbuaeHUmanbHOCTU nuua, AeTeKTupyemble nuua B
ykasaHHow obnacTtu OyayT cKpblBaTbCA MO3ankon. [laHHas yHKLUUK HyXXHa Ans
UCMOMb30BaHWs B CLEHapUsX rae HeobxoanmMo obecneunTs 3alumnTy NNYHBIX
[aHHbIX Noaen.

[5] IIpumeyanue: HeoOXOAUMBIE TTAPAMETPHI IS JAHHOTO PEKHUMA!
* H.265 Buaeo koaek (Ha BcexX MOTOKAXx).
* OcuoBHoit otok: 1080P@25fps
* Bropoii motok: 704*576@25fps

* Tpernii noTok: BeIkmrounTh

* lerekiust un/CooOieHust AeTeKkuun Jiuil /ATpuOyThl paco3HaBaHUs HE JOCTYITHBI PEXKUME

KOH(I)I/IIICHLII/IH.JIBHOCTI/I Jjna.

BCHJ'H)IBaIOHICC OKHO IIOMOXKET IOMCHATH ITapaMETPhl BUJICO HA HYKHBIC.

CoBeTbl X

YToOh! BKNIOYHUTE DEXAM KOHMUOSHLWANLHOCTH
nuLl, NapameTpsl BUAEO OyayT M3MEHEHK B
COOTBETCTBMM C PEKOMEHQYEMOR KOHDUIYpaLMeR.
Bbl OeHCTEMTENBHO XOTHTE NPOOACITHHTE?

e
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8.4.6 Tennosas kapma

@OyHKIMS TETIOBOM KapThl MO3BOJIAET aHAJIM3UPOBATH MEPEMELICHHSI KIIMEHTOB I (POpMHUPOBAHUS
HapaOOTOK ISl JIy4IIEero YIPABJICHUS MPEANPUATHEM C HHTYUTUBHO HOHSATHBIMHU U TOYHBIMU PE3YJIbTaTaMU
CTaTHUCTUYECKOTO aHAJIM3a BO BPEMEHU WJIM MTPOCTPAHCTBE IO HEOOXOUMOCTH.

8.4.6.1 TemoBas kapra

|5/ Mpumeuanne:

* be3 SD-kapTh! uiu ceteBoil cucteMbl XpaneHus 1aHHBIX (NAS) MOKHO MPOCMOTPETH OTYETHI TOIBKO 32
nepuoj 7 mHe.

& Pyccrmi v

% Meaua > er Orver

@ @ Cer >
= = THBMpOR 0
£ Xpanunuue - ——
® .
z i | Basoswiit
=0
|| =

M. Bpeus 3anepxst 0 S (1~300)
@ Cucrema > . - AQANTMBHOCTE K MIMEHEHMIO CLEH! 5 e

HacTpoiiku pacnicanms >
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Ilar 1: AKTUBUPOBAaTh TEIUIOBYIO KapTy.

[OcHoBHBIE HAaCcTpOIiKH]

AKTMBMPOBAaTL TENNOBYH KapTy )]

OCHOBHBIE HACTPOMHKM ~

| Bazoewiit

HyBCTBMTENBHOCTh

MuH. pasmep ofbekTa

MWH. BpeMA 3a0epHKN

10 —O

a0 s (1~300)

ANANTUBHOCTE K U3MEHEHUID CLIEHBl §  —)

HacTpofkd pacnucaHns

Tab6auna 8.4.6.1. Onucanue KHOMOK

ITapameTpsl

DOyHKIHOHAT

YyBCTBMTENLHOCTL

HocTtynHbl ypoBHu oT 1 go 10. Mo ymonyaHuio ycTaHoBIEH ypoBeHb 5. YeMm BblilLe
YYBCTBUTENbHOCTb, TEM Nerye OCyLLIECTBIAETCS 3anuch ABMXKYLLMXCS 06bEKTOB B
pesynbTartax.

MuH. pasmep ob6bekTa

3apaiiTe MMHMManbHbIV pasmep obbekta oT 1 4o 100 (3Ha4YeHne No ymonyaHuo
10). O6bEKTBI MEHbLLE AAHHOTO 3HaYeHUs He ByayT yuTeHbl B pesynbTartax.

MwuH. BpeMs 3aaepxkKu

3apaiiTe MMHMMansHoe Bpems Bo3genctams ot 1 go 300 (3HaveHue no
ymonyanuio 30). Ecnn o6bekT HaxoauTcsa B AaHHOW 06nacTu CBbile
YCTaHOBMNEHHOIO KMUHUMArbHOro BPeMeHV BO3AENCTBUA», OH He ByaeT yuTeH B
pesynbTarax

[ 146
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ApanTMBHOCTb K uaMeHeHuto | JocTynHel ypoBHu oT 1 Ao 10. 1o ymonyaHuio ycTaHOBMNEH YPOBEHb 5.

CUeHbI AJanTMBHOCTb K CMeHe Kagpa ykasblBaeT Ha aganTUBHOCTb KaMepbl K CMeHe
Kagpa, YTO MOXeT NOBbLICUTb TOYHOCTb OBHapyXXeHus. YeMm Bbille 3TO 3HaYeHue,
TeM nydlle kamepa agantupyetcs kK 6onee ObICTpbIM CMeHaM kagpa,

Hlar 2: 3anaiite 061acTh TEIUIOBOM KapThl. OTMETHhTE 00J1aCTh SKpaHa, YTOObI 3a71aTh 30Hy OOHApY)eHHs. Bol
MOJKeTe HaKaTh KHOMKY “BbIOpaTh Bee” 4T0OBI BHIOPATh BCE 00JIACTH HITH KHOTIKY «OUYHCTHTH BCEY, YTOOBI
YAATUTh TEKYIIHEe OTMEUEHHbIE 00IaCTH.

Smartec STC-IPM3610/1 rev.3 Estima

@ Pyccowii v & admin v

& Menua > ennos Orver

13

@ Cen >

B Xpasunuwe

OcHOBHEIE HACTPORKN -

3 Cobbitua ~

% ©

53308846 COOBTHA

Mut. BpeMA 3aaepwot ) s (1~300)

HacTpoiikt pacniucais >

[HacTpoiiku pacnncanmusi|

Ilar 3: Hactpoiiku pacriucanus.
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8.4.6.2 Otuer

PesynbTatel OynyT oToOpaxkeHsl B mHTepdetice «OTdaeTy.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycckuid » & admin v
%y Meaua > Tennosan kapra
o ,
nacc | Ofnacr Tin 3am [—p— faano | (5) 20234107 10,0000 BEn
® B Xpannnnuwe
& Cobbmua -
&

Hlar 1: Ber6op THia OCHOBHO# TEIUIOBOM KapThI.

[O6macTh]: mpocTpaHCTBEHHAs TEILUIOBAsk KapTa OyIeT Mpe/ICTABICHA B BUJIC H300PAKECHUS C pa3HBIMH
nBetamu. Pa3Hble 11BeTa 0TOOpaXkaroT pa3Hble TeIUIoBble 3HaueHus. KpacHslii et oroOpakaer camoe
BBICOKOE TEIJIOBOE 3HAYECHUE, a CHHUH - CaMO€ HU3KOE.

[Bpemsi]: BpemenHast TemioBast Kapra Oy/eT MpeacTaBieHa B BUJIC TMHEHHOM AuarpaMmbl, 9T00bI IOKa3aTh
TEIUIble OOBEKTHI B Pa3Hble HHTEPBAJIbI BPEMEHHU.

Hlar 2: Be1Oepute THIT 0TYETA, BKIItOUYasi ExxeqHeBHBIN oT4eT, EsxkeHenenbHbli oTuet, MecsuHblil 1
T'omoBoii oTueT

Ilar 3: BeIOepuTe BpeMs Havasa, 3aTeM HAKMHUTE KHONIKY «llonck», kamepa aBTOMAaTH4eCKN TOACYUTACT
JAHHBIE 3a JIeHb/ HeJlent0/ MecALy T (B 3aBUCUMOCTH OT THIIAa OTYETA, BBIOPAHHOT'O MOJIb30BATEIEM) OT
3aJaHHOIO BPEMEHH HayaJla v CTEHEPUPYET COOTBETCTBYIOIIUI OTYET, KAaK IIOKA3aHO HIKE.

Iar 4: HaxxmMute KHONKY «DKCIOPT», YTOOBI SKCHOPTHUPOBATH OTYET Ha JIOKAJIbHBIN JTUCK.

Iar 5: HaxxmMute KHONKY «ABTO 3KCHOPT» AJIE OTOOpaKEHHsI HACTPOEK OTUYETHOCTH I10 TEIJIOBOU KapTe, Kak
MOKA3aHO HIKE
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ABTO 3KCNopT X

BKMHYMTE OonacTb Bpemsa
[eHb

Bpema

LNUTenbHOCTE

SKCMOPT B

COoXpaHUTL OTMEHWTE

* Hacrpoiire Tun skcnopra. [lons3oBartens MoxxeT BbIOpaTh O0acTHYIO Wi BpeMeHHy0 TEIIOBYIO KapTy WM
00e xapTsl. [Ipu ycTaHoBke (ha)kka HAaPOTUB MPOCTPAHCTBEHHOM TETIOBOM KapThl MJIM BPEMEHHOH TEIUTOBOI
KapThl MOSBISAETCA BO3MOKHOCTh PETAKTUPOBATH CEPOE T0JIE, KaK MIOKA3aHO HUKE

* Hacrpotika qus venenu. J{is sKcopTa exeTHEBHBIX OTYETOB IMOJIb30BATEIb MOYKET BHIOPATh OMIIHIO
«Kaxxnp1if 1eHp» WK ApyTye oMUY A7 SKCIIOPTa OTYETOB B KOHKPETHBIN JCHb HEeNN

ABTO 3KCNOpT

BKMIO4MTE O6nacTe  Bpema
[eHb [ EXENHEBHO
Bpems ExeqHeBHO
ONUTENEHOC T Bockpecetbe
MoHeAENbHUEK
JKCNOPT B
BTOPHUK

Cpena
R o

HeTeepr

MATHMLA
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M HaCTPOﬁKa BPEMCHU. Ilonp30BaTeNnb MOXKET BBI6paTB BpPEMs CYTOK IJIst aBTOMATHUYCCKOI'O 3KCIIOPTA
TETIJIOBOU KapThl, Ha’)KaB Ha 3HAYOK KaJICHAap, YTOOBI BI>I6paTI> 13 BCILUIBIBAIOMICT'O CITMCKA CIICAYIOIHE

BapUaHTHI,
ABTO 3KCNopT X
BKNHYHTE O6nacTe  Bpems
[eHb ExenHEBHO
Bpemsa [ DD:Dﬂ:E
WTENBHOCTH
1 03 01
JKCMOPT B 04 02 unuwe
00 05 03

K. - .

* HacTpolika IIuTenbHOCTA BPEMEHH IS SKCIIOPTA.

ABTO aKcnopT X

BKNIO4YMTE OGnacTk  Bpema
NeHb ExXeqHeBHo
Bpema 00:05:03

ONUTENEHOC T [ MocnegHki AeHb

JKCMOpPT B MocnegHWi yac

WMHTepBan 1 4ac

MocnegHWi OeHb
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* 3ajaiiTe MyTh K KOHEYHOU IUPEKTOPUU JUIsI aBTOMATHYECKHU IKCIIOPTHPYEMOTo oT4era. OT4eT MOXKHO
ABTOMATHYECKH IKCIIOPTUPOBATH 110 FTP/31eKkTpoHHOM ToYTe/Ha 3aIIOMUHAIOIIEE YCTPOWCTBO B BUJIC
tabsuiel Excel win n3o0paskeHus ¢ y4eToM 3aIaHHOTO JHS, BDEMEHH U JHala30Ha OTYETHOCTH. 3aTeM

HaXMHUTC «COXpaHI/ITB».

ABTO 3KCNOpT X

BKITHOYUTE OBnacTe  Bpema
[eHs EXENHEBHO
BpemA 00:05:03

OnUTensHOCTE MocnegHWi AeHb

SKCNOpT B FTP Email XpaHHUMULLe

COoXpaHWTE OTMEHHUTE

[Tpu popmupoBannM TeKyIIeH TPOCTPAHCTBEHHON TETIOBOM KapThl OHA OYAET COXpaHEeHa B BUIE M300PaKEHUS
B ¢opmare png. [Ipu popmMupoBanuu Tekyiei BpeMEHHOH TEIUIOBOK KapThl OHA OyJIeT COXpaHeHa B BUje CSV-
¢aiina.
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8.5 Cucmema

Brxurouaet paznenst CuctemMHble HacTpolikh, bezomacHocts, XKypran, O0cmyKuBaHuUE.

8.5.1 Cucmemmnvie Hacmpotiku

Ha »T0i1 cTpanuiie Mo>XHO POBEPUTH HHPOPMALIHIO O cucTeMe, JlaTy u Bpems.

8.5.1.1 Nudopmamnus o cucreme

Ha s10i1 cTpanuiie MO>kKHO MPOBEPUTH BCIO HHGOPMAIHIO 00 000pYIOBAaHUH U IPOTPAMMHOM 00€CTIeYeHUN
KaMepBhl.

Smartec STC-IPM3610/1 rev.3 Estima @ Pycowit v & admin v

& Megua H
@ Cem »

s ycTpoicTE CAPM3E10A rev.3 Estima
=

B Xpannmue
Moftens kameps STC-PM3G10/1 rev.3 Estima

CobbitnA >

61.6.34.3-76-11

MAC aape 16316 50,7607

Hypra SN 07202

022

icToe  E2101E€312N200000003

5415 Myt
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Taoauna 8.5.1.1. Onucanue KHOMOK

IHapameTpsl DYyHKIHOHAT

Wmsa ycTponcTBa HassaHune ycTponcTea MOXHO HacTpoutb. OHo BydeT ncnonb3oBaThbCs B UMEHaX
Buaeocpannos

Mogaenb kamepbl Mogenb kamepbl

Bepcusa yctponcrtea OTobpaxaeTcsa Bepcus annapatHoro obecneyvyeHnst kKamepbl

Bepcusa MO Bepcuio nporpammHoro obecneveHust kamepbl MOXHO OGHOBUTL

MAC agpec Agpec ynpasneHus JOCTYNOM K cpefie nepeaayu

SIN CepuiiHbIi Homep

Undopmauus o6 CnyxebHasa nHdopmaums 0 kKamepe

ycTpoucTBe

Cuctema paboraert Bpewms, npoluesliee ¢ MOMeHTa nocneaHero nepesarycka ycTponcTsa
CoxpaHuTb KoHurypaumio

CoxpaHuTb

8.5.1.2 [lata u Bpems

Smartec STC-IPM3610/1 rev.3 Estima

@ Pyccnii

% Meaua > WHBOPMALYMA © cHeTeMe

3]

| Texywee cucremuoe speun

£ XpaHunumue

Rara 0741112023

E Cobuna »
Bpema 16:58:41

% ©

@ Cucrema ~

| YCTAHOBMTE CHCTEMNO® BPEMA

IEPEXD] Ha NETHEE BPEMR | OTKIIONMTS

TH CHHXDOHIALH NTP cepee BpyuMyls @ CHHXDOMHIHDOBATL CO BpeMeneM MK
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[Tonyuyenue natel u Bpemenu oT NTP-cepeepa

HpI/I CUHXpOHH3aluu C NTP-CCpBCpOM JAaTta U BpEM IOCTOAHHO O6HOBJ’I$IIOTC$I, MMOCKOJIBKY 3TH JAaHHBIC IMOCTYIIAKOT OT

NTP-cepBepa B Bue push-cooOmeHui.

VYcTaHoBKa JaThl M BpEMEHH BPYUHYIO

JlaHHBI cTIOCO0 CIYKUT TSI OTHOKPATHOM YCTAHOBKY AAaThl M BPEMEHHU U HE MPEIoaraeT aBTOMaTHIECKOe

0OHOBJIEHHE. DTO 03HAYAET, YTO NMPH HEOOXOJUMOCTH U3MEHUTH JaTy WIH BpeMsl H3MEHEHHS IPUAETCS BBOAUTH
BpPYUYHYIO, TaK KaK NOJKJItoueHue K BHemHeMY N'TP-cepBepy OTCyTCTBYET.

HOJ’Iy‘-ICHI/Ie JAaThl 1 BpEMCHH OT KOMIIBIOTCPA

[Ipu ncronp30BaHNM BpEMEHH KOMITHIOTEPA JaTa U BPeMs OJTHOKPATHO CHHXPOHU3UPYIOTCS C BpEMEHEM KOMITHIOTEpa

1 He Oy/yT B JajbHEHIIIEM OOHOBIATHCS ABTOMAaTHYECKU. DTO 03HAYAET, YTO €CIIM BBl H3MEHHUTE ATy MM BpeMsl Ha
KOMIIBIOTEPE, KOTOPBIN MCIONb3YEeTCs AJISl YIPaBJICHU CUCTEMOM, BaM MPUAETCS] BHOBb CHHXPOHU3UPOBATH 3TH

JIaHHBIE.

Tab6auna 8.5.1.2. Onucanue KHOMOK

ITapameTpsl

DYHKIHOHA

Tekyllee cuctemHoe
Bpems

TekyLee cucteMHoe Bpems 1 garta

YCcTaHOBUTbL CUCTEMHOE
Bpems

YacoBo# nosic: BbIbepuTe Ball YacoBOW Nosic

I'Iepexo.q Ha neTHee BpemMs: BkntounTtb nepexoa Ha neTHee/3aumMHee Bpema

Tun cunxpoHusauuu: NTP cepsep, BpyuHyto nnu CUHXpOHMU3NpoBaTb CO
BpemeHem 1K

NTP cepBep: Beectu agpec NTP-cepsepa.

CuHxpoHusupoBaTtb ¢ NTP: PerynspHo 06HOBMSTbL BpeMsi B COOTBETCTBUU C
3aaHHbIM MHTEePBasioM.

BpyuHylo: 3aaaTb CUCTEMHOE BPEMSI BPYUHYHO.

CuHXpoHu3npoBaTb co BpemeHeM MMK: CMHXpOHU3MPOBATL BPEMs C KOMMbIOTEPOM.

CoxpaHuTb

CoxpaHuTb KoHUrypauutio.

www.smartec-security.com
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8.5.2 heszonacnocms

Hacrpotiika monbp3oBaTesei, CIUCKOB A0CTYIa, H(ppOBaHs, BOASHBIX 3HAKOB U TIP.

8.5.2.1 TMonwp30Bareins

@ Pyccii ~ & admin «

& Menna H OHNaAH NONLIoBATENN Cnmcok gocTyna LUMPOBAHME CeaHE OB BOARHON A e

| NpocmoTp Bes asTopsaumn
B Xparunuue
® Paspews, npockorp Ge3 asTopusaLym
& Colbiua H
g | Coxpermuii monpoc
E Cucrema ~

Cepere sonpoc
CHETEM e HACTPOKMA

HypHan | ynpaenenne sanncamm (D

Gy RnBaHiE

admin AMHHICTPETOD
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Taoauna 8.5.2.1. Onucanue KHOMOK

ITapameTpsI

DOYyHKUMOHAJ

MpocmoTp Ge3
aBTOpPU3aLUU

PaspewnTb NnpocMoTp 6e3 aBTOpU3aLMN. PasPeLLNTb aHOHUMHBIA BXO4 Ha
Kamepy

CeKkpeTHbIN BOnpoc

HaxmunTe “PegaktupoBaTh” ONst yCTAHOBKM TPEX CEKPETHbIX BONPOCOB. B cnyyae ytepu
naporns Bbl CMOXeTe BOCCTaHOBWTbL €ro NpaBuIibHbIMWM OTBETaMW Ha 3TW TpY BOMnpoca.

HacTpoliikn ceKkpeTHoro Bonpoca X

Mapont agMUHUCTpaTOpa*

CeKpeTHbIH Bonpoct = Mma TBOETO OTLA?
OTBeT1*
CeKpeTHbIA Bonpoc2* Mma TBOErO OTLA?
OTBeT2*
CeKpeTHbIi Bonpoc 3+ MA TBOEMD OTLA?
OTBET3*

CoxXpaHUTb OTMEHUTE

EcTb 12 BCTPOEHHbIX BOMPOCOB, TaK e MOXHO 3a4aTb CBOW.

CeKpeTHbIA Bonpoc1* imaA TBoErO OTLA?

Oteer1* Wmn TBOErO OTUA?

CeKpeTHbIi BoNpoc2+ Teoi NOUMBIA cnopT?

VMimA Teoei matepu?

OTBet2* .
TBOW HOMED TenedoHa?

CeKpeTHbIH Bonpocd+ Mma nepeoro 4OMAaLIHETD XMBOTHOM?
NMioGrUMan KHUra?

OTBeT3*

IMBuman urpa?

W = CITMEHWTH
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ITapameTpsl DOYyHKUMOHAJ

YnpaBneHue 3anucsaimm
Haxmute “flob6aBUTb” 4N OTKPLITUS OKHA yNpaBreHnsi y4eTHbIMU 3anucamm

I'Iaponb agMUHUCTpPaTopa: nobaensaTb YY€eTHble 3annch MOXHO TOJbKO nocne
BBeAEHUA Naponda agMUHUCTpaTopa

YpoBeHb AoCTyna: ypoBeHb NpaB yYeTHOW 3anucy.

Ama nonb3oBarena: Nmsa yyeTHoOn 3anucuy.

HoBbIi1 naponb: naponb Ans y4eTHOW 3anucy.
NoaTBepAnTL: NpoBepka-noATBEPXAEHNe Napons.
=/ NpumeyaHwue:

* MacumanbHoe uncrno nonb3osatenen - 20
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8.5.2.2 OwuiaitH 1moiap30BaTeiv

31ech B peKUME peasbHOTO BpEMEHHU OyIeT 0TOOpakaThCs BeJCHHE KypHalla COOBITHI KaMepHhl.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccrmit v & admin »
s Menua > Mons3oeas Cnncox AocTyna MDPOBAHWE CEANCOB BOAAHOR 3HaK Nuuerann
s @ Ce >
| Onnafn nonwsosaTenn
@ B XpaHunuue
»
§ 14:52:1

Tab6auna 8.5.2.2. Onucanue KHOMOK

ITapameTpsl DOYHKIHOHAT
O6GHOBUTbL HaxmuTe, 4Tobbl Y3HaTb aKTyaJ'IbeIIZ CTaTyC AOCTyna nonb3oBaTtena K kKamepe.
ID

PervcTtpaumsi cepuiiHoro Homepa npuv OCyLLEeCTBIIEHUI AOCTYNa Nnornb3oBaTens K
Kamepe.

E) MpumeyaHue:

F

* B paHHoM cnucke oTtobpaxaeTtcst He 6onee 30 3anucen.

* |_|pl/| NOAKIOYEHUN OOHOIo 1 TOro XXe Nofib3oBaTesIA K Kamepe C
ncnonb3oBaHnMem oaHoro IP—a,qpeca pPerncTpupyeTcad ToJibKO 0gHa 3anuchb.

Wms nonb3osaTensi Mms nonb3oBaTens, KOTOPbIV NOAKM0YAETCs K Kamepe.

YpoBeHb gocTyna YpoBeHb [0CTyna nosib3oBaTens, KOTopbI NOAKMoYaeTCs K kKamepe.

IP appecc IP-agpec ycTpoicTBa, C KOTOPOro nosib3oBaTeslb NOAKIIYAETCs K kamepe.
Bpems Bxoaa CucTeMHoe BpemMst Kamepb! Npu NMOAKMIYeHUM Nonb3oBaTens K kamepe.
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8.5.2.3 Cnmcok nocryna

@ Pyccimii v & admin v

Smartec STC-IPM3610/1 rev.3 Estima

ceancon Bopanoi anak Tinenana

B
5
g

OCHOBHIE HACTRORKM

B Yo
B Xpasnuiwe
MaKCHMANEHOE KOMHHECTEO NapANNENkHLX NOTOKOS

E Cobuiia >

| crueox aoeryna

% ©

KOHTPON AGETY
CCTEMHBIE HACTPORR

OBCAYXHEaHHE

Tab6auna 8.5.2.3. Onucanue KHOMOK

ITapameTpsl DOyHKIHOHAT
OcHoBHbIe
HacTpouku MakcumarnbHoe KOnMYecTBo napannenbHbIX NOTOKOB: BbibepuTe MakcumarnsHoe

KONMMYeCTBO OHOBPEMEHHbIX MOTOKOB. BapuaHTbl: bes orpaHnyeHun, 1~10.

Bknountb KOHTpONb goctyna: Bo3aMOXHOCTb AOCTYNa nnu orpaHnyeHns goctyna ans
HekoTopbIX IP-agpecos.

Cnucok goctyna

Cnucok AoCTYNa | Tyn dyunibTpa: JOCTYN MAW OrpaHndeHme AoCTyna.

'D‘O6aBMTb MpaBuno: IP agpec, CeteBon aapec u [lnanasoH |IP agpecos

IP agpec: Beeaute agpec, 4ToGbl NOMy4YUTL AOCTYN K YCTPOCTBY.

YnanuTtb BECb CMNCOK.
Ypanutb Bce

PenaktnpoBaTb BbiOpaHHbI |P agpec B cnvcke

= YpanuTbe BbibpaHHbIi IP agpec B cnvcke

CoxpaHuTb KOHMrypaumtio.

CoxpaHutb
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8.5.2.4 llludpoBanue ceaHcon

#h Menua b lons3oBaTens OHRaH NOMb30BATENH e

L&l @

BopsHOR SHaK NueHsmn

@ Ceto bl
B Xpasunnue

C T
& Cobeitna >

N ...

MCTEMHbIE HACTPORKH

HypHan

nyxMEaNTe

Tab6auna 8.5.2.4. Onucanue KHOMOK

ITapameTpsl DYHKIHOHA

SSH
BesonacHbIi komaHaHbIN npoueccop (SSH) MMeeT MHOXeCTBO
dYHKLMI: OH MOXeET 3ameHuTb Telnet, a Takke obecneumBaeT
6e3onacHbi kaHan ana FTP, POP, un gaxe ans PPP.
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8.5.2.5 Bonsnoii 3HaK

@ Pyccxmit ~ & admin v

& Meava | Monesosavens  Ownak nONL30SATENH  CAWCOK AGCTYNA LINpPOBaHHE CEAHCO) . Tinuensh
[N 5 cen >

| HacTpoiin Boganore sHaka

B Xpannnuue
BRIMOHUTS =
[E Cobermua >

®
& [V

CHETewmHEE HACTPORIN

{agnucs BofAHOrD 3HaKa 1P CAMERA

COXpaHHTH

HypHan

OBcnyKvBatie

Bonsubie 3Haku - 3QPexTUBHBIN criocod odecneyenrs nHGOPMAITMOHHON 0€30ITaCHOCTH, B KOTOPOM
peann3oBaHa OTCIICKUBAEMOCTh, 00ECTIeYMBAOIIAs 3aLIUTY OT MOJIEIIOK, a TAKXKe 3alIUTy aBTOPCKUX mpas. |P-
kamepa Estima mognepxuBaeT QyHKIHIO 100ABICHHS BOISHBIX 3HAKOB [T 00€CTICUSHUS] HHPOPMAIIMOHHON
6€3011aCHOCTH.

8.5.2.6 JIunensuu

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccxi » & admin v

% Megua > lonk3oeaTens Ownaiit nonb3oBaTenu Crmcox gocTyna LUMppoBaKKE CeaHE 0B Bogyanoi sHax

@

&

CeTe )
| Nuuensim NO ¢ oTkpITEM KogoM

8 Xparuniue
Tpocwomp
CobbiTun >

C]
§ @& Cucrema ~

ITons30BaTeNnh MOXKET MMpOCMOTPETH I/IH(I)OpMaLII/IIO O TN CH3UAX II0 ¢ OTKPBITBIM KOOOM.
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8.5.3 JKypnan

XKypnan conepxxut napopmanuio o BpeMeHu gocryna u IP-agpecax, ¢ KOTOpbIX Momydanu JOCTYH K Kamepe
yepe3 UHTEPHET.

Smartec STC-IPM3610/1 rev.3 Estima @ Pyccxmii » & admin »

3]

B Xpanunuuwe

5 CoGbHA >

B @

& Cucrema ~

Tao6auna 8.5.3. Onucanue KHOMOK

ITapameTpsl DYHKIHOHA
CyLecTByeT NSiTb OCHOBHbIX TUMOB XypHanoB: Bce Tunbl, cobbiTue,
Knacc onepaumsi, MHPOPMaLMsi, UCKIOYEHNE
B npogomnxeHne BbIOOpa OCHOBHOIO TMNa BbIbepuTe NOATUM, YTOObI
Tun 3anucu Cy3uTb AMana3soH XypHarnoB
Hauano Bpemsa Hauyana BeaeHuWs XypHana.
KoHew, Bpems okoHYaHUs1 BeAeHWs! XypHana.
|_| OUNCK Mowuck no xxypHany.
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ITapameTpsI DOYyHKIMOHAJ
KkcnopT
OKCNopT XypHanos
BBecTn HoMep cTpaHuLbl XXypHana
Mepentn

www.smartec-security.com
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8.5.4 Ob6cnyacusarnue

Hacrpoiiku o0cy)kuBaHHs 1 aBTOTIEPE3arpy3KH.

8.5.4.1 O6cnyxuBaHue

Smartec STC-IPM3610/1 rev.3 Estima

Cncrema

CucTewHe

facTpoiH

EesonacHocTe

Hyphan

AgTonepesarpyska

OBHoBMTL 10 (D)

sepeks 61.8.34.3-18-1

| Nepesarpysea

Tadauua 8.5.4.1. Onucanne KHOIOK

LM O NONE3-X

ITapameTpsl

DOyHKIHOHAT

O6HoBuTL MO

OOHOBNEHUS.

Bepcusa MNO: OtobpaxaeTcs Bepcusa nporpaMmMHOro obecnedeHunst kamepbl.

NokanbHoe o6HoBNeHue: Hangute n Bbibepute dain obHoBneHus. Haxvnte
kHonky «OB6HOBWTBLY» NOCIe TOro, Kak NosIBUTCS yBeAoMIeHne o6 yaaqHon 3arpyske
davina. Mocne nepesarpy3ku cuctembl 0GHOBEHNE DyaeT 3aBepLUeHO

MoxHo oTMeTUTh “3annaHupoBaTb c6poc HacTpoek” aAns cbpoca kamepbl nocne

L=F] MpumeyaHme: He oTkniovante nutaHne B npouiecce 06HOBEHNS.
YcTponcTBo 6yaeT nepesanyLLeHo st 3aBepLueHns 06HOBMEHMS.
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ITapameTpsbl

DOYyHKUMOHAJ

O6cnyxuBaHue

C6poc: Copoc kamepbl 40 3aBOACKUX HACTPOEK

CoxpaHuUTb ceTeBble HacTpouku: Copoc HacTpoek, kpome IP-agpeca, Ha
3aBofckue

Coxp. UHd-umm o nons-x: He cbpacbiBaTb MHGPOPMaLMIO O NOMNb30BaTENAX
npu c6poce HacTpoek

3kcnopt haitna KoHUrypaumu: Haxmute 3Ty KHOMKY, YTOBbI 3KCNOPTUPOBaTHL
hann HacTpoWKu:

KoHdpurypauua wndgposaHus gainnos X

Beeaute napont WHQpoBaHWA

MoaTBEpOMTL

[ns akcnopTa hanna Hy>HO ABa pa3a BBECTU naponb(npugymatb 1
NOATBEPAMUTD).

®dann koHdurypaumm: Haxmmre aTy KHOMKY, YTOObI UMNOPTUPOBATb
cTapblvi hann HaCTPONKM.

MosiBuTCA OKHO "BBeanTe naponb wWndposaHna”, BBeanTe naponb 1
HaxmMnte « CoxpaHuTby.

KoHurypayuma WwudgpoeaHua gainnos X

BeefuTe naponb WKWHpPoBaHNA

CoxpaHuTb OTMEHWTB
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8.5.4.2 ABronepesarpyska

Smartec STC-IPM3610/1 rev.3 Estima

@ Pyccmi ~ & admin v

% Meaua » OGenyxMBaNHE
& @ Cem >

| Hacrpoitxm aeTonepesarpyarn

& Xpasnnaue

O]

BrnioauTs

Cobbius »

&

& CucTema ~

CHCTEMHBIE HAC TROHKN
,

Hypra

Hactpoiite naty u BpeMsi aBTOMaTHYECKOM Iepe3arpy3Ku KaMepsl.

166
WwWw.smartec-security.com



http://www.smartec-security.com/
file:///C:/Users/r-baranov/Desktop/Спеки/Smartec%20Перевод/8.8.4.2

